Extentrix

Smart Detectors Scan Package

User’s Guide




Extentrix Smart Detectors Scan Package Notice

NOTICE

Extentrix Systems, FZE makes no representations or warranties with respect to the contents or use of this
publication. Extentrix specifically disclaims any express or implied warranties, merchantability, or fitness
for any particular purpose. Extentrix reserves the right to make any changes in specifications and other
information contained in this publication without prior notice and without obligation to notify any person
or entity of such revisions or changes.

© Copyright 2008-2009 All Rights Reserved

No part of this publication may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photocopying, recording, or information and retrieval systems, for any purpose
other than the purchase’s personal use, without express written permission of:

Extentrix Systems, FZE
P.0.Box 4404
Dubai, UAE

http://www.extentrix.com

The following marks are service marks, trademarks or registered trademarks of their respective owners:

Citrix®, ICA®, Presentation Server 4.0®, Web Interface®, Citrix Systems, Inc.

WinFrame®, Program Neighborhood®, Citrix Developer
Network™, Citrix Alliance Partners™

© Copyright 2008-2009 Extentrix Systems. Page 1


http://www.extentrix.com/

Extentrix Smart Detectors Scan Package Table of Contents

TABLE OF CONTENTS

110 2 I N 1
TABLE OF CONTENTS ...uuuuuuuuuuuuuuunnuunnennsuunseessuesseessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnes 2
INTRODUCTION ......ccoeveiiieiiiniiiiiiniiiieiiieiiiieiteeieeeeeeeeetteeeeeeteeeeeeeetetttetteteteteteteeeetesteteteesteeseeesesesssessessssseaeee 4
SCANS INCLUDED INSIDE EXTENTRIX SMART DETECTORS SCAN PACKAGE .........cceeevrriiiriiiniinniennnneneennnenns 5
1. EXTENTRIX ANTIVIRUS SCAN ...coiuiiiitiiiitititie ittt sttt s as e st b e e sab e e sn e e sab e e sanessaneens 5
RYole [ o =X Yoy | o1 o o B SP 5
INStallation AN CONFIGUIALION. ........cccuveeeeeeieeeeieeeeeee et s et e e ettt e e e e e et aesstta e e e ataessatesaeesaeassanees 6
IMPOTEING SCAN PACKAZES .. vveiiiiiie ittt ettt sttt e st te e e st e e s sabe e e ssbbeessabeeesabeeeestaesssbseesssaesansseesnsaens 6

INStAIlING the SCAN PACKAGE ...........oeeeevieeeiiieeeiie ettt ettt e st e e e stb e e st e e e s tbe e e s abaeeebteeesstseessabeeesntaeeansseas 10

2. EXTENTRIX FIREWALL SCAN ...oeitiiiiiiiiiitic ittt st s s s a e s 18
RYole [ e (=X Yo ] <11 o £ B PNE 18
INStallation AN CONFIGUIALION. ........ccccuveeeeeieeeeeeeeeeee e eee e ee ettt e e s tte e ettt e e e s taeaeestaaessseaeessseaenanes 19
IMPOItiNG SCAN PACKAGES ......vvvieeiiieiiiie ettt ettt e st e e e e e st e e s bte e s abe e e sabbeesabbeesastaeessbeesnsbaesansaeeansbeeens 19

INStAlliNg the SCAN PACKAZE ..iiuvviiiiiie ettt e e e e s e e e st e e e tbeeesbaeessteeeensbeessbeeaansneaanns 23

3. EXTENTRIX USER OPTION AV SCAN ...oitiuiiiiiiiiriiiitieiittesite ettt sttt sne e sae e sne e sne e smaessne e e snaesneesans 30
RYole [ e =X Yo g ] <11 o £ B SRPNE 30
INStallation AN CONFIGUIALION. .........ccc.uveeeeeeeeeeeeeeeeee et e st e e ettt e e s ae e e stae e e st saeessssaesssssasesssesanines 32
IMPOItiNG SCAN PACKAGES ......veveeeiieeiiiieectiee ettt ett e tee et e e e stb e e e s bt e e s bae e s sbee e sabaeesbbeeasstaeessbeeessbaeaansseaansbeaans 32

INSEANING thE SCAN PACKGGE .....eoneeeeeeeeiieeieesiee ettt et et te sttt e sate st e s seeeteesateenteessaesabeenseessteenseessseenseesseesn 36

4. EXTENTRIX USER OPTION FW SCAN ...ooiiuiiiiiiiiiiiiieetic sttt s 47
RYole [ e (=X Nolg ] <14 o] £ B SSRRRPNE 47
INStallation AN CONFIGUIALION. .........ccc.uveeeeeeeeeeeee et eeeee et e ettt e ettt e e e st e e e s stasaeestsaaesssssaaesssesenines 48
IMPOItiNG SCAN PACKAGES ......vveeeeeieeiiieeeciiee ettt et e tee e et e e e sta e e e et e e s bteessbeeesabaeesbbaeaastaeessseeessbaeaansaeaansbeaens 48

© Copyright 2008-2009 Extentrix Systems. Page 2



Extentrix Essentials Scan Package Table of Contents

INStAlliNg the SCAN PACKAZE ..iiuviiiiiiie ettt e e e e s e e e s ba e e e tbe e e sbbeesssteeaeasbeesssbeeasnsaeaanns 52

5. EXTENTRIX ANTI SPYWARE SCAN .....oiiiiiiiiiiiiin it 62
RYole [ e (=X Yo g ] <11 o £ B RPNE 62
INStallation AN CONFIGUIALION. .........ccc.uveeeeeeeeeeeeeeeeeee et e s ee e ettt e e et ae e e st a e e st aaeestsaaesstssasesssesananes 63
IMPOITING SCAN PACKAGES ... eeueeiuiieiteett ettt ettt ettt et e sttt st e bt e st e e bt esabeebeesa b e sab e e seesas e e sbesnseeseesanesneen oe 63

INSEAIING the SCAN PACKAGE ...ttt e e e e et e e ta e e s bt e e e e abee e sbteeeeataeeesbeeesabasaansaeaens 67

6. EXTENTRIX USER OPTION AS SCAN . ...t asssassssb s tassestesaeeseseeenesenenenenennns 74
RYole [ e (=X Nolg ] <14 o] £ B SSSRRPNE 74
INStallation AN CONFIGUIALION. .........ccc.uveeeeeeeeeeeeeeeeeeeeeee et e ettt e ettt e e e s ttaaestasaeestssaessssaeasssesanaaes 75
IMPOItiNG SCAN PACKAGES .....oeeevveeeiiiieeitiee et e ettt eeeite e e stee e e staeeesbeeesbaeeaasteeessbaeesbaeeeasteeeastaeeeasbeeasssseaasseeennss 75

INSEAIING the SCAN PACKAGE ...ttt e e e et e e e e s bt e e e e abee e sbteeeastaeeesbeeeeabasaasaeaens 79
SUPPORT ....uiiiiiitititiiiiiiitiiiieeiiiirttesneasiiissietsassssssiissttersassssssssstessssssssssssessssssssssssssessnsssssssssssssnnsnsssns 90
L0 3 L U 91
L0 - N 92
ABOUT EXTENTRIX ceuuiiiiiiiiiiiniiiiiiiiiiiiiiiiiiiiiesseeiiiiiiitisssssiiiiiiiieesssessiiisietmssssssiisssiessssssssssstessssssses 93

© Copyright 2008-2009 Extentrix Systems. Page 3



Extentrix Smart Detectors Scan Package Scans Included

INTRODUCTION

Extentrix Smart Detectors Scan Package is specialized in offering the most powerful Scans that detect the
existence of Anti-viruses and firewalls on User’s devices before granting them the permission to access
corporations’ resources. It includes a comprehensive set of scans for Ant viruses, Antispyware and
Firewalls that also provide real-time protection environment.

This package will give the administrator the power to restrict the user to run only the AVs the company
trusts to offer the ultimate security. With this feature, Administrators are given the ability to scan for
more than one AV at the same time and limit them to what they believe it the AV software they want the
user to use.

While Extentrix is increasing the number of AV list supported it is trying to ensure that the administrator
will have the upper hand to decide which AVs to check for.

Extentrix Smart Detectors Scan Package extends administrators’ ability to check for an antivirus,
antispyware or/and a firewall, make sure of the last update date for the antivirus and check whether the
firewall is enabled or not on the client machine. It consists of:

1. Distributed File:
= EPAClient.exe/EPAPlugin.exe
= Append.txt
2. Scan Packages:
= Extentrix Antivirus Scan
= Extentrix Firewall Scan
= Extentrix Antispyware Scan
= Extentrix User Option AV Scan
= Extentrix User Option FW Scan

= Extentrix User Option AS Scan
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SCANS INCLUDED INSIDE EXTENTRIX SMART DETECTORS SCAN PACKAGE

Extentrix Smart Detectors Scan Package contains many Scans inside. They are:

1. EXTENTRIX ANTIVIRUS SCAN

SCAN DESCRIPTION
Scan Name: Extentrix AV Scan.

Description: It allows the administrator to check if the client machine has Antivirus installed and
supported by Extentrix Anti viruses list and ensure that the installed antivirus is up to date.

Parameters:

0 Show/Hide Dialog — a Boolean value which allows administrators to show (true) or hide (false)
the progress dialog to the client while scanning his/her machine. To see how the progress bar
looks like, refer to page 12.

0 Time Allowed — an integer value which presents the numbers of days that will be allowed since
last update time.

Scan Output:

o Allow Access - a Boolean output which indicates whether the client has an antivirus with allowed
update period or not.

TRUE -—indicates that the client has one of Extentrix supported AV installed, enable and
running.

FALSE - indicates that the client doesn’t have one of Extentrix supported AV installed, enable and
running.

o License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - indicates that the scan has a trial license.
INVALID LICENSE —indicates that the scan hasn’t a license.

VALID LICENSE —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
will be false.
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Scans Included

INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES

To install a custom end point analysis scan package follow the following steps:

1.
Analysis node.
2. Right click any of the displayed scan packages categories and select Import scan package from
the drop down menu list.
P Citrix Access Management Console i ] 3]
File  Action Wew Help

After opening Citrix Access Management Console, in the console tree select the Endpoint

=Gl e

@ Cikrix Access Management Console

] Alerts

-] search Results

@ Iy Wigws

l:] Licensing

{1 Diagnostic Facility

@ Citrix Resources

{#> Configuration Tools
L Access Gakeway
CitrixAaC

B' Resources
([T Folicies

B .

Search

& 0O

Horne My Views

Endpoint Analysis

CiTRIX'

Common Tasks

Change display ]
Create scan group

Edit available conditions list

Import language pack

Import scan package

Manage data sets

& Overview

4
i

c
J]d
3

@- Logon Points
B4 Sepvers
E Gateway Appliances

Run discovery

ks
N endpoint analysis

FD'S
ledge Center 07

Change display 3
Create scan group

Edit available conditions list
Import language pack

=

Manage data sets

Run discovery 1 Scan packages allow vou to create scans verifving specific properties

of client devices connecting to your network, such as the installed
verzion of an antivirus software product.

termal application

All Tasks »
Wiew * 2 Scang define the propetties verified on the client device and the
conditions under which the scan is run.
Copy
Refresh . " -
- 3 Rules contain sets of conditions defining when to run the scan and
Help which property values to verify. Multiple rules can applyto a zingle
TCAR.

4 Scan outputs contain information detected from the client device or
Boolean expressions indicating a true or false scan result. Some scan
outputs can be uzed as conditions in other rules.

Policies can use Boolean scan outputs as filters, allowing wou to grant

CITRIX

(4]

< | B

|Imp0rt a new scan package, Each package analyzes client devices for specific properties,

Also you can choose to insert the scan package to a specific scan package group as shown in the following

picture:
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B Citrin Access Management Console

File Action Wiew Help

Scans Included

=10 ]

= | BAHE B2 3|2 E

-@ Citrix Access Management Console @ l,,_+ @
Alerts I..‘sl [ -

[ Search Results Home My Wiews Search

Custom Scans

CiTRIX'

@ Iy Views
% Licensing Common Tasks

Diagnostic Facility "

Change displa 4

E@ Citrix Resources d Py

-[§% Configuration Tools
b Access Gateway
CikrixAfC

Save in My Yiews

Import scan package

g Resources

% Policies Other Tasks

@. Logon Paints Customize display »
-5‘?5 Servers Delete scan group

E Gateway Appliances
. Endpoint Analysis
@ Anivirus Scans

Related Tools

&2 Browser Scans Citriz; Knowledge Center o5
Change display »
Save in My Views
Impart scan package

[ Launches external application

All Tasks 3
Wiew 3

Copy
Renarme
Refresh

Help

& Contents

-

rywy,

\i,)There are no ikems to display.

O items

CiTRIX

Import a new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab) file which

contains the Scan.
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Select scan Package File

Look in: Iﬁ Estentrix Smart Detectors Scan Package j ] I:j{ EH-

Scans Included

2%

‘j ExtentrixFWscan.cab
“_j ExtentrixlserOptiondYScan.cab
u ExtentrizUserOptionFwScan. cab

1 y Documents

oo B
o 8

File narme: IE:-:tentri:-u’-‘-.‘-IS can.cab j
=

Files of twpe: IF'au:kage files [*.cab]

Open

Cancel

It

The package will be displayed in the console as shown in the following picture:
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E_' Citrix Access Management Console

File  Acktion Yiew Help

Scans Included

=10l x|

= | Omke R 2=

Citrix Access Management Consale

- Alerts

{E Search Resulks

@ My Views

l:] Licensing

f';i Diagnostic Facilicy

-] Cikrix Resources

{2 Configuration Tools

Access Gateway
EHEE Girixaac
{4 Resources
[[T] Policies

@ Logon Paoinks
534 Servers

&= Gateway Appliances
=-[f% Endpaint Analysis

; = Antivirus Scans
|-zl Browser Scans
E@ Custom Scans

{2 Machine Identification S
- fag Miscellaneaus
@ Cperating Syskem Scans

&

Home

D 0.

My Yiews

Search

ExtentrixAVScan

CiTRIX'

Common Tasks

Change display
Save in My Views

Create scan

Other Tasks

Customize display

Related Tools

Uninstall scan package

Citrixz Knowledge Center o=

P Launches external application

< | B

CiTRIX

M Contents

-

‘:l,)There are no items to display.

Qitems
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INSTALLING THE SCAN PACKAGE
Please follow the steps below to create scans and rules for the Extentrix AV Scan.

1. Select ExtentrixAVScan to create scan for it, right click the icon and choose Create Scan.

o]
File Action ‘iew Help
o=l e

@ Citrix Access Management Console g ] N
B s @ D - | ExtentrixAVScan CITRIX

{5 search Results Home My Yiews Search

@n I\‘rly \n'ie_ws F Contents
A1 Licensing Common Tasks
{#] Diagnostic Facility

= Change display » ( B
@ Citrix Resources . i
@ Configuration Tools Save in My Views é,)There are no ikems ko display.
Bf Access Gateway Create scan
5 CitrinttC

&4 Re.so.urces Other Tasks
{[T] Policies
£ Logon Points Custarnize display »
584 Servers Uninstall scan package

E Gateway Appliances

Related Tools
Citrix Knowledge Center 02

N

Change display b fhes estemal application 0 items

Save in My Wiews

-zl Operat

All Tasks »
Wiew »

Copy
Refresh

Help

- - CITRIX

|Create a scan using the selected package. Each package analyvzes client devices for specific properties.

2. Type a name for the scan:

© Copyright 2008-2009 Extentrix Systems. Page 10




Extentrix Smart Detectors Scan Package Scans Included

Create Scan

CITRIX'

Define Scan Mame

Provide a name for thiz gcan. Maming zcans can help vou to identify the
zoah outputs you want to uze as filters when vou create policies.

3. Set the scan conditions:
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x
»
CITRIX
|
Select Condibons

Select the conditions you want ko configure to determine when the zcan
launches. “rou configure the settings for each condition later in this wizard.

The conditions listed here depend on the scan package you are uzing.

Awallable conditions:
[] Client Device Regional Locale
™k Logon FPaint

Usge Another Scan's Dutput az a Condition |

< Back I Hewt = I Cancel

4. Type rule name and set rule conditions:
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x
.
CITRIX
|
D efine Rule

Fulez are a combined zet of conditions under which a szan iz mun.

For example, your mile might be to uze Scan # when the client device iz running
Operating Syztem " and Browser Yersion £.

Yiou can create multiple rules for any ecan.

Rule narme:
Fule 1

¢ Back I Mest = I Cancel
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x
L]
CiTRIX
|

Configure Condbions

The scan rung if the clent device meets any of the condition values you
zelect below. Select all acceptable values for the condition.

The settings listed here depend on the scan package pou are using.

O perating System

Condition:

[w] Windows 2000
[w] Windows 2003
[w] Windows 98
[w] Windows ME
] Windows MNT4
[w] Windows Vista
[w] Windows <P

Select Al

Select Hone

L

¢ Back et > Cancel
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x
.
CITRIX
|
Configure Condborns

The szan mns if the client device meetz any of the condition values pou
zelect below. Select all acceptable values for the condition,

The zettings lizted here depend on the scan package you are using.

Logon Point

[] Other

Select All Select Mong

¢ Back I Mest » I Cancel

5. Type the name in Property Value.
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x
L]
CITRIX
]

Define Property to Yenfy

The zzcan checks the client device far the property zettings you configure
below, The zettings lizted here depend on the scan package pou are uzing.

Enter a whole number far this property.

Scan package
E stentrizdh'Scan

Property descripbon:

[refine the maximum time which iz allowed to elapze from update date bo
access regquest date.

Property walue:
a0

Iap to Sean Dutput

< Back I Einizh I Cancel

6. When you are done, click Finish.

In the other side, when clients attempt to connect to the server that deploys this scan package,
an active X control will be installed and it will perform the scanning operation. During this
process, a progress bar will be shown to inform the clients about the scan progress as shown
below:
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[ Citrix Access Gateway _

Scanning computer for secure access

Access Gateway must scan your computer with the Citrix endpoint analysis client sofhware before you can access corporate resources. When prompted, click |
install the software an your camputer.If your computer cannaot be scanned, you may not be able to access all available resources.

Skip scan & Extentrix Smart Detectors

Scanning For...

The Citrix endpoint analysis cl
Symantec antivirus 7.5

Aldternatively, click Slap, to by [ll“l““l“l“' ]
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2. EXTENTRIX FIREWALL SCAN

SCAN DESCRIPTION
Scan Name: Extentrix FW Scan.

Description: It allows the administrator to check if the client machine has Firewall installed and supported
by Extentrix Firewalls list and ensure it is enabled and running on the client machine.

Parameters:

0 Show/Hide Dialog — a Boolean value which allows administrators to show (true) or hide (false)
the progress dialog to the client while scanning his/her machine. To see how the progress bar
looks like, refer to page 21.

0 Both Checks: a Boolean value which indicates whether check if a firewall is installed or/and
enabled.

TRUE —indicates Checking for both conditions: installed and enabled.
FALSE — indicates Checking just for installed condition.
Scan Output:

0 Allow Access - a Boolean output which indicates whether the client has an firewall installed
and/or enable.

TRUE - indicates that the client’s machine has at least one firewall installed and/or enabled.

FALSE — indicates that the client’s machine doesn’t have any of Extentrix Firewalls supported list
or is not enabled.

0 License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - indicates that the scan has a trial license.
INVALID LICENSE — indicates that the scan hasn’t a license.

VALID LICENSE —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
| will be false.
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INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES
To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the Endpoint
Analysis node.

2. Right click any of the displayed scan packages categories and select Import scan package from
the drop down menu list.

B citrix Access Management Console =100l

File  Action Yiew Help

« - | Bm ke R 2

m Citrix Access Management Consale @ o .
@ © i i ITRIX'
(%] Alerts L | -
% Search Results Horme: My Views  Search End pOInt AnaIYSIS c )
L vy views & Overview

) Licensing Common Tasks
-+ Diagnostic Facilicy

= @ Cikrix Resources

{8 Configuration Tools
f| Access Gabeway Edit available conditions list

Change display ]

Create scan group

CitrixAAC Import language pack.
B‘ Resources Import scan package
Policies
@ Lagon Paoints
B8 Servers
E Gateway Appliances

Manage data sets
Run discovery

Change display 3 ks . .
Create scan group h endpoint analysis
4
Edit available conditions list a
Import language pack als
I ledge Center 05

Manage data sets
Run discovery 1 Scan packages allow you to create scans verifying specific properties

- of client devices connecting to your network, such as the installed
temal application

All Tasks L4 verzion of an antivirug software product.
Wigt 4 2 Scanz define the properties verified an the client device and the
conditions underwhich the scan is run.
Copy
Refrash . " -
- 3 Rulez contain getz of conditions defining when to run the zcan and
Help which property values to verify. bMultiple rules can applyto a zingle
— FCan.
4 Scan outpute contain information detected from the client device or
Boolean exprezsions indicating a true or falze zcan result. Some zcan
outputs can be used as conditions in other rules.
-
7 | | ﬂ CITR!X 5 Policies can use Boolean scan outputs as filters, allowing you to grant

|Im|:ort a new scan package. Each package analyzes client devices for specific properties.

Also you can choose to insert the scan package to any scan category listed in the tree as shown in the
following picture:
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B citrix Access Management Console ;'EIil

File  Action YWiew Help
- | B@mBke B @E

m Ciktix Access Management Console
; Alerts

CiTRIX

T Custom Scans

Home My Yiews Search

[ search Results
My Views [ Contents
7] Licensing Common Tasks
|LL1 Diagriostic Facility Change display » ' 7
= Citrix Resources
@ S in My iewis \i,)There are no ikems to display

8% Corfiguration Tools
3 Impart scan package

- Access Gateway
=] CitrixAdC
- R
14 e.so.urcas Other Tasks
2] rolicies —
& Logon Paints Custormize display 4
-5‘?5 Servers Delete scan group
; E Gateway Appliances
=- Endpaint Analysis
@ " Y Related Tools

@ Antivirus Scans

) Browser Scans Citrix Knowledge Center o5
b o o

WY,

Change display » .
Save in My Views 'Launches extemal application 0 items

I an

Al Tasks »
Wiew 3

Copy
Rename
Refresh

Help

CiTRIX'

Import & new scan package, Each package analyzes client devices for specific properties,

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab) file which

contains the Scan.
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Select Scan Package File ﬂll

Laak i Iﬁ Estentrix Smart Detectars Scan Package j L] EF v

u ExbentrixaVScan,cab
. ExkentrixFin
"j ExtentrixserOptionAlScan, cab
[ﬂ ExtentrixserOptionFWScan, cab

File name: IE:-:tentriHF"-p\;"Scan.cah j Open I
Filez af tupe: IPackage files [*.cab) | Cancel |
r

The package will be displayed in the console as shown in the following picture:
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P Citrix Access Management Console

File  Action Wiew Help

Scans Included

=101]

&= | BmEBe R @

-Eﬂ Citrix Access Management Consols
Blerts

CiTRIX'

{3 search Resulks
@' My Views
l:] Licensing
@ Diagnostic Facilicy
B @ Citriz Resources
1§ Configuration Tools
-- Arccess Gateway

E@ Endpaint &nalysis
@. Ankivirus Scans
@. Browser Scans

[=-He2l Custom Scans

{2, Firewall Scans
{2l Machine Identification 5
-fezl Miscellaneous
@ Operating System Scans

Change display »
Save in My Yiews
Create scan

Other Tasks

Customize display 3

Uninstall scan package

Related Tools
Citrix Knowledge Center i

[P Launches external application

Ty,

Home Iy Wiews  Search EXtentrIXFwscan
[ Contents
Common Tasks
' Y

\i,)There are noikems to displaw,

CiTRIX

Oitems
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Scans Included

INSTALLING THE SCAN PACKAGE

Please follow the steps below to create scans and rules for the Extentrix Firewall Scan.

1. Select ExtentrixFWScan to create scan for it, right click the icon and choose Create Scan.

E_' Citrix Access Management Console

File  Action Wiew Help

=10l x|

o == N e

@ Citrix Access Management Console
{7 alerts

@ @ .

CITRIX'

[a Search Results
@ Iy Views
I:] Licensing
[ Diagrostic Facility
- @ Citrix Resources
i {ff% Configuration Tools
4 Access Gateway
CikrixARC
B Resources
Palicies
@ Lagon Paoinks
B4 Seryers
E Gateway Appliances
EI--@ Endpoint Analysis
: @ Antivirus Scans
£zl Browser Scans

Harne My-‘-z'iews Search EXtentrlx Fwsca n
[ Contents
Common Tasks
. Yy

Change displaw »
Save in My Yiews

Create scan

Other Tasks

{2 Firewall Scar
{2 Machine Ide
2 Miscellaneol

1§zl Operating 5 2l Tasks

Wiew

Copy
Refresh

Help

Customize display 3
Uninstall scan package

Related Tools
Citrix Knowledge Center 02

Change display  # ktemal application
Save in My Yiews

1] | H

é,)There are no items ko displaw,

O items

CITRIX

|Create a scan using the selected package. Each package analyzes client devices for specific properties.

2. Type a name for the scan:
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Create Scan

CITRIX'

Define Scan Mame

Provide a name far this scan. Maming zcans can help pou to identify the
rcan outputs you want to uze az filkers when pou create policies.

3. Set the scan conditions:
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x
0
CiTRIX
|
Select Conditions

Select the conditions pou want to configure to determine when the scan
launches. You configure the settings for each condition later in thiz wizard,

The conditionz listed here depend on the scan package vou are using.

Ay allable conditions:

[7] Client Device Reagional Locale
™ Logon Font

Usze Anather Scan's Output a3 & Condition |

< Back I Mewt » I Cancel

4. Type rule name and set rule conditions:
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Create Scan

CITRIX

Define Rule
Rulez are a combined zet of conditions under which a scan iz .
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x
L]
CITRIX
|

Configure Condiions

The scan rung if the client device meets any of the condition values you
select below. Select all acceptable walues for the condition.

The zettings lizted here depend on the scan package vou are using.

Operating System

Conditior:

[w] Windows 2000
[w] Windows 2003
[w] Windows 98
[w] Windows ME
[w] "Windows NT 4
[w] Windows Wista
[w] "Windows *P

Select Mone |

£ Back Hest » Cancel
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x
CiTRIX
_______________________________________________________________|

Configure Condbions

The zcan wing if the client device meets anw of the condition walues wou
zelect below. Select all acceptable values for the condition,

The settings listed here depend on the scan package you are uzing.

Logon Point

Conditior:

[ Other

Select Al Select Mone

< Back I Meut » I Cancel

5. Type the name in Property Value.
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x|
CITRIX
. ______________________________________________________________________|

Define Property to Verly

The zcan checks the client device for the property zettings wou configure
below. The zettingz listed here depend on the zcan package you are uzing.

Select a value for this property.

Scan package:
E =tentrizFwScan

Property descripbon:

True: it will check for both [Enabled and Installed).
Falze: it will check if the firewall iz installed only.

Property walue:
True

tap bt Seam Dutput |

¢ Back I Finigh I Cancel

6. When you are done, click Finish.

In the other side, when clients attempt to connect to the server that deploys this scan package, an
active X control will be installed and it will perform the scanning operation. During this process, a
progress bar will be shown to inform the clients about the scan progress as shown below:

Fitrix Access Gateway

Scanning computer for secure access

Access Gateway must scan vour computer with the Citrix endpoint analysis client software before vou can access corporate resources. When prompted, click |
install the software on your computer.Ifyour computer cannot he scanned, you may not be ahle to access all available resources.

Skip scan Extentrix Smart Detectors

Scanning For-...

The Citriz endpoint analysis cl
Microsoft Windows Firewall XP-SP2

Alternatively, click Skip, to by

(T |
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3. EXTENTRIX USER OPTION AV SCAN

SCAN DESCRIPTION

Scan Name: Extentrix User Option AV Scan.

Description: This scan will check each Antivirus defined in Extentrix Antiviruses supported list, if it exists in

the client machine, up to date and running. It makes sure of:

0 Existence of the AV.

O Real time protection.

0 Last update virus definition files.

Parameters:

0 Show/Hide Dialog — a Boolean value which allows administrators to show (true) or hide (false)
the progress dialog to the client while scanning his/her machine. To see how the progress bar
looks like, refer to page 32.

0 AV Map - a double-columned data set, each one of its records has an Antivirus name and time

allowed pair. Antivirus name is a string value as named on
http://www.extentrix.com/EPA/AVsFWs.htm and the time allowed is a string value that defines
number of days of last update time allowed to the AV.

Scan Output:

(0]

Allow Access - a Boolean output which indicates whether the client has an antivirus with allowed
update period or not.

TRUE - indicates that the client has one of supported administrator AV list (list created by
administrator using Extentrix supported list) installed, enable and running.

FALSE - indicates that the client doesn’t have one of supported administrator AV list (list created
by administrator using Extentrix supported list) installed, enable and running.

License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - indicates that the scan has a trial license.
INVALID LICENSE — indicates that the scan hasn’t a license.

VALID LICENSE - indicates that the scan is licensed.
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Note: If the License Status has an Invalid License value, the Allow Access
will be false.
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INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES
To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the Endpoint
Analysis node.

2. Right click any of the displayed scan packages categories and select Import scan package from
the drop down menu list.

PACitrix Access Management Console o ] 1

Eile  Ackion Wew Help
= e

@ Citrix Access Management Console @ | a2 ‘;j
{7 Alerts _fﬂ -

- search Results Home My wiews Search
@ My Views
AL Licensing Common Tasks
{1 Diagnostic Facility

Endpoint Analysis CITRIX

I Qverview

s Change display 3
@ Citrix Resources
@ Configuration Tools Create scan group
f Access Gateway Edit available conditions list
CitrixAaC Import language pack.
B‘ Resources Import scan package

ij_m Policies

@- Logon Points fom di
B Servers un discovery

Manage data sets

E Gateway Appliances
’ ks

Change display S
h endpoint analysis

Create scan group

Edit available conditions list
Import language pack. I

=

edge Center 07

Ak &

Manage data sets

Run discovery 1 Scan packages allow vou to create scans verifying specific properties
of client devices connecting to your network, such as the ingtalled

temal application

All Tasks 4 verzion of an antivirus software product.
Wiew b 2 Scans define the properies verified on the client device and the
conditions underwhich the zcan is run.
Capy
Refresh . - -
- 3 Rules contain zets of conditions defining when to run the zcan and
Help which property values to verify. Multiple rulez can apply to a single
- scan.
4 Scan outputs contain information detected from the client device ar
Boolean expressions indicating a true orfalge gcan result. Some scan
outputs can be used as conditions in other rules.
-
7 | | _'I CITR!X 5 Puolicies can uze Boolean scan outputs as filters. allowing you to grant

|Im|30rt a new scan package. Each package analyzes client devices For specific properties, | |

© Copyright 2008-2009 Extentrix Systems. Page 32



Extentrix Smart Detectors Scan Package Scans Included

Also you can choose to insert the scan package to a specific scan package group as shown in the following
picture:

BAcitrix Access Management Console =]

File  Action Wiew Help
&= | B@EEBEE R 26
@ Citrix Access Management Console e . N
I s & B 9. Custom Scans CITRIX
a Search Resulks Haome My Wiews  Search -y
& I Views ® Contents
l:l Licensing Common Tasks
,£| D!agnostlc Facility Change display N - -
=] @ Citrix Resources v By 4
{2 Configuration Tools e In By Views 1) There are no items to display,
E|-- Access Gateway Import scan package
=] CikrixAfC
14 Re_so.urces Other Tasks
([T Policies —
& Logon Paints Customize display 4
-ﬂ‘?‘-‘ Servers Delete scan group
E Gateway Appliances
- Endpoint Analysis
= @ " ", i Related Tools
{2 Antivirus Scans
@ Browser Scans Citrix Knowledge Center o= n
E b o o] |
& Change display 3 my
E Save in My Yiews [ Launches external application 0 iterns
E Imnpo an pa
" All Tasks 3
Wiew 3
Copy
Renarme
Refresh
Help
. "
CITRIX

Import a new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab) file which
contains the Scan.
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Select Scan Package File ilil

Look in: I@ Estentris Smart Detectors Scan Package j = |‘=j€ .

U ExtentrixAYScan,cab
H ExtentrixFwScan, cab

ExbentrixUseropt
H ExtentrixUserOptionFWScan. cab

File: narme: IEHtentri:-:Ll zerptiondY Scan.cab j Open

Files of tupe: IPackage files [*.cab) | Cancel |
g

The package will be displayed in the console as shown in the following picture:
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f.'j Citrix Access Management Console

File  Acktion Yiew Help

Scans Included

= | BmE e R @E

J Citrix Access Management Console
-- Blerts
-] search Results
@ My Wiews
D Licensing
@ Diagnostic Faciliey
@ Citrix Resources

-{8% Configuration Tools

E| Access Gateway

E-E3 GitrinasC

{5 Resources
Z] Policies
@. Logon Paints
BB Servers
E Gateway Appliances
El{ﬁ Endpoint Analysis
F-fz) Ankivirus Scans
[]--@ Browser Scans
- {az] Custom Scans

#-{z Firewall Scans
#-{az) Machine Identification Scans
F#-{az) Miscellaneous
[]--@ Operating Syskem Scans

&

Home

My Wiews Search

ExtentrixUserOpti...

CiTRIX

Common Tasks

Change display 3
Save in My Views

Create scan

Other Tasks

Custamize display »

Ininstall scan package

Related Tools

Cikrix Knowledge Center o2

= Launches extermal application

= Contents

-

\i,)There are no ikems to display,

|0 ikems

rY vy,

CiTRIX
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INSTALLING THE SCAN PACKAGE
Please follow the steps below to create scans and rules for the Extentrix User Option AV Scan.

1. Select ExtentrixUserOptionAVScan to create scan for it, right click the icon and choose Create
Scan.

P Citrix Access Management Consaole o [ 4]

Ele  Action ‘Wiew Help

&= | BmEe D @@

Citrie Access Management Console @ | — = H .
- Alerts -_Eﬂ gj - 1 H ITRI x
{% s e it SR ExtentrixUserOpti... ot .
5B by Views = Contents
A Licensing Common Tasks

-[+] Diagnostic Facility

@ Citrix Resources

“[i% Configuration Tools
B Access Gateway Create scan
-8 Citrivaac

4 Relsolurces Other Tasks

d_ﬁ Policies

@ Logon Points Custorize display ]
B8 Sepvers Uninstall scan package

: E Gateway Appliances 0 items
E@ Endpaint Analysis
@ Antivirus Scans
@ Browser Scans Citriz Knowledge Center o2

£ Custom Scans

Change display ] r 0

Savein My Views :!,)There are no ikems bo display.

Uk & &

Related Tools

W > -
&2 Firewal 5c Change dlsplfay unches external application
@ Machine It ave in My Yiews
L2l Miscellanes m
@ Cperating Al Tasks »
= 3
Copy
Refresh
Help T 0
. L CITRIX

|Create a scan using the selecked package. Each package analyzes client devices For specific properties.

2. Type a name for the scan:
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Create Scan

CITRIX'

Define Scan Hame

Provide a name for thiz scan. Naming scans can help you to identify the
zcan outputs you want to uge as filkers when pou create policies.

3. Set the scan conditions:
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x
-
CITRIX
|
Select Conditions

Select the conditions you want to configure to determing when the scan
launches. vou configure the zettings for each condition later in thiz wizard,

The conditionz listed here depend on the scan package you are uzing.

Available conditions:
[] Chent Device Regional Locale
™k Logon Point

Use Another Scan's Dutput a3 a Condition |

< Back I Mesit » I Cancel

4. Type rule name and set rule conditions:
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ﬂ
CITRIX
. ___________________________________________________________________________]

Define Rule
Rules are a combined set of condition: under which a zcanis un,

For example, your rule might be to use Scan ¥ when the client device is running
Operating Sestern " and Browser Version Z,

YYou can create multiple rules for any scan.

Rule name:

< Back I MHeut = I Caricel

x
CITRIX

Configure Condiions

The zzan runz if the client device meets any of the condition values you
zelect below, Select all acceptable values for the condition.

The zettings lizted here depend on the scan package pou are using.

Operating System

Condition:

[ "windaws 2000
[w] Windows 2003
[w] Windows 98
[w] Windaows ME
[w!] "Windows NT4
[w] "Windows Vista
[w] Windaows #P

Select None |

< Back Meut = Cancel
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x
L]
CiTRIX
|

Configure Condbons

The szan mns if the client device meetz any af the condition values you
zelect below, Select all acceptable values for the condition.

The zettingz lizted here depend on the scan package you are uzing.

Logon Point

Select Al Select Mone

< Back I Mext = I Cancel

5. Type the name in Property Value.
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x

.

CITRIX

|
Define Property to Yenfy

The zzan checks the client device for the property settings you configure
below. The zettings lizted here depend on the scan package wou are uzing.

Scans Included

Select a value far thiz property.

Scan package
E stentrisllzerd piondh'S can

Property descripbon:

True: Showing a prooress dialog.
Falze: Hiding the progresz dialog.

Property walue:

True j

< Back I Mest » I Cancel

6. Define a data set (map) using a comma delimited .csv file. To do that, click on New Data Set to

import the file. The file will have a list of Antivirus names and its desired time allowed.
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x
.
CITRIX
|
Define Property to Yenly

The zcan checks the client device for the property settings you configure
below, The zettingz listed here depend on the scan package vou are uzing.

Select a mapping data zet [bwo columng] containing mapped walues that are
acceptable for thiz property.

Scan packaoe:
E stentrizll zerd ptiond'S can

Property descripborc

Containg a Lizt of &%s Mames bezides it's Allmwed Last Update Period

Property walue:
O~ |

tap bo Sican Dutmut |

Mew Data Set |

¢ Back Eiriizh Cancel

7. Adialog box named “New Data Set” will appear. Type a name for the new data set and use
Browse to enter the path of the .csv file.

New Data Set

Enter a name for the data zet;
I.-’-'-.ntiviruses tap

Enter the path to a .cev file to provide an initial set of data. Leave blank to create
an empty zingle-column data zet.

II::"-.D ocuments and Settingz Administrator\Desklop\ W sk AP, cay

k. Cancel
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8. When you are done, click Finish.

x
0
CITRIX
I —
D efine Property to Venly

The zcan checks the client device for the property zettings you configure
below. The zettings lizted here depend on the scan package pou are using.

Select a mapping data zet [hwo columng] containing mapped values that are
acceptable for thiz property.

Scan packane:
E stentrixll zer0 ptiondScan

Property dezcripbon

Containz a List of A%z Mames beside its Allowed Last Update Period

Property swalue:
Antiviruzes Scan j

tiam bo Sizan Dutput

Mew Data Set

¢ Back Finizh Cancel
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In the other side, when clients attempt to connect to the server that deploys this scan
package, an active X control will be installed and it will perform the scanning operation.
During this process, a progress bar will be shown to inform the clients about the scan

progress as shown below:

[ Citrix Access Gateway
Scanning computer for secure access

Access Gateway must scan your computer with the Citrix endpoint analysis client software before you can access corporate resources. When prompted, click |
install the software an your camputer.If your computer cannaot be scanned, you may not be able to access all available resources.

Skip scan Q@@

The Citrix endpoint analysis clf

@ Extentrix Smart Detectors

Scanning For...

Symantec antivirus 7.5

Alternatively, click Skip, to by ['l"l““l“'“l ]

Note: You can edit the value later after you create the data set. To edit the data set:

= Right click Endpoint Analysis in the console tree and select Manage Data Set from the action

menu.

=10l x|

P citrix Access Management Console

File  Action Yiew Help
= | mEBe R @

Citrix Access Management Console

@ @ B .

%] Alerts i i
% Search Results Home My Wiews  Search End po"lt AnaIYSIs
B My Visws F Overview

l:l Licensing Common Tasks

4] Diagnostic Facilicy

@ Citriz Resources

fiE% Configuration Taols
o access Gateway

Change display 3
Create scan group

Edit available conditions list
Import language pack.

B‘ Resources

{[T] Policies

E-4& Lagon Poinks

[ @ SampleLogonPoint {Default)
B4 Seryers

E Gateway Appliances

Import scan package
Manage data sets
Run discovery

Other Tasks 4

ek on endpoint analysis

M Change display 3
i Create scan group
Edit available conditions list

Import language pack Tools

Import scan package

Manage data sets

Run discovery

owledge Center o

extemal application

All Tasks 3
Wiew 3
Copy

Refresh

o Heb

CiTRIX'

1 Scan packages allow you to create scans verifving
zpecific properies of client devices connecting to
your network, such as the installed version of an
antivirug zoftware product.

Scans define the properties verified on the client
device and the conditions under which the scan is
run.

M

3 Rules contain zets of conditions defining when to
run the scan and which propery values to verify.

hdiiltinla villas ~am annleta o sikala s;an

|Manage sets of data that you maintain for use in scans
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= A window named “Data Sets” will appear. Click the data set for which you want to make editing
then click Edit.

Dakta Sets

Lizted below are the data zets that contain property walues available for vou to use
in zeans. More..

Axalable data zets:

Delete |
Cloze |

= A window named “Edit Data Set” will appear.
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Edit Data Set

Current data zet values:

Scans Included

M ame | Yalue
Martan 360 2.x a0
F-Prot &ntivirus 6.« 30
Avast 4.8 Antivinuz Professional 30
GOATA Total Care 2008 an
Aluria Secunty Center Antivirug a0
K.azpersky Internet Security 2009 3.x 30
Avast 4.8 Antiviruz 30
k.7 Total S ecurity a0
BitDefender Antiviruz w10 a0
krcafes WirusScan Engine 8.7 30
Ingert. . Edit Bemowve

Cancel |

=  Make the editing you want (whether inserting new values, Editing or removing existing values).

When you are done, click OK.
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4. EXTENTRIX USER OPTION FW SCAN

SCAN DESCRIPTION
Scan Name: Extentrix User Option FW Scan.

Description: This scan will check each firewalls defined in Extentrix firewalls supported list, if it exists in
the client machine and running. It makes sure of:

0 Existence of the Firewall.
0 Status of the Firewall Enable/Disable.
Parameters:

0 Show/Hide Dialog — a Boolean value which allows administrators to show (true) or hide (false)
the progress dialog to the client while scanning his/her machine. To see how the progress bar
looks like, refer to page 44.

0 FW Map — a double-columned data set, each one of its records has a Firewall name and status
pair. Firewall name is a string value as named on http://www.extentrix.com/EPA/AVsFWs.htm

and the status is a string value True for enable and False for disable.
Scan Output:
0 Allow Access - a Boolean output which indicates whether the type is matched or not.

TRUE - indicates that the client’s machine has at least one of Extentrix Firewall supported list
installed and/or enabled.

FALSE - indicates that the client’s machine doesn’t have any of Extentrix Firewalls supported list
or is not enabled.

0 License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - indicates that the scan has a trial license.
INVALID LICENSE — indicates that the scan hasn’t a license.

VALID LICENSE - indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
| will be false.

© Copyright 2008-2009 Extentrix Systems. Page 47


http://www.extentrix.com/EPA/AVsFWs.htm

Extentrix Smart Detectors Scan Package

Scans Included

INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES

To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the Endpoint Analysis

node.

2. Right click any of the displayed scan packages categories and select Import scan package from the

drop down menu list.

B

i Access Management Console

File  Ackion Wiew Help

=lol x|

&= | AEEBRE P @@

@ Citrix: Accass Management Console

[T Alerts

[ Search Resulks

& o

Home [y Wiews

Search

B -

Endpoint Analysis

@ Iy Wigws

Licensing

Common Tasks

,i"] Diagnostic Facility
=] @ Cikrix Resources

% Configuration Tools
i Access Gateway

Change display
Create scan group
Edit available conditions list

CitrixaaC Import language pack
{5 Resources Import scan package
{2 Policies Manage data sets

@ Logon Paints
B4 Servers
E Gateway Appliances

Run discovery

ks

h endpoint analysis

Change display 3
Create scan group

Edit available conditions list
Impork language pack.

Run discowvery

» tenal application

All Tasks

View ]
Copy

Refresh

Help

IEols
ledge Center 2

N

J ooml

CiTRIX

F Overview

M

w

£

(24

Scan packages allow you to create scans verifving specific properties
of client devices connecting to vour network, such as the installed
version of an antivirus software product.

Scans define the properdies verified on the client device and the
conditions underwhich the scan is run.

Rules contain sets of conditions defining when to run the scan and
which property values to verify. Multiple rules can applyto a zingle
FCan.

Scan outputs contain information detected from the client device or
Boolean expressions indicating a true or falze gcan result. Some zcan
outputs can be used as conditions in other rules.

Policies can uze Boolean scan outputs as filters, allowing vou to grant

|Imp0rt a new scan package, Each package analyzes client devices for specific properties.

Also you can choose to insert the scan package to any scan category listed in the tree as shown in the

following picture:
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B Citrin Access Management Console

File Action Wiew Help

Scans Included

=10 ]

= | BAHE B2 3|2 E

-@ Citrix Access Management Consale

Alerts

m Search Resulks

@ My Views

D Licensing

@ Diagnostic Facility

= @ Citrix Resources

[ Configuration Tools

§ Arccess Gateway

CitrixAaC

B' Resources

{Z] Policies
Logon Poinks

B84 Servers

E Gateway Appliances

@ Endpoint Analysis

@ Antivirus Scans

@ Browser Scans
SR

Change display
Save in My Yiews
Import scan package

Al Tasks
Wieww

Copy
Rename
Refresh

Help

Harne My Yiews Search

Custom Scans

CiTRIX'

Common Tasks

Change display »
Save in My Yiews
Import scan package

Other Tasks

Customize display »
Delete scan group

Related Tools
Citrix Knowledge Center o5

[ Launches external application

® Contents

-

\i,)There are no items to display,

rwwy,

0 itemns

CiTRIX'

Import a new scan package. Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab) file which

contains the Scan.
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Select Scan Package File llil

Laak, jr: I@ Eutentrix Smart Detectars Scan Package j L EF '

"_j ExtentrixAdScan.cab
u ExtentrixFiScan.cab
H Extentrizser CptionayScan.cab

Licm =y

File name: IE:-:tentri:-:UserD ptionFwScan cab j Open I
Files af type: IF'au:kage files [*.cab) =] Cancel |
P

The package will be displayed in the console as shown in the following picture:
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File Action Wiew Help

B Citrix Access Management Console

Scans Included

=101 x|

&= EEBEE D2 @

Citrix Access Management Console
{7 alerts
{51 search Results
@ My Vigws
I:] Licensing
f‘ij Diagnostic Facility
@ Citrix Resources
> Corfiguration Tools
o Access Gateway

: E Gateway Appliances
EI@ Endpoint Analysis

; @ Ankivirus Scans
Lzl Browser Scans
@ Custom Scans
ISR Ectenirix IserOpk
Lzl Firewall Scans
L&l Machine Identification Scans
Lzl Miscellaneous

@ Operating System Scans

&

Home

i

My Views

3 -

Search

ExtentrixUserOpti... c“'R!x.

Common Tasks

Change display
Save in My Views

Create scan

Other Tasks

Customize display
Uninstall scan package

Related Tools

Citriz Knowledge Center o

MLaunches extemal application

[ Contents

-

é)There are no items to display,

0 ikems

rY Yy,

CiTRIX
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INSTALLING THE SCAN PACKAGE

Please follow the steps below to create scans and rules for the Extentrix User Option FW Scan.

1. Select ExtentrixUserOptionFWScan to create scan for it, right click the icon and choose Create

Scan.

E_' Citrix Access Management Console ;lglﬂ

File  Acktion Wiew Help
= [AE B2eR 2=
Citrix Access Managemeant Consale @ | sj ciTRIx,
{E Alerts -ﬂ - - H H
T8 somrch Resuls e W A oo ExtentrixUserOpti... 1
5 My views H Contents
I;] Ll.censmg. N Common Tasks
|£| D!agnostlc Facility Change display N -~ -~
@ Citrix Resources - )
1> Corfiguration Tools Sawein My Views AThere are no items to display.
EI@ cess Gateway Create scan
= CitrizAaC
- R
.{B‘ EIOLIEES Other Tasks
11_@ Policies —
@ Lagon Painks Customize display 3
..CI~E!4.| Servers Uninstall scan package
: E Gateway Appliances 7 0 items
=-{f% Endpairt Analysis 4
F-Hat) Antivirus Scans Eetarediinnls |
{ezl Browser Scans Citrix Knowledge Cenker 2
@ Custom Scans
@ Firewal Scans Chan;e dlspby } lemal application
ezl Machine Identificat SR T iy W=
L2l Miscellaneous
-} Operating System § ) Tasks N
ieww 3
Copy
Refresh
Hel H "
4] __IDZI'I_ CITRIX

|Create a scan using the selected package. Each package analyzes client devices For specific properties.

2. Type a name for the scan:
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Create Scan

CITRIX'

Define Scan Mame

Provide a name far this scan. Maming zcans can help pou to identify the
rcan outputs you want to uze az filkers when pou create policies.

3. Set the scan conditions:
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x
.
CITRIX
|
Select Condbions

Select the conditions pou want to configure to determine when the scan
launches. You configure the settings for each condition later in thiz wizard,

The conditionz listed here depend on the scan package vou are using.

Available conditions:

[] Client Device Regional Locale
™ Logon Pont

Usze Anather Scan's Output a3 & Condition |

< Back I Mest » I Cancel

4. Type rule name and set rule conditions:
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x
CiTRIX
1

Configure Condbions

The zcan wng if the client device meetz any of the condition values you
zelect below. Select all acceptable values for the condition.

The zettings lizted here depend on the scan package vou are using.

Operating 5ystem

Conditior:

[ Windows 2000
[ Windows 2003
[ Windows 98
[ Windows ME
[ Windows MT4
[ Windowsz Wista
[ Windows P

Select Mone |

< Back | Mest » | Cancel |

x
[ ]
CITRIX

Configure Condionz

The zcan mnz if the client device meets any of the condition values you
zelect below. Select all acceptable walues for the condition.

The zettings listed here depend on the scan package you are wzing,

Logon Point

Caonditior:

[] Other

Select All Select Mone

< Back I Mest » I Cancel
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5. Type the name in Property Value.

x
L]

CITRIX

|

Define Property to Yerfy

The zcan checks the client device for the property settings pou configure
below. The zettings listed here depend on the scan package you are uging.

Select a walue for this property.

Scan packaoge:
Eutentrisl) zer0ptionFw'S can

Property descrnipborc

True: Showing & progress dialoge.
Falze: Hiding the progrezs dialoge.

Property value:

< Back I et I Cancel

6. Define a data set (map) using a comma delimited .csv file. To do that, click on New Data Set to
import the file. The file will have a list of Firewalls names and its desired time allowed.
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x
.
CITRIX
I ——
Define Property to Yenly

The scan checks the client device for the property settings you configure
below, The zettingz listed here depend on the zcan package vou are using.

Select a mapping data zet [bwo colurmnz] containing mapped walues that are
acceptable for thiz property.

Scan packaoe:
E stentrizl) ser0 ptionFa'S can

Property dezcripborc

Containz a List of Pz Mames besides it's Checking walue[True: checks if
enabled, Fazle: checks if just exiztz]

Property value:
O~ |

Hap ta Sean Dutput |

Mew Data Set |

¢ Back Eirizh Cancel

7. A dialog box named “New Data Set” will appear. Type a name for the new data set and use Browse
to enter the path of the .csv file.

New Data Set

Enter a name for the data zet;
IFirewaIIs kap

Enter the path to a .cav file to provide an initial 2et of data. Leave blank to create
an empty zingle-column data zet.

IE:'\D ocuments and Settingz administrator\Deskioph P sMAR. caw

Browse... |

| k. I Cancel
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8. When you are done, click Finish.

x
L]
CITRIX
1

Define Property to Yenly

The scan checks the client dewvice for the property settings you configure
below, The zettingz listed here depend on the zcan package you are using.

Select a mapping data zet [bwo columnz] containing mapped walues that are
acceptahle for thiz property.

Scan package:
E stentrizllzerl ptionPwScan

Property dezcripborc

Containz a List of Pz Mames beside itz Checking walue(True: checks if
enabled, Fasle: checks if just exists]

Property value:
Firewallz bMap j

fap to Sear Hutput

Mew Data Set

¢ Back Firizh Cancel

In the other side, when clients attempt to connect to the server that deploys this scan package, an active
X control will be installed and it will perform the scanning operation. During this process, a progress bar
will be shown to inform the clients about the scan progress as shown below:

Fitrix Access Gateway

Scanning computer for secure access

Access Gateway must scan your computer with the Citrix endpoint analysis client software before you can access corporate resources. When prompted, click |
install the software an your camputer.If your computer cannaot be scanned, you may not be able to access all available resources.

Skip scan Extentrix Smart Detectors

Scanning For...

The Citrix endpoint analysis c
Microsoft Windows Firewall XP-SP2

Aldternatively, chick Slap, to by

(T ]
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Scans Included

Note: You can edit the value later after you create the data set. To edit the data set:

Right click Endpoint Analysis in the console tree and select Manage Data Set from the action

menu.

PA citrix Access Management Console

File  Action Yiew Help

=10l x|

&= | BAE Be R 2

Citrix Access Management Console

@& @ I .

CITRIX'

@ Citriz Resources

B‘ Resources

{[T] Policies

@. Logon Paoints
- B SampleLogonPoint {Default)

B4 Seryers

; E Gateway Appliances

Create scan group

Import language pack
Import scan package
Manage data

Run discovery

Edit available conditions list

Create scan group

Edit available conditions list
Import language pack
Import scan package
Manage data sets

Run discovery

Other Tasks

-

on endpoint analysis

Tools
owledge Center 02

extemal application

T

All Tasks 3
Wiew 3
Copy
Refresh =
CITRIX
LI Help *

1

M

[t

{7 alerts i i
Lﬂ earch Results Home My Wiews  Search End pOInt AnaIYSIs
{5y views & Overview

l;] Li.censing. - Common Tasks

[ Diagnostic Facility hange display 3

Scan packages allow you to create zcans verifving
zpecific properties of client devices connecting to
your netwoark, such as the installed version of an
antivirus software product,

Scans define the properties verified on the client
device and the conditions underwhich the scan is
run.

Rules contain sets of conditions defining when to
run the zcan and which property values to verify.

hdiiltinla vilas ~am annbete 2 cinala cman

|Manage sets of data that you maintain for use in scans

A window named “Data Sets” will appear. Click the data set for which you want to make editing
then click Edit.
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Data Sets

Lizted below are the data setz that contain property values available for pou to uze
in zcans. More...

Ayailable data zets:

Firewallz Map

Cloze |

= A window named “Edit Data Set” will appear.
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Edit Data Set

Current data zet values:

M ame | " alue |

Mizrozaft Windows Fire...  Falze
COMODO Firewall 2.5 Pro True

Irnzert... Edit Bemove |

k. I Cancel

=  Make the editing you want (whether inserting new values, Editing or removing existing values).
When you are done, click OK.
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5. EXTENTRIX ANTI SPYWARE SCAN

SCAN DESCRIPTION
Scan Name: Extentrix AS Scan.

Description: It allows the administrator to check if the client machine has Antispyware installed and
supported by Extentrix Anti spyware list and ensure that the installed antispyware is running and up to
date.

Parameters:

0 Show/Hide Dialog — a Boolean value which allows administrators to show (true) or hide (false)
the progress dialog to the client while scanning his/her machine

0 Time Allowed — an integer value which presents the numbers of days that will be allowed since
last update time.

Scan Output:

o Allow Access - a Boolean output which indicates whether the client has an antispyware with
allowed update period, enable and run /or not.

TRUE - indicates that the client has one of Extentrix supported Anti spyware installed, enable
and running.

FALSE — indicates that the client doesn’t have one of Extentrix supported Anti spyware installed,
enable and running.

o License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - indicates that the scan has a trial license.
INVALID LICENSE — indicates that the scan hasn’t a license.

VALID LICENSE —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
will be false.
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INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES
To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the Endpoint
Analysis node.

2. Right click any of the displayed scan packages categories and select Import scan package from
the drop down menu list.

B Citrix Access Management Console ;Iglll

File  Action Wew Help

= o= R

m Citrix Access Management Console e H .
0 A & B P ; ; CITRIX
La Search Results Home My Wiews  Search End pOInt Analysls .
55y views F Overview
l_‘-_j L'_CE”S'”Q_ - Common Tasks
|£| D!agnostlc Facility Change display N
=5 Citrix Resources
{2 Configuration Tools reate scan group
=B Access Gateway Edit available conditions list
=} CikrixadC Import language pack,
{5 Resaurces Import scan package
i@ Palicies Manage data sets
@. Logaon Points X
ﬂfﬁ‘u Servers Run discovery
i E Gateway Appliances
Change display » ks . .
Create scan group N endpoint analysis

Edit available conditions lisk
Import language pack

N

5

IElols

ledge Center 05

Manage data sets

Run discovery 1 Scan packages allowyou to create scans verifving specific properties
of client devices connecting to your network, such as the installed

temal application

All Tasks 4 version of an antivirus zoftware product.
Wigw * 2 Scansz define the properties verified on the client device and the
conditions underwhich the scan is run.
Copy
Refresh . - .
- 3 Rules contain zets of conditions defining when to run the scan and
Help which property walues to verify. Multiple rules can applyto a zingle
— soan.
4 Scan outputs contain inforrmation detected from the client device or
Boolean expressions indicating a true orfalse scan result. Some scan
outputz can be used az conditions in other rules.
-
A I I _'I CITR!X 5 Policies can uze Boolean scan outputs as filters, allowing you to grant

|Im|30rt a new scan package. Each package analyzes client devices for specific properties, |

Also you can choose to insert the scan package to a specific scan package group as shown in the following
picture:
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BACitrix Access Management Console

File  Action iew Help

Scans Included

=100 ]

&= BE R Q2 E

Citrix Access Management Console
Alerts

{5 search Results

@ Iy Wigws

I:] Licensing

f’;‘i Diagnostic Facility

(] Citrix Resources

1> Configuration Tools
-- Access Gateway

: CitrizaC

B Resources
{[T] Palicies

@ Logon Poinks
B34 Servers

Bl Cateway Appliances
{& Endpaint Analysis
L2 Artivirus Scans
L2 Browser Scans
TN

hange display 3
Save in My Yiews
Import scan package

All Tasks 3
Wi 3

Copy
Renarmne
Refresh

Home My Wiews  Search

Custom Scans

CITRIX'

Common Tasks

Change display ]
Save in My Yiews
Import scan package

Other Tasks

Help

Customize display ]
Delete scan group

Related Tools
Citrix Knowledge Center 02

P Launches external application

rewy,

CiTRIX

M Contents

-

\i,)There are no items to display.

0 items

Import a new scan package. Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab) file which

contains the Scan.
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Select Scan Package File

Look, i IE} Extentrix Smart Detectors Scan Package j =] l:j( v

Scans Included

2

l‘j Exbentriz:AWScan. cab

ExbentrixFWScan, cab
H LB aean. o2 Type: Cabinet File

“-'_1‘ ExtentrixUserOptionAS3cd pate Madified: 4/6/2009 10:44 AM
l‘; ExtentrixUserOptionAlacy Size: 320 KB

l‘j ExtentrixUserOptionFyWScan, cab

by Documents

W
-

by Computer

File narme; IE:-:tentri:-u’-‘-.SSu:an.caI:u j Dpen I
Files of type: IF'ackage files [*.cabl =] Cancel |
&

The package will be displayed in the console as shown in the following picture:
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-4 Access Management Console

File Action Wiew Help

Scans Included

=12 x|

« o | BmEEeB @ E

-@ Citrix Access Management Console

@ Diagniostic Facility
=] a Citrix Resources
[ Configuration Tools

@ Logon Paoints

?" Servers

Sl Cateway Appliances
= Endpoint Analysis
-fa Antivirus Scans
e} Browser Scans
Q Custom Scans

[]--@ ExtentrixfyScan
[]--@ ExtentrixFWacan

E]--@ ExtentrixUserOptionayScan
-fed Firewall Scans

#-fed Machine Identification Scans
F-fa Miscellaneous

[]--@ Operating System Scans

.
Home My Wiews  Search ExtentrleSSca n c ]
[ Contents
Common Tasks
Change display 3 (

Save in My Yiews

Create scan

Other Tasks

Customize display »

Urinstall scan package

Related Tools

Citrix Knowledge Center o2

M Launches extemal application

CITRIX

.i)There are no items ta display.

waal

0 ikems
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INSTALLING THE SCAN PACKAGE
Please follow the steps below to create scans and rules for the Extentrix AS Scan.

1. Select ExtentrixASScan to create scan for it, right click the icon and choose Create Scan.

o]
File Action ‘iew Help
o=l e

@ Citrix Access Management Console g ] N
B s @ D - | ExtentrixAVScan CITRIX

{5 search Results Home My Yiews Search

@n I\‘rly \n'ie_ws F Contents
A1 Licensing Common Tasks
{#] Diagnostic Facility

= Change display » ( B
@ Citrix Resources . i
@ Configuration Tools Save in My Views é,)There are no ikems ko display.
Bf Access Gateway Create scan
5 CitrinttC

&4 Re.so.urces Other Tasks
{[T] Policies
£ Logon Points Custarnize display »
584 Servers Uninstall scan package

E Gateway Appliances

Related Tools
Citrix Knowledge Center 02

N

Change display b fhes estemal application 0 items

Save in My Wiews

-zl Operat

All Tasks »
Wiew »

Copy
Refresh

Help

- - CITRIX

|Create a scan using the selected package. Each package analyvzes client devices for specific properties.

2. Type a name for the scan:
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Create Scan

CITRIX

Define Scan Hame

Frovide a name for thiz zcan. Maming zcanz can help vou to idenhify the
zan outputs you want to uze as filters when pou create policies.

3. Set the scan conditions:
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i
.
CITRIX
|
Select Condbons

Select the conditions wouw want to configure to determine when the scan
launches. You configure the settings for each condition later in this wizard,

The conditions listed here depend on the scan package vou are using.

Available conditions:

[] Client Device Reagional Locale
™3k Logon Foint

Uze Another Scan's Output s a Condition |

< Back I Meut > I Cancel

4. Type rule name and set rule conditions:
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ﬂ
CITRIX
______________________________________________________________________]

Define Rule
Rules are & combined zet of conditions under which a scan is un.

For example, wour rule might be to uze Scan X when the client device iz running
Operating System v and Browser Yersion 2.

rou can create multiple rules far any scan.

Rule name:
Fiule 1

< Back I Meut > I Cancel

x
CITRIX

Configure Condions

The zcan runz if the client device meets any of the condition values you
select below, Select all acceptable values for the condition,

The zettings listed here depend on the scan package pou are using.

Operating System

Condition:;

[l ‘wWindows 2000
] Windoves 2003
[w] Windows 98
[wl Windows ME
[ Windows NT4
vl Windows Vista
[vl Windows #F

Select None |

< Back Meut » Cancel
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x
.
CITRIX
|
Configure Condtions

The zzan rung if the client device meets any of the condition walues you
zelect below. Select all acceptable values for the condition.

The zettings lizted here depend on the scan package vou are using.

Logon Point

Condition;
T
[ Other

Select Al Select Mong

¢ Back I et » I Cancel

5. Select to view progress dialog to client during scan or not.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Select a walue for this propert,.

Scan package:
ExtentrixdS5can

Property dezcnphon

True: Showing a progress dialog.
Falze: Hiding the progress dialog.

Broperty walue:
=

Map to Scan Qutput |

< Back Hewt > Cancel

6. Type the name in Property Value.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a whale number for this property.

Scan package:
ExtentrixdS5can

Property dezcnphon

Define the maximum time which iz alowed to elapze from wpdate date to
access request date.

Broperty walue:
15

tap ta Sean Hutput

< Back Einizh Cancel

7. When you are done, click Finish.
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6. EXTENTRIX USER OPTION AS SCAN

SCAN DESCRIPTION
Scan Name: Extentrix User Option AS Scan.

Description: This scan will check each Antispyware defined in Extentrix Antispyware supported list, if it
exists in the client machine, up to date and running. It makes sure of:

0 Existence of the AS (antispyware).

O Real time protection.

0 Last update anti spyware definition files.
Parameters:

0 Show/Hide Dialog — a Boolean value which allows administrators to show (true) or hide (false)
the progress dialog to the client while scanning his/her machine.

0 AS Map — a double-columned data set, each one of its records has an Antispyware name and
time allowed pair. Antispyware name is a string value as named on
http://www.extentrix.com/EPA/AVsFWSs.htm, and the time allowed is a string value that defines
number of days of last update time allowed to the AS.

Scan Output:

0 Allow Access - a Boolean output which indicates whether the client has an antispyware with
allowed update period or not.

TRUE - indicates that the client has one of supported administrator AS list (list created by
administrator using Extentrix supported list) installed, enable and running.

FALSE — indicates that the client doesn’t have one of supported administrator AS list (list created
by administrator using Extentrix supported list) installed, enable and running.

0 License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - indicates that the scan has a trial license.
INVALID LICENSE —indicates that the scan hasn’t a license.

VALID LICENSE —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
will be false.
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INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES
To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the Endpoint Analysis
node.

2. Right click any of the displayed scan packages categories and select Import scan package from the
drop down menu list.

PACitrix Access Management Console o ] 1

Eile  Ackion Wew Help
= e

@ Citrix Access Management Console @ | a2 ‘;j
{7 Alerts _fﬂ -

- search Results Home My wiews Search
@ My Views
AL Licensing Common Tasks
{1 Diagnostic Facility

Endpoint Analysis CITRIX

I Qverview

s Change display 3
@ Citrix Resources
@ Configuration Tools Create scan group
f Access Gateway Edit available conditions list
CitrixAaC Import language pack.
B‘ Resources Import scan package

@ Eoliciesp it Manage data sets
. agon Points
B3 Se?vers Run discovery

E Gateway Appliances
’ ks

Change display S
h endpoint analysis

Create scan group

Edit available conditions list
Import language pack. I

=

edge Center 07

Ak &

Manage data sets

Run discovery 1 Scan packages allow vou to create scans verifying specific properties
of client devices connecting to your network, such as the ingtalled

All Tasks y [temal spplication verzion of an antivirus software product.
Wiew b 2 Scans define the properies verified on the client device and the
Copy conditions underwhich the zcan is run.
Refresh . - -
- 3 Rules contain zets of conditions defining when to run the zcan and
Help which property values to verify. Multiple rulez can apply to a single
scan.
4 Scan outputs contain information detected from the client device ar
Boolean expressions indicating a true orfalge gcan result. Some scan
outputs can be used as conditions in other rules.
-
7 | | _'I CITR!X 5 Puolicies can uze Boolean scan outputs as filters. allowing you to grant

|Im|30rt a new scan package. Each package analyzes client devices For specific properties, | |
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Also you can choose to insert the scan package to a specific scan package group as shown in the following
picture:

BAcitrix Access Management Console =]

File  Action Wiew Help
&= | B@EEBEE R 26
@ Citrix Access Management Console e . N
I s & B 9. Custom Scans CITRIX
a Search Resulks Haome My Wiews  Search -y
& I Views ® Contents
l:l Licensing Common Tasks
,£| D!agnostlc Facility Change display N - -
=] @ Citrix Resources v By 4
{2 Configuration Tools e In By Views 1) There are no items to display,
E|-- Access Gateway Import scan package
=] CikrixAfC
14 Re_so.urces Other Tasks
([T Policies —
& Logon Paints Customize display 4
-ﬂ‘?‘-‘ Servers Delete scan group
E Gateway Appliances
- Endpoint Analysis
= @ " ", i Related Tools
{2 Antivirus Scans
@ Browser Scans Citrix Knowledge Center o= n
E b o o] |
& Change display 3 my
E Save in My Yiews [ Launches external application 0 iterns
E Imnpo an pa
" All Tasks 3
Wiew 3
Copy
Renarme
Refresh
Help
. "
CITRIX

Import a new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab) file which
contains the Scan.
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Select Scan Package File 21x|

Look, i IE} Extentrix Smart Detectors Scan Package j =] l:j( v

“j ExtentrixAs5can,cab
l‘j Exbentriz:AWScan. cab
u ExbentrixFWScan, cab
. ExtentrizUserOptionasScan, cab
l‘j ExbentrizUserOptiondyScan, cab
l‘j ExtentrixUserOptionFyWScan, cab

by Documents

W
-

by Computer

File narme; IE:-:tentri:-:Ll serdptiondSScan. cab j Dpen
Files of type: IF'ackage files [*.cabl =] Cancel |
&

The package will be displayed in the console as shown in the following picture:

© Copyright 2008-2009 Extentrix Systems. Page 77



Extentrix Smart Detectors Scan Package

b, i Access Management Console

File  Action Wiew Help

Scans Included

=171x|

&= | Om|EkE B 2|

-@ Citrix Access Management Console
Alerts
Search Results
@ My Views
]:] Licensing
@1 Diagniostic Facility
EI@ Citrix Resources
~{i§5 Configuration Tools
- Arcess Gateway

B Resources

[T Policies

@ Logon Paints

@. Mew

@- SampleLogonPoint {Default)
@ Test

8 Test1

?ﬂ Servers

== Gateway Appliances
E\--@ Endpoint: Analysis
-z Antivirus Scans
-{az) Browser Scans
@ Cuskam Scans
@ ExtentrixASScan
[]--@ ExtentrixAYScan
[]--@ ExtentrixFiScan

[]--@ ExtentrixlJserOptionayScan
-l Firewall Scans

[#-faz] Machine Identification Scans
-{az) Miscellaneous

[ Q Operating System Scans

3 .

Home My Wiews Search

L]
ExtentrixUserOptionASScan ClTR!X

Common Tasks

Change display »

Save in My Yiews

Create scan

Other Tasks

\i)There are no ikems to display,

Customize display »
Uninstall scan package

Related Tools

Citrix Knowledge Center 02

[ Launches extemnal application

e,

CITRIX'
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Scans Included

INSTALLING THE SCAN PACKAGE

Please follow the steps below to create scans and rules for the Extentrix User Option AS Scan.

1. Select ExtentrixUserOptionASScan to create scan for it, right click the icon and choose Create Scan.

Eile  Action Wiew Help

P Citrix Access Management Console

=101 |

&= | HmEae D @

Citrix Access Management Console

@ @ G-

E@ Endpaint Analysis
-l Antivirus Scans
; @ Browser Scans
Lzl Custom Scans

L]
.
{E Blerts H H CI TRIx
[ - Home  HyVews Sewch ExtentrixUserOpti... .
) Py Views & Contents
l:l Ll.censmg. - Common Tasks
|LL| Dfagnostlc Faility Change display ) s ™
@ Citriv Resources s i M Vi
[ Configuration Tools ave In Py Views LiThere are no items bo display,
=B access Gateway Create scan
- CikrixAaC
s R
B 3§gurces Other Tasks
lj_m Palicies ——
@ Lagan Paints Customize display »
-ﬂ‘?‘-' Servers Urinstall scan packags
E Gateway Appliances 0 ikems

Related Tools

& &

N > .
@ Firewall e Change dlsp|fay unches extarnal application
@ Machine Ic Save in My Yiews
+ Lzl Miscellane
@ Operating g Tasks »
Wi 3
Copy
Refresh
Help 7 ’
H e CiTRIX

Citrix Knowledge Center o5

|Create a scan using the selected package, Each package analyzes client devices For specific properties,

2. Type a name for the scan:
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Create Scan

CITRIX

Define S5can Name

Provide a name for thiz gcan. Maming zcans can help pou to identify the
zcan outputs pou want to uze as filkers when you create policies.

3. Set the scan conditions:
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x
-
CITRIX
|
Select Condbions

Select the conditions you want to configure to determing when the zcan
launches. You configure the settings for each condition later in this wizard,

The conditionz listed here depend on the scan package pou are uzing.

Awailable conditions:
[] Client Device Regional Locale
™k L ogon Paint

Uze Ainother Scan's Output a3 a Condition |

< Back I Mest » I Cancel

4. Type rule name and set rule conditions:
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ﬂ
CITRIX
______________________________________________________________________]

Define Rule
Rules are & combined zet of conditions under which a scan is un.

For example, wour rule might be to uze Scan X when the client device iz running
Operating System v and Browser Yersion 2.

rou can create multiple rules far any scan.

Rule name:
Fiule 1

< Back I Meut > I Cancel

x
CITRIX

Configure Condions

The zcan runz if the client device meets any of the condition values you
select below, Select all acceptable values for the condition,

The zettings listed here depend on the scan package pou are using.

Operating System

Condition:;

[l ‘wWindows 2000
] Windoves 2003
[w] Windows 98
[wl Windows ME
[ Windows NT4
vl Windows Vista
[vl Windows #F

Select None |

< Back Meut » Cancel
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x
L]
CiTRIX
|

Configure Condbons

The szan mns if the client device meetz any af the condition values you
zelect below, Select all acceptable values for the condition.

The zettingz lizted here depend on the scan package you are uzing.

Logon Point

Select Al Select Mone

< Back I Mext = I Cancel

5. Type the name in Property Value.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Select a walue for this propert,.

Scan package:
E stentrixlserdpliond S5 can

Property dezcnphon

True : Showing a progress dialog.
Falze: Hiding the progress dialog.

Broperty walue:

Falze

< Back et = Cancel

6. Define a data set (map) using a comma delimited .csv file. To do that, click on New Data Set to
import the file. The file will have a list of Antispyware names and its desired time allowed.
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x
.
CiTRIX
|
Define Property to Venly

The scan checks the client device for the property settings vau configure
below. The settingsz lizted here depend on the can package you are wzing.

Select a mapping data zet [bwo calumng] containing mapped values that are
acceptable for thiz property.

Scan package:
E =tentrisll serdphiond5 5 can

Property dezcrnphon

Containg a List of AntiSpywares Mames besides it's Allowed Last Lpdate
Feriod

Broperty value:
O — |

I ap te Sean Dutput |

Mew Data Set |

< Back Eirizh Cancel

7. Adialog box named “New Data Set” will appear. Type a name for the new data set and use Browse
to enter the path of the .csv file.

Mew Data Set

Enter a name for the data set;
I.-'l'-.ntiS piwarelist

Enter the path to a .csv file to provides an initial set of data. Leave blank to create
an empty sindle-column data zet.

IE:'\D ocuments and Settings\AdministratortiDeskiophbS U serDptiont ap.cev

Browse. .. |

Ok, I Cancel
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8. When you are done, click Finish.

x
-
CITRIX
I —
Dehne Properly to Yenly

The zcan checks the client device for the property setlings pou configure
below. The settings lizted here depend on the scan package you are wzing.

Select a mapping data set [bwo columns] containing mapped values that are
acceptable for thiz property.

Scan package:
E stentrizll zerdptiondS5 5 can

Property description

Containg a List of AntiSpywares Mames besides it's Allowed Last pdate
Penod

Eroperty walue;
AntiSpowarelist j

I ap ta Sear Dutput

Mew Data Set

< Back Finizh Cancel
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In the other side, when clients attempt to connect to the server that deploys this scan package, an active
X control will be installed and it will perform the scanning operation. During this process, a progress bar
will be shown to inform the clients about the scan progress.

Note: You can edit the value later after you create the data set. To edit the data set:

a.

b.

Right click Endpoint Analysis in the console tree and select Manage Data Set from the action

menu.

P citrix Access Management Console

File  Action Yiew Help

=10l x|

&= | BEEe R 2

Citrix Access Management Console

CiTRIX'

@ Citriz Resources
{5 Corfiguration Tools
' coess Gateway

B‘ Resources

{[T] Policies

- Logon Painks

: @ SampleLogonPoint {Default)
Servers

Create scan group

Import language pack
Import scan package

Manage dat.
Run discovery

Edit available conditions list

Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Run discovery

Other Tasks
¥ b on endpaint analysis

Tools
owledge Center o

extemal application

El oper 7o

Wiew

Copy
Refresh

Eaa

Help

K1

CiTRIX'

{7 Alerts = i i
'Ld Search Results Home My Yiews Search End po"'t AnaIYSIs
& hjy \u'ie.ws F Overview

l_..__“] LI.CBHSIHQI - Common Tasks

-] Diagnostic Facility Change display N

Q

1 Scan packages allow you to create scans verifving
zpecific properies of client devices connecting to
your network, such as the installed version of an
antivirug zoftware product.

Scans define the properties verified on the client
device and the conditions under which the scan is
run.

M

3 Rules contain zets of conditions defining when to
run the scan and which propery values to verify.

hdiiltinla villas ~am annleta o sikala s;an

|Manage sets of data that you maintain for use in scans

A window named “Data Sets” will appear. Click the data set for which you want to make

editing then click Edit.
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Data Sets

Lizted below are the data setz that contain property values available for pou to uze
in scans. Mare..

Areailable data sets:
ALLPw

intiS pwarel ist

Hew. .. Edit... Delete

Cloze |

c. A window named “Edit Data Set” will appear.
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Edit Data Set

Current data zet values:

M ame | Y alue |
iMohtee AnbSpyware En.. 15 :

AVE Intermet Security 3.8 15
ANGE Antiirus B 10

Ingert. . Edit Bemowve |

| k. I Cancel

d. Make the editing you want (whether inserting new values, Editing or removing existing

values). When you are done, click OK.
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SUPPORT

Support for Extentrix Smart Detectors Scan Package is available at Extentrix Forum

For any support issues, please email your questions or problems to: support@extentrix.com
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GLOSSARY

Endpoint analysis A process that scans a client device and detects
information such as the presence and version level of operating
system, antivirus, firewall, or browser software. Endpoint analysis can
verify that the client device meets your requirements before allowing
it to connect. This information can be included as a filter within a
policy to determine the appropriate level of access to corporate
resources.

Endpoint Analysis Client An ActiveX control or a browser plug-in used
to discover information about a device’s configuration (such as the
operating system, antivirus pattern, and so on).
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Extentrix AV Scan, 5, 62 Parameters, 5, 18, 30, 47, 62, 74
Extentrix FW Scan, 18 S

Extentrix User Option AV Scan, 30, 74
Scan Output, 5, 18, 30, 47,62, 74

Extentrix User Option FW Scan, 47
support, 90

Importing scan packages, 6, 19, 32, 48, 63, 75
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ABOUT EXTENTRIX

Founded in 2006, Extentrix Systems is a leading software development company specializing in
virtualization and developing custom software solutions for Microsoft and Citrix customers. Established by
former software engineers at Citrix, Extentrix have developed access solutions that simplify and speed
users’ access to Terminal Services and Citrix platforms.

Extentrix Systems is privately held with company headquarters in RAK, UAE. For more information, please
visit the company’s Web site at www.extentrix.com or call +971-4-208-8496.

For additional support in writing new scan packages or customizing the current one, please contact
Extentrix at info@extentrix.com or by visiting the company’s home page at http://www.extentrix.com/.
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