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Extentrix Safety Scan Package Introduction

INTRODUCTION

Extentrix Safety Scan Package supports the Citrix Access Gateway™ SSL VPN technology, a key feature of
Citrix Presentation Server™ Platinum Edition. Extentrix works with Citrix Access Gateway to provide end-
to-end security and safeguarding for users accessing system resources from Internet cafes and kiosks,
ensuring that the data accessed is not inadvertently left behind for someone else to view or use.

Through safety scan package, Extentrix worked on raising the security level for users accessing system
resources and made sure that every temporary data will be deleted after logging out and is not
inadvertently left behind for someone else to view or use.

After logging out, Extentrix Safety Scan Package provides an ActiveX Control to ensure that the data
accessed is not inadvertently left behind for someone else to view or use. It deletes all the important data
as history, cached pages, forms data, and any sensitive data there. Extentrix Safety Scan Package consists
of:

1. Distributed Files:
=  EPAClient.exe
= Append.txt

= Extentrix IE Cleanup ActiveX.ocx

2. Scans:

= Extentrix Safety Scan

= Extentrix Smart Browser Scan- for IE
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Extentrix Safety Scan Package Scans Included

SCANS INCLUDED INSIDE EXTENTRIX SAFETY SCAN PACKAGE

Extentrix Safety Scan Package contains the following Scan inside:

1. EXTENTRIX SAFETY SCAN

SCAN DESCRIPTION
Scan Name: Extentrix Safety Scan.

Description: Extentrix Safety Scan is produced to ensure a highly secure access environment for
administrators whom system resources are accessed. It is an end-to-end security Scan that includes
safeguards for users accessing system resources from internet cafes and kiosks. It has control over
Internet Explorer cache, history, and cookies for it deletes any important data left behind by users who
access corporate resources.

Parameters: None.
Scan Output:

0 Deletion Status- a Boolean output which indicates whether the Temporary Internet Explorer
Files, History files, and Cookies are deleted completely or not.

TRUE - indicates that all Temporary Internet, History, and Cookies files are deleted from the
client’s machine.

FALSE — indicates that at least one of Temporary Internet, History, and Cookies files is not
deleted from the client's machine.

0 License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - Indicates that the scan still in 30 days trial period.
INVALID LICENSE — Indicates that the scan is not licensed.

VALID LICENSE - Indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Deletion Status
will be false.
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Extentrix Safety Scan Package Scans Included

INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES
To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the
Endpoint Analysis node.

2. Right click any of the displayed scan packages categories and select Import scan
package from the drop down menu list.

l“_l Citrix Access Management Console ;lglll

File  Action Wew Help
¢+ EE B2e R @®

m Citrix Access Management Console @ |_fﬂ ‘;j

L ]
% ;l:;rtcsh Results Hame My Wiews  Search EndPOint AnaIYSis cITR!x

Ly vy views [ Overview
AL Lizensing Common Tasks
%] Diagniostic Facility

E@ Citrix Resources Changs display ' §
@v Configuration Tools Create scan group ¢
Access Gateway Edit available conditions list

=} CikrixadC Import language pack.
B‘ Resources Impork scan package

Palicies

@. Logon Poinks

B34 Servers

: E Gateway Appliances

Manage data sets
Run discovery

Change display 3 ks
Create scan group h endpoint analysis
4
Edit available conditions list a
Import language pack ols
: ||Ed e Center 09
Manage data sets g
Fun discovery 1 Scan packages allow wou to create scans verifving specific properties
rermal application of client devices connecting to your network, such as the installed
All Tasks L4 PP vergion of an antivirus software product.
Migw L 2 Scans define the properties verified on the client device and the
Copy conditions underwhich the scan is run.
Refresh . " -
- 3 Rules contain sets of conditions defining when to run the scan and
Help which property values to verify. Multiple rules can applyto a zingle
$Can.
4 Scan outputs contain information detected from the client device or
Boolean expressions indicating a true or false scan result. Some scan
outputs can be used as conditions in other rules.
-
0l | LI CITR!X 5 Policies can uze Boalean scan outputs as filters, allowing vou to grant

|Imp0rt a new scan package, Each package analyzes client devices For specific properties. | |

Also you can choose to insert the scan to a specific scan package group as shown in the
following picture:
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f"_l Citrix Access Management Console

File  Action Wiew Help

Scans Included

=101 ]

= [BE e 3| @

-@ Citrix Access Management Console

: Alerts

[ search Results

@ Iy Views

I:] Licensing

\-f#] Diagnostic Facilicy

E@ Citrix Resources

i Configuration Tools

i Access Gateway

CikrixAAC

B Resources

[[Z] Palicies

@ Lagon Paints

B89 Servers

E Gateway Appliances

Endpoint Analysis

: @ Antivirus Scans

{2l Browser Scans
FEN -

Change display 3
Save in My Views
Impart scan package

All Tasks 3
Wiew 3

Copy
Rename
Refresh

Home: My Yiews  Search

Custom Scans

CITRIX'

[ Contents

Common Tasks

Help

Change display ]
Save in My Yiews

Import scan package

Other Tasks
Customize display ]

Delete scan group

Related Tools
Citrix Knowledge Center 02 |

\i,)There are no items to display,

5 Launches extermal application

0 items

CiTRIX'

Import & new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Select the (.cab) file which

contains the Scan.
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2|
Loak jn: IE} Safety Cab Files j - EF Ef-

ty Documents

a™
by Computer

File name: IE:-:tentri:-:S afetyScan. cab Open

Lef Lo

Files of type: IF'aI:kage filez [*.cab] Caneel

The Scan is displayed in the console as in the following picture:
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PAcitrix Access Management Console
File Action Wew Help

Scans Included

=0l x|

=Gl e =

[BE] Citrixc Access Management Cansole

Alert: Gj hl-ﬁ ["6 e i
S:;r:h Results Home: My Wigws  Search EXtentrlxsafewscan
@ My Yiews

CiTRIX

E Contents
% Licensing Common Tasks
= Diagnastic Facility "
: Change displa » ( B
E--@ Citrix Resources g p. ¥
@ Caonfiguration Toolks Save in My Yiews yThere are no items to display,
Arcess Gateway Create scan
o Citrixaac
R
% Poe"scoi:;cas Other Tasks
@ Lagon Paints Customize display »
g Uninstall scan package
Servers P g
E Gateway Appliances
=i Endpoint Analysis
@ " o Y Related Tools
L2 Antivirus Scans ==
Q Browser Scans Citrix Knowledge Center o8 i
@ Custom Scans :J
@" Firewall Scans [ Launches external application 0 ks

{2 Machine Identification Scans

L& miscellaneous
F#-Haz} Operating System Scans

CITRIX

INSTALLING THE SCAN PACKAGE

Please follow the steps below to create scans and rules for the Extentrix Safety Scan.

1.

Scan.
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Extentrix Safety Scan Package Scans Included

BAcitrix Access Management Console =
File  Action Wiew Help
&= D@ EBeE R 2E
@ Citrix Access Management Console e o H "
Alerts @ Lgl [E;j - i clTRlx
{lﬁ Search Results Home: My Views  Search EXtentrlxsafetysca n .
25ty views & Contents
I:l Licensing Common Tasks
@ D!agnostlc Facility Change displary » - -
E@ Citrix Resources e 1 M Vi
{2 Configuration Tools e In By Views LThere are no items ta display.
i Access Gateway Create scan
ikrizAmC
B Re.solurces Other Tasks
[[Z] Palicies
@ Lagon Foints Customize display ]
?& Servers Uninskall scan package
E Gateway Appliances
Endpoint Analysis
paint Anal Related Tools
@ Antivirus Scans —
@ Browser Scans Citrix Knowledge Center 02 |
@ Custom Scans :J
@ Fireveall ¢ Change display P | I Launches axtemal application 0 ikerns
@ Machine- Save in My Yiews
ezl Miscellan
) Operatin )l Tasks v
iew b
Copy
Refresh
Help
CITRIX
-
Create a scan using the selected package, Each package analyzes client devices For specific properties,

2. Type a name for the scan:
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Extentrix Safety Scan Package Scans Included

Create Scan

CITRIX'

Define Scan Name

Provide a name for this scan. Maming zcans can help pou to identify the
$Cah ouUtpUts pou want to uge az filkers when you create policies.

3. Set the scan conditions:
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Extentrix Safety Scan Package Scans Included

x
L]
CITRIX

|
Select Condibons

Select the conditions yau want ta configure to determing when the szan
launches. ou configure the zettings for each condition later in this wizard.

The conditions lizted here depend on the scan package pou are using.

Available conditions:

[] Client Device Regional Locale
#2k Logon Point

Uz pnother Scan's Dutput a2 a Condition |

< Back I Hent » I Carcel
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4. Type rule name and set rule conditions:

x
CITRIX'
. ___________________________________________________________________________]

Define Rule
Rules are a combined zet of conditions under which a zcan iz un,

For example, your e might be to use Scan ¥ when the client device i running
Operating Spstem v and Browser Verzion Z.

'ou can create multiple rules for any zoan.

Fiule name:
[Fiule 1

< Back I Mest = I Cancel
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Extentrix Safety Scan Package Scans Included

x
L]
CiTRIX
|

Configure Condbons

The zcan unz if the client device meets any of the condition values you
zelect belmw, Select all acceptable values for the condition.

The settingz listed here depend on the scan package you are using.

Dperating System

Condition:

[ "Windows 2000
[l "Windows 2003
vl Windows 98
vl Windows ME
vl Windows NT4
vl "wWindows Vista
[ “indowms =P

Select Mone |

< Back Heut > Cancel
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Extentrix Safety Scan Package Scans Included

x
L]
CiTRIX
|

Configure Condbons

The szan mns if the client device meetz any af the condition values you
zelect below, Select all acceptable values for the condition.

The zettingz lizted here depend on the scan package you are uzing.

Logon Point

Condition:

%k S amplel ogonPoint
[] Other

Select Al Select Mone

< Back I Mext = I Cancel

5. A notification message will appear to tell you that this rule needs no further
configuration to run.
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Extentrix Safety Scan Package Scans Included

Creakte Scan

CITRIX'

Instruchons
[nstructions

6. When you are done, click Finish.
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Extentrix Safety Scan Package Scans Included

2. EXTENTRIX SMART BROWSER SCAN- FOR IE

SCAN DESCRIPTION
Scan Name: Extentrix Smart Browser Scan-ForlE.

Description: Scans for IE version, security options settings and ensures that they meet the conditions
specified by administrators before allowing the client to access the corporate network.

Parameters:

0 |E minor version: a string specifies the minor version of IE that is allowed to be granted access to
the server.

0 IE options map: a map that contains security options with required values from administrator.

Scan Output:

0 Allow Access- a Boolean output which indicates whether the IE version and security options meet
administrator conditions or not.

TRUE - indicates that IE version and security options meet administrator conditions.

FALSE — indicates that IE version or security options or both don’t meet administrator condition
to be granted access to the server.

0 License Status- a String output which indicates whether the scan is licensed or not.
Trial License —indicates that the scan has a trial license.
Invalid License — indicates that the scan hasn’t a license.

Valid License —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
| will be false.

© Copyright 2008-2009 Extentrix Systems. Page 16



Extentrix Safety Scan Package

Scans Included

INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES

To install a custom end point analysis scan package follow the following steps:

1.
Endpoint Analysis node.

2.

package from the drop down menu list.

PACitrix Access Management Console

Filz Help

Ackion  View

After opening Citrix Access Management Console, in the console tree select the

Right click any of the displayed scan packages categories and select Import scan

=100 %]

= | BEB2e R @

m Citrix Access Management Console

&

™ B -

Endpoint Analysis

=) @ Citrix Resources

{7 Configuration Tools
i Access Gateway
CikrixAsC

@ Logon Paints
5849 servers
E Gateway Appliances

Change display

Create scan group

Edit available conditions list
Import language pack.

Manage data sets
Run discovery

AT Alerts
-] Search Results Home My Views Search
@ My Yiews
D Licensing Common Tasks
{1 Diagnostic Facility Changs dislay ;

Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Run discovery

ks

n endpoint analysis

Ilzols
ledge Center 02

All Tasks

-

tetmial application

Wiew

Copy
Refresh

Help

4 |

i

CiTRIX'

& Overview

M

75

o

Scan packages allow wou to create scans verifving specific properties
of client devices connecting to your network, such as the installed
vergion of an antiviruz software product.

Scans define the properies verified on the client device and the
conditions underwhich the scan is run.

Rules contain etz of conditions defining when to run the scan and
which property values to verify. Multiple rules can applyto a zingle
FCan.

Scan outputs contain information detected from the client device or
Boolean expreszzions indicating a true arfalse zcan result. Some scan
autputs can be used as conditions in other rules.

Fuolicies can uze Boolean scan outputs as filters, allowing you to grant

|Imp0rt a news scan package. Each package analyzes client devices For specific properties.

Also you can choose to insert the scan package to a specific scan package group as shown in

the following picture:
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Extentrix Safety Scan Package

Bl citrix Access Management Console =]

File  Action Wiew Help

Scans Included

= [BE e 3| @

-@ Citrix Access Management Console

Alerts

[ search Results

@ [y Wigws

I:] Licensing

: f‘;} Diagnaostic Facility

E@ Citrix Resources

i Configuration Tools

i Access Gateway

CikrixAAC

B Resources

[[Z] Palicies

@ Logon Points

B89 Servers

E Gateway Appliances

Endpoint Analysis

: @ Antivirus Scans

{2l Browser Scans
N

Change display 3
Save in My Views
Impart scan package

All Tasks 3
Wiew 3

Copy
Rename
Refresh

Home: My Yiews  Search

Custom Scans

CITRIX'

Common Tasks

Help

Change display ]
Save in My Yiews

Import scan package

Other Tasks
Customize display ]

Delete scan group

Related Tools
Citrix Knowledge Center 02

5 Launches extermal application

[ Contents

\i,)There are no items to display,

CiTRIX'

Import & new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.
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Extentrix Safety Scan Package Scans Included

21 x|
Laoak jr: Ib Safety Cab Files j & I.=j; Eo-

k . Extentrixamarth

by
Dlac

rowserScan-FarlE,cab

I

by Documents

™
tdy Computer

File name: IE:-ctentri:-:S afetyScan.cab j Open

Files of tpe: I Package filez [*.cab) | Cancel |
%

The package will be displayed in the console as shown in the following picture:
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Scans Included

f"_l Citrix Access Management Console

File Action Wiew Help

=10l x|

¢~ | AEEke B2

-@ Citrix Access Management Console
Alerts

] search Results

@ My Wiews

D Licensing

@] Diagnoskic Facility

=) a Citrix Resources

[ Configuration Tools

B Resources

{[Z] Palicies

@ Logaon Points

E Gateway Appliances
E--@ Endpoint Analysis

; @. Antivirus Scans
@. Browser Scans
@. Custom Scans

-2 Firewall Scans

-2l Machine Identification Scans
- Miscellaneous

@. Operating System Scans

R

Home My Wiews Search

L)
ExtentrixSmartBrows... C|TR!X

Common Tasks

Change display 3
Save in My Views
Create scan

Other Tasks

Customize display »

Uninstall scan package

Related Tools

Citrix Knowledge Center 65

[ Launches external application

CITRIX'

Zaal

& Contents

-

\i,)There are no items to display.,

0 items
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Extentrix Safety Scan Package Scans Included

INSTALLING THE SCAN PACKAGE
Please follow the steps below to create scans and rules for the Extentrix Smart Browser Scan.

1.Select ExtentrixSmartBrowserScan-ForlE to create scan for it, right click the icon and

choose Create Scan.

Pl citrix Access Management Console =10l x|

File Action ‘iew Help
= R ER R
m Citrix Access Management Console @ |5 ‘gj

[ Alerts i
-] Search Results Home My Wiews  Search

o) My Views [ Contents
S Licensing Common Tasks
i-{% Diagnostic Facility " s
: Change displa 4
E@ Citrizx Resources 5 g M I,Dv Y

ave In Py Views 1) There are no items ko display.

L[> Configuration Tools
§ Access Gateway Create scan
CikrixAAC

[
B e.so.urces Other Tasks
dﬁ Paolicies

Logon Points Customize display 3
B4 Seryers Uninstall scan package

[ ]
ExtentrixSmartBrows... CITR!X

E Gateway Appliances
B Endpaint analysis
F-Raz] Antivirus Scans Related Tools
n {2} Browser Scans Citrix Knowledge Center y
ezl Custom Scans 3
0 items

2 Launches extemal application

Change display  #
Save in My Yiews

All Tasks 3
Wiew 3

Copy
Refresh

Help

CITRIX'

Create a scan using the selected package. Each package analyzes client devices For specific properties,

2.Type a name for the scan:
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Create Scan

CITRIX'

Define Scan MName

Prowide a name for thiz scan. Maming scans can help pou to identify the
zcan outputs pou want to uge as filters when pou create policies.

3.Set the scan conditions:
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Extentrix Safety Scan Package Scans Included

x
.
CIiTRIX
|
Select Condiions

Select the conditions pou want to configure to determing when the scan
launches. You configure the settings for each condition later in thiz wizard.

The conditionz listed here depend on the scan package you are uging.

Available conditions:

[] Client Device Regional Locale
Logon Paint

Use Anather Scan's Dutput as a Condition |

< Back I Mest » I Cancel
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4.Type rule name and set rule conditions:

ﬂ
CITRIX'
. ________________________________________________________________________|]

Define Rule
Rules are & combined et of conditions under which a scan iz run.

For example, your rule might be to use Scan ¥ when the client device iz unning
Operating Spstem v and Browser Yersion 2.

‘You can create multiple rules for any zcan.

Fiule name:
FI e 1

¢ Back I Mest = I Cancel
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x
CiTRIX
_______________________________________________________________|

Configure Condbions

The zzan wing if the client device meets anw of the condition walues you
zelect below. Select all acceptable values for the condition.

The zettings lizted here depend on the zcan package you are uzing.

Operating System

Conditian:

[ Windows 2000
[l Windows 2003
[l *Windows 98
[ windows ME
[ windows MT4
[ Windowsz Vizta
[ "Windows #P

Select All Select Mone |

< Back Meut » Cancel
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zl
.
CiTRIX
|
Configure Conditions

The zcan wnz if the client device meets any of the condition values you
zelect below. Select all acceptable walues for the condition.

The settings lizted here depend on the scan package you are using.

Logon Point

Condition:

[ Other

Select Al Select Mong

< Back I Hest » I Cancel

5. Type the minor value of the Internet explorer version you want as integer value.
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ﬂ
.
CITRIX
|
Define Properly to Yenly

The zcan checks the client device for the property zettings you configure
below. The zettings listed here depend on the scan package you are using.

Enter a zting walue for this property.

Scan package:

ExtentrixSmartB rowserS can-Forl E

Property descripbon

Definez the minimurn verzion of the |E browser.

Property walue:
f6.0

ap o Scan Dutput

¢ Back I Mewt » I Cancel

Scans Included

6. Define a data set (map) using a comma delimited .csv file. To do that, click on New Data

Set to import the file. The file will have a list of all the internet security options with

their conditions.

© Copyright 2008-2009 Extentrix Systems.
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x

.

CITRIX

|
Define Property to ey

The zcan checks the client device for the property settings you configure
below. The settings lizted here depend on the scan package vou are ugsing.

Select a mapping data zet [two columnz] containing mapped values that are
acceptable for thiz property.

Scan package

EstentrixSmartBrowzerScan-ForlE

Property descripbon

Defines a lizk of |E options with itz expected values

Property walue:

tap ta Sean Hutput

Mew [ata Set

< Back Eirizh Cancel

7. A dialog box named “New Data Set” will appear. Type a name for the new data set and

use Browse to enter the path of the .csv file.

MNew Data Set

Enter a name for the data zet:
[List of IE Dptions

Enter the path ta a .cav file to provide an initial set of data. Leave blank to create
an empty zindle-column data set.

C:ADocuments and Settings'AdministratorsDesklop | EOPTIONSMARP. cav

(] 4 Cancel
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Extentrix Safety Scan Package Scans Included

8. When you are done, click Finish.

x
.
CITRIX
I ——
Define Property to Yenfy

The zcan checks the client device for the property settings pou configure
below. The zettings listed here depend on the scan package you are using.

Select a mapping data set (bwo columns] containing mapped values that are
acceptable for this property.

Scan package:

EstentrizSmartBrowserScan-Forl E

Property descripbon

Defines a list of IE optiohs with itz expected values

Property value:
List af IE Options |

tap te Sean Dutput

Mew Data Set

< Back Finizh Cancel

Note: You can leave the path of the file empty to create an empty single-column data set.
You can edit the value later after you create the data set. To edit the data set:

= Right click Endpoint Analysis in the console tree and select Manage Data Set from the
action menu.
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&
Eile Help

i® Access Management Console

Ackion  Wiew

Scans Included

=10l ]

e = | @mmEe R @m

Citrix Access Management Console

{7 alerts

{3 search Results

&y

Home

B B -

My Views  Search

Endpoint Analysis

CiTRIX'

@ My Views

l:] Licensing

,i"] Diagnostic Facility

@ Citrix Resources

\--[i> Configuration Tools

o Access Gateway

CikrixAdC

B Resources

{[T] Policies

@. Logon Paints

@- SampleLogonPaint (Default)
B4 Servers

E Gateway Applances

" Change display
M Create scan group

Import language pack
Import scan package

Run discovery

Common Tasks

Edit available conditions lisk

Change display

Create scan group

Edit available conditions list
Import language pack
Impoart scan package
Manage data sets

Run discovery

Other Tasks

¥ b on endpoint analysis

Tools
owledge Center 02

external application

Y

F Overview

1 Scan packages allow youto create scans verifving
specific properies of client devices connecting to
your network, such as the installed version of an

All Tasks > antivirus software product,

yi v 2 Scans define the properties verified on the client

hew device and the conditions under which the scan is

run.

Copy

Refresh - 3 Rules contain sets of conditions defining when to
- CITRIX run the zcan and which propery values to verify.

LI Help - hdilinda rmilas ~an annkitn 2 sinala cran

|Manage sets of data that you maintain for use in scans

A window named “Data Sets” will appear. Click the data set for which you want to make

editing then click Edit.
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Data Sekts

Lizted below are the data zetz that contain property values available for pou to use
in scans. More. .

Available data sets:

Lizt of IE Optic

Delete

LCloze |

= A window named “Edit Data Set” will appear.

Edit Data Set

Current data zet values:

Mame | " alue |
iDownload zigned Active... Dizable :
Fun Actives controlz an...  Enable
File download Enable
Ingert. . Edlit Eemove |

| k. I Cancel

Make the editing you want (whether inserting new values, Editing or removing existing

values). When you are done, click OK.
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SUPPORT

Support for Extentrix Safety Scan Package is available at Extentrix Forum

For any support issues, please email your questions or problems to: support@extentrix.com
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GLOSSARY

Endpoint analysis A process that scans a client device and detects
information such as the presence and version level of operating
system, antivirus, firewall, or browser software. Endpoint analysis can
verify that the client device meets your requirements before allowing
it to connect. This information can be included as a filter within a
policy to determine the appropriate level of access to corporate
resources.

Endpoint Analysis Client An ActiveX control or a browser plug-in used
to discover information about a device’s configuration (such as the
operating system, antivirus pattern, and so on).
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ABOUT EXTENTRIX

Founded in 2006, Extentrix Systems is a leading software development company specializing in
virtualization and developing custom software solutions for Microsoft and Citrix customers. Established by
former software engineers at Citrix, Extentrix have developed access solutions that simplify and speed
users’ access to Terminal Services and Citrix platforms.

Extentrix Systems is privately held with company headquarters in RAK, UAE. For more information, please
visit the company’s Web site at www.extentrix.com or call +971-4-208-8496.

For additional support in writing new scan packages or customizing the current one, please contact
Extentrix at info@extentrix.com or by visiting the company’s home page at http://www.extentrix.com/.
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