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Extentrix Essentials Scan Package Introduction

INTRODUCTION

The key design goal for Extentrix Essential Scan Package is to help IT administrators setup their corporate
security policies for the end point users to meet the requirements before they are establishing the
connection with the XenApp server. By providing this, the administrator ensures ongoing control over
users machines in today's changing environment.

Extentrix Essentials Scan Package enables IT administrators to perform a variety of essential checks that
are necessary to exist on user’s machine before granting him a connection to their resources. Examples of
these various checks are: the value of a certain registry value, the running status of a certain process,
whether a certain windows service is running or not, the presence of screensaver and is it password
protected? , verifying that subnet information and the connection type of a user machine are within scope
plus other necessary checks.

Using Extentrix Essentials Scan Package enables IT administrators to have a centralized Control over end
point users’ machines. The increased number of scans in enables IT administrators to centrally customize
a secure global policies plan that suits their company needs.

The Extentrix Essentials Scan Package is a comprehensive scan solution that consists of:
1. Distributed File:
= EPAClient.exe / EPAPIlugin.exe if build Hotfix 4°
=  Append.txt
2. Scans:
= Extentrix Process Name Check Scan
= Extentrix Registry Key Scan
= Extentrix Screen Saver Scan
= Extentrix Services Checker Scan
= Extentrix Files' Dates Scan
= Extentrix Files' Sizes Scan
= Extentrix File Scan
= Extentrix Extended Registry Key Scan
= Extentrix Working Hours Scan
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SCANS INCLUDED INSIDE EXTENTRIX ESSENTIALS SCAN PACKAGE

Extentrix Essentials Scan Package contains many Scans inside. They are:

1. EXTENTRIX PROCESS NAME CHECK SCAN

SCAN DESCRIPTION
Scan Name: Extentrix Process Name Check.

Description: It scans the client's machine and ensures that a specified list of processes is running on that
machine. For example, an IT administrator may specify that the process outlook.exe which stands for
Microsoft Outlook application must be installed on the client’s machine before granting him/her
connection with XenApp. The connection will be established if the scan result indicates that the process
outlook.exe process exist and running.

Parameters: Process names list — a list of all process names that should be verified to be running on the
client's machine.

Scan Output:

0 Allow Access - a Boolean output which indicates whether the process list is running on the
client's machine or not.

TRUE - indicates that all given processes are running on the client's machine.

FALSE — indicates that at least one of the processes is not running on the client's
machine.

0 License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - indicates that the scan has a trial license.
INVALID LICENSE —indicates that the scan hasn’t a license.

VALID LICENSE - indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
will be false.
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Extentrix Essentials Scan Package Scans Included

INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES
To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the
Endpoint Analysis node.

2. Right click any of the displayed scan packages categories and select Import scan
package from the drop down menu list.

l“_l Citrix Access Management Console ;lglll

File  Action Wew Help

¢~ | BE RS 2@

m Citrix Access Management Console = e .
{7 Alerts @ |—_fﬂ .;j = H H CITRIx
{a Search Results Horme My Wiews  Search Endpo"'t AnaIYSIS .
Ay views § Overview
g L'_CE”S'”Q_ N Common Tasks
|£| D!agnostlc Facility Change displary N
@ Citrix Resources &
@v Configuration Tools Create scan group ¢
3 Access Gateway Edit available conditions list
B CikrixadC Import language pack.
B‘ Resources Impork scan package
'J—m Palicies Manage data sets
@. Lagon Poinks Aun di
80 servers un discovery
E Gateway Appliances
Change display 3 ks
Create scan group h endpoint analysis
4
Edit available conditions list a
mpor language pack. ols
mpart: scan p: e r—
ledge Center 02
Manage data sets e Lenter
Fun discovery 1 Scan packages allow wou to create scans verifving specific properties
rermal application of client devices connecting to your network, such as the installed
All Tasks L4 PP vergion of an antivirus software product.
Migw L 2 Scans define the properties verified on the client device and the
Copy conditions underwhich the scan is run.
Refresh
- 3 Rules contain sets of conditions defining when to run the scan and
Help which property values to verify. Multiple rules can applyto a zingle
$Can.
4 Scan outputs contain information detected from the client device or
Boolean expressions indicating a true or falze scan result. Some scan
outputs can be uzed as conditions in other rules.
-
0l | LI CITR!X 5 Policies can uze Boalean scan outputs as filters, allowing vou to grant

|Imp0rt a new scan package, Each package analyzes client devices For specific properties. | |

Also you can choose to insert the scan package to any scan category listed in the tree as
shown in the following picture:
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BAcitrix Access Management Console

File Action ‘Wiew Help

Scans Included

=101x|

® = | Efm| e B 26w

@ Cittix Access Managernent Console

- Alerts

Search Results

Diagnastic Facility

=] a Citrix Resources

*[> Corfiguration Tools
E| Access Gateway

{4 Resources

@ Policies

(& Logon Points

E Gateway Appliances
E@ Endpoint Analysis
@ Antivirus Scans
@ Browser Scans
FEN -

E Change display (3
Save in My Views

I Import scan package
& all Tasks »
View »

Copy
Rename
Refresh

Help

My Yiews Search

&

Home

Custom Scans

CITRIX

Common Tasks

Change display 3
Save in My Views
Import scan package

Other Tasks

Customize display 3

Delete scan group

Related Tools
Citrize knowledge Center 05 A

2 Launches external application

CITRIX'

F Contents

-

\i,)There are no ikems to display.

0 items

Impart a new scan package. Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.

© Copyright 2008-2009 Extentrix Systems.

Page8




Extentrix Essentials Scan Package

select scan Package File 2=l

Look in: I |=9 Extentrix E szentials Scan Package

My Re
Cla

My Diocuments

B
-

ky Camputer

Scans Included

-« ® ek E-

“; ExtentrixComputerMapCheck.cab
“J ExtentrixConnectionTypeScan.cab
“; ExtentrixCSACScan,.cab

l‘; ExtentrizFileScan. cab

“; ExtentrizFiles'DatesScan.cab

l;;! ExtentrixFiles'SizesScan. cab

. Exkentrix :
“J ExtentrixReqgistrykeyScan.cab
“; ExtentrixScreenSaverScan.cab

l‘; ExtentrizServicesCheckerScan.cab

“; ExtentrizSmartBrowserScan-ForlE.cab
l;;! ExtentrixSubnetDetectionScan, cab
“; ExtentrixZonedlarmCheckerscan, cab

File name: IEHtentri:-:F'rnu:essN ameCheck.cab

Files of tupe: IF'au:kage files [*.cab]

Led Lo
I

Open

Cancel
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Scans Included

The package will be displayed in the console as shown in the following picture:

!"_l Citrix Access Management Console

File  Action Wiew Help

=0l x|

= | AEERER @ E

-@ Cikrix Access Management Console

Alerts

Search Results

@ Iy Yiews

l:] Licensing

@ Diagnioskic Facility

Citrix Resources

{7 Configuration Tools

0ol Access Gateway

5 EE Citrinaac

{4 Resources

{[Z] Palicies

@. Logon Paints

B9 Servers

E Gateway Appliances

=i Endpoint Analysis

&zl Antivirus Scans

ezl Browser Scans

(-l Custom Scans
@ Extentri

ez Firewall Scans

ezl Machine Identification Scans

ez Miscellaneous

@. Qperating System Scans

4

R

Home Iy Wiews  Search

ExtentrixProcessName... ClTR!X'

Common Tasks

Change display »
Save in My Views

Create scan

Other Tasks
Customize display ]

Uninstall scan package

Related Tools
Citrix Knowledge Center o5 rl

oy

[ Launches extemal application

CiTRIX'

& Contents

-

\i,)There are no ikems ko display.

0 items
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INSTALLING THE SCAN PACKAGE

Scans Included

Please follow the steps below to create scans and rules for the Extentrix Process Name Check.

1.

Create Scan.

PACitrix Access Management Console
File  Action  Wiew

Select ExtentrixProcessNameCheck to create scan for it, right click the icon and choose

ccess Gateway
CitrixAaC

B' Resources

{[T] Palicies

@ Logon Paints

584 Seryers

E Gateway Appliances
E@ Endpoint Analysis
@ Antivirus Scans
@ Browser Scans
El@ Custom Scans

Save in My Views

[l Operal

Wiew

Copy
Refresh

Help

Change display  »

All Tasks 3

4

Create scan

Other Tasks

Customize display

Uninstall scan package

Related Tools

Citrix Knowledge Center o2

5 Launches external application

| ]

CiTRIX'

ry

ol x|
Help
= EalE= SRR
m Citrix Access Management Console s ] R
{75 Alerts @ |—d Jj = i cITRIx
[ Semrth Resuits Home My views Search ExtentrixProcessName... .
-1 My Yiews = Contents
D Licensing Common Tasks
: |£| D!agnostlc Facility Chanae display -
=5 @ Citrix Resources - X
{7 Configuration Tools Save in My Views

é,)There are no items to display,

0 items

|Create a scan using the selected package, Each package analyzes client devices for specific properties.,

2. Type a name for the scan:
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Creakte Scan

CITRIX

Define Scan Name

Provide a name for this zcan. Maming szans can help you to identify the
zcah outputs you want to uge az fikerz when pou create policies.

3. Set the scan conditions:
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x
.
CITRIX
|
Select Condbions

Select the conditions pau want to configure to determing when the scan
launches. Y'ou configure the settings for each condition later in thiz wizard,

The conditions izted here depend on the scan package you are uzing.

Avallable conditions:

[7] Client Device Regional Localz
™k Logon Point

Uze Anaother Scan's Output a3 a Condition |

< Back I Mest » I Cancel

4. Type rule name and set rule conditions:

© Copyright 2008-2009 Extentrix Systems. Pagel3



Extentrix Essentials Scan Package Scans Included

Create Scan

CITRIX'

Define Rue
Fiules are a combined et of conditiohs under which & scan is run.
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x
CiTRIX'
___________________________________________________________________________|]

Configure Condibons

The zcan rung if the client device meets any of the condition values you
zelect below. Select all acceptable walues for the condition.

The zettingz lizted here depend on the scan packaage pou are uzing.

Operating System

Condition:

[w] "Windows 2000
[ “indows 2003
[wl *Windows 38
[wl "Windows ME
[ “indows NT 4
[l "Windows Vista
[ Windows %P

Select Mohe |

£ Back Mest > Cancel
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x
.
CITRIX
|
Configure Condions

The zcan mns if the client device meets any of the condition values you
zelect below, Select all acceptable values for the condition.

The zettings listed here depend on the scan package vou are uzing.

Logon Point

Caonditi

[] Other

Select Al Select Mone

< Back I Hest > I Cancel
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5. Define a data set using a comma delimited .csv file. To do that, click on New Data Set to
import the file. The file will have a list of process names to check if they are running or
not. An example of process name is outlook.exe which stands for Microsoft Outlook

application.

x
0
CITRIX
|
Define Properly to'Yenfy

The zcan checks the client device for the property settings you configure
below. The zettings listed here depend on the scan package you are using.

Select a data zet [zingle column] containing values that are acceptable for this
property.

Scan package:

E stentrixProceszsMameCheck

Property descripbon

ligt of processes needed to be exist

FProperty walue:
O

e to Scan Dutput |

Mew [ ata Set |

¢ Back Eitrizhy Cancel

6. Adialog box named “New Data Set” will appear. Type a name for the new data set and
use Browse to enter the path of the .csv file.
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MNew Data Set

Enter a name for the data zet;

Scans Included

IF'ru:u:esses Lizt

Enter the path to a .cav file to provide an initial set of data. Leave blank to create
an empty zingle-column data zet.

IE:'&DDcuments and SettingzhadministratorhDeskiophProcesses List cev

k. Cancel

7. When you are done, click Finish.
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x
0
CITRIX
|
Define Properly to Venly

The zcan checks the client device for the property settings you configure
below. The zettings listed here depend an the scan package vou are uzing.

Select a data =et [zingle column) containing walues that are acceptable for thiz
property.

Scan package

ExtentrizProcessM amelCheck

Property descripbon

lizt of proceszes needed to be exist

Property walue:

Iap o Scan Mutmut |

Mew Data Set |

¢ Back I Finizh I Cancel

Note: You can leave the path of the file empty to create an empty single-column data set.
You can edit the value later after you create the data set. To edit the data set:

= Right click Endpoint Analysis in the console tree and select Manage Data Set from the
action menu.
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[

File  Action

rix Access Management Console

Wiews  Help

Scans Included

=10l x|

e | B Be R 2

Citrix Access Management Console

{7 alerts

@ -

Endpoint Analysis

CiTRIX'

@ Citriz Resources
fiE% Configuration Taols
Access Gateway

{5 Resources

1]'_@ Palicies

- @. Logon Poinks

Pk @. SampleLogonPoint {Default)
L

WY Servers

E Gateway Appliances

w  Change display
Create scan group

Import language pack
Import scan package

Run discovery

Edit available conditions list

All Tasks

Wiew

Copy
Refresh

{5 search Results My Wiews Search

@ My Views

l_“_—“l Li.censing. . Common Tasks

|£| Diagnostic Facility Change display y

Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Run discovery

Other Tasks

on endpaint analysis

Tools
owledge Center o

extemal application

Help

CiTRIX'

F Overview

1

M

[t

Scan packages allow you to create scans verifving
zpecific properies of client devices connecting to
your network, such as the installed version of an
antivirug zoftware product.

Scans define the properties verified on the client
device and the conditions under which the scan is
run.

Rules contain zetz of conditions defining when ta
run the scan and which prope_rtyvalues to verify.

hdiiltinla villas ~am annleta o sikala s;an

|Manage sets of data that you maintain for use in scans

editing then click Edit.
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Data Seks

Lizted below are the data zets that contain property values available for you to use
in zcans. More..

Axailable data zets:
Fro Lizt

Delete |

Cloze |

= A window named “Edit Data Set” will appear.
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Edit Data Set

Current data zet values:

Scans Included

M ame |

iexplore. exe
alg.exe
rundl 32 exe

outlook, exe

Ingert. . Edit Bemove |

| k. I Cancel

= Make the editing you want (whether inserting new values, Editing or removing existing

values). When you are done, click OK.
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2. EXTENTRIX REGISTRY KEY SCAN

SCAN DESCRIPTION

Scan Name: Extentrix Registry Key.

Description: It allows IT administrators to scan the client's machine and verify whether a specified registry
key/value is registered on that machine or not.

Parameters:
0 Base Registry Key: specifies the base registry key.
0 Sub Key: specifies the sub key ex: Software\Extentrix.
0 Value Name: specifies the name of the value (NULL if you are looking for a key).
0 Value Type: specifies the type of the value (NULL if you are looking for a key).

0 Value Data: specifies the data of the value (NULL if you are looking for a key). Data could be
REG_SZ - String, REG_BINARY - Binary, REG_DWORD - Double Word.

Note: If the data is binary or dword, it should be written as hexadecimal
without space ex:05f47e.

Note: If the data is string, then the WILD CHARACTER (?,*) is supported as
well as the exact string.

Scan Output:

0 Allow Access - a Boolean output which indicates whether the key or the value is registered on the
client's machine or not.

TRUE - indicates that a given key/value is registered on the client's machine.

FALSE — indicates that a given key/value is not registered on the client's machine or contains
wrong information.

0 License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - indicates that the scan has a trial license.

INVALID LICENSE — indicates that the scan hasn’t a license.
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VALID LICENSE —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
will be false.
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INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES
To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the
Endpoint Analysis node.

2. Right click any of the displayed scan packages categories and select Import scan
package from the drop down menu list.

PACitrix Access Management Console

=100 %]

File  Action Wiew Help

= | BEB2e R @

m Citrix Access Management Console

] alerts

{a Search Resulks

& 0o

Home My Yiews

B .

Search

Endpoint Analysis

& Overview

Common Tasks

Change display 3
Create scan group
Edit available conditions list

Import language pack.

Import scan package

Manage data sets
@ Logon Paints

5849 servers
E Gateway Appliances

Run discovery

4

Change display 3 ks—
Create scan group n endpoint analysis
4
Edit available conditions list a
Import language pack. ols
I| dge Center (2
Manage data sets eage Lenter
Run discovery 1 Scan packages allow you to create scans verifving specific properties
el application of client devices connecting to your network, such as the installed
All Tasks PP verzion of an antivirug software product.
i 2 Scans define the properties verified on the client device and the
e conditions underwhich the scan is run.
Refresh . . .
- 3 Rules contain zets of conditions defining when ta run the scan and
Help which property values to verify. Multiple rules can applyto a zingle

|

CiTRIX'

o

FCan.

Scan outputs contain information detected from the client device or
Boolean expreszzions indicating a true arfalse zcan result. Some scan
autputs can be used as conditions in other rules.

Fuolicies can uze Boolean scan outputs as filters, allowing you to grant

|Imp0rt a news scan package. Each package analyzes client devices For specific properties.

Also you can choose to insert the scan package to any scan category listed in the tree as
shown in the following picture:
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PACitrin Access Management Console

(ol |
File Action Wiew Help
= |@m e B @

-@ Cittix Access Management Console e o H a
Alerks @ lle ['gj - clTRlx
m Search Results Harne: My Views  Search CUStom scans L

] My Views [ Contents
% Licensing Common Tasks
- Diagnostic Facility - -
: Change displa » (
E@ Citrix Resources g D_ ¥
-2 Configuration Tools 3ave in by Views

\i,)There are no items to display,
i Access Gateway

Import scan package

CitrixAaC
[
4 e.so.urces Other Tasks
@ Policies
@. Logon Painks Customize display »

B Servers
; E Gateway Appliances
- Endpoint Analysis
I Ence o y Related Tools
@ Antivirus Scans
Lzl Browser Scans Citrix Knowledge Center 2
N

Delete scan group

Change display .
Sawve in My Views [T Launches extemal application 0 itemns

s
d/w  Import scan package
w

(3]
=
e

All Tasks 3
Wieww 4

Copy
Rename
Refresh

Help

CiTRIX'

Import a new scan package. Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.
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Select Scan Package File

Look jn: I |- Extentrix Eszentials Scan Package

| &« ®cEE-

Scans Included

2%

tﬂ ExtentrixComputerMapCheck, cab
lﬂ ExtentrixConnectionTypesScan.cab
w ExtentrixCSACIcan.cab

lﬂ ExtentrixFileScan, cab

w ExtentrixFiles'Datesscan.cab

lﬂ ExtentrizFiles'Sizesscan,cab

w ExtentrixProcessMarneCheck, cab

w ExtentrixscreendaverScan.cab

lﬂ ExtentrizServicesCheckerScan, cab

w ExtentrixamartBrowserScan-ForIE. cab
- U ExtentrixSubnetDetectionScan,cab
r-_!— U ExtentrixZonedlarmCheckerScan.cab

by Docume

File name: IE:-:tentri:-:Fl egistyk.evScan.cab

=

Files af type: IF'au:kage files [*.cab)

-]

Open I
Cancel |
E

The package will be displayed in the console as shown in the following picture:
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Scans Included

P Citrix Access Management Console

File Action Wiew Help
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E--@ Endpoint Analysis
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Ll ritr
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vz, Miscellaneous
@. Operating System Scans

& o

Home [y Wigws

Seatch

L ]
ExtentrixRegistryKeysS... C|TR!X

Common Tasks

Change display
Save in My Views
Create scan

Other Tasks

Customize display

Uninstall scan package

Related Tools

Citrix: Knowledge Center 05

[ Launches extemal application

rewy,

CiTRIX'

[ Contents

-

\i,)There are no items to display,

Oitems

© Copyright 2008-2009 Extentrix Systems.

Page28



Extentrix Essentials Scan Package Scans Included

INSTALLING THE SCAN PACKAGE

Please follow the steps below to create scans and rules for the Extentrix Registry Key Scan.

1. Select ExtentrixRegistryKeyScan to create scan for it, right click the icon and choose

Create Scan.

PACitrin Access Management Console

File Action Wiew Help

=10 ]

= | BE E=e | @

m Citrix Access Management Console

li"] Diagnostic Facility

= @ Citrix Resources

2 Configur ation Tools
o Access Gateway

@ Logon Points

B4 Servers

E Gateway Appliances
E@ Endpaint Analysis
@ Antivirus Scans
@ Browser Scans

Change display ¥
Save in My Yiews
C ar

Copy
Refresh

Help

& O DB.

ExtentrixRegistryKeysS... C'TR!X'

Change display »
Save in My Views
Create scan

EHEE CitrixanC
14 Re.so.urces Other Tasks
{[Z] Policies
Customize display »

¢ Al Tasks 3

Wiew 3

Uninstall scan package

Related Tools
Citrix Knowledge Center 62

[ Launches extemal application

[T Alerts s
I_a Search Results Home My Yiews Search
1B My Views & Contents
I:I Licensing Common Tasks
.~ Y

:i‘l,)There are no items to display,

0 itemns

CiTRIX

Create a scan using the selected package. Each package analyzes client devices For specific properties,

2. Type a name for the scan:
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Creakte Scan

CITRIX

Define Scan Name

Provide a name for this zcan. Maming scans can help youw ta identify the
zcan outputs you want to uge az filkers when pou create policies.

3. Set the scan conditions:
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x
0
CITRIX
|
Select Condiions

Select the conditiohs pou want to configure to determing when the scan
launches. You configure the settings for each condition later in this wizard,

The conditionz lizted here depend on the scan package pou are using.

Awailable conditions:

[[] Client Device Regional Locale
2 | ogon Foint

Use Another Scan's Output = a Condition |

< Back I Mest » I Cancel

4. Type rule name and set rule conditions:
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zl
0
CITRIX
|
Define Rule

Rulez are a combined set of conditions under which a scan iz n.

For example, vour rule might be to uze Scan # when the client device iz running
Operating Spstem Y and Browser Yersion 2.

Y'ou can create multiple rules far ang scan.

Rulz name:
Rule 1

< Back I Hest » I Cancel
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x
CITRIX'
. ________________________________________________________________________|]

Configure Condtions

The zzan iuns if the client device meetz any of the condition wvalues vou
select below. Select all acceptable values for the condition.

The settings lizted here depend on the scan package you are using.

Dperating System

Conditian:

] Windioas 2000
[ *windoves 2003
] Windows 98
[l *windows ME
] Windows MT4
[ *windowes Yista
[ Windows XP

Select Hone |

< Back Mext = Cancel
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x
CiTRIX
_______________________________________________________________|

Configure Condbions

The zcan wing if the client device meets anw of the condition walues wou
zelect below. Select all acceptable values for the condition,

The settings listed here depend on the scan package you are uzing.

Logon Point

Conditior:

[ Other

Select Al Select Mone

< Back I Meut » I Cancel

5. Choose a base registry key from the list:
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x
0
CITRIX
I ———
Define Properly to Venly

The zzan checks the client device for the property settings you configure
below. The settings listed here depend an the scan package you are using.

Select a value for thiz property.

Scan package:
E stentrixB egistruk ens can

Property descripbon:

Defines the Baze Reqisty Key.

Property walue:

HKEY USERS
‘HKEY CURRENT LISER
HKEY_CLASSES_ROOT
HEEY_LOCAL_MACHINE

HKEY_CURREMT_CONFIG

< Back I et I Cancel

6. Type the sub key to be checked.
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x
L]
CITRIX
|

Dehine Property to Yenly

The rcan checks the client device for the property zettings pou configure
below. The settings listed here depend an the scan package you are using.

Enter a string walue for thiz property.

Scanpackage
ExtentrizRegistivk epScan

Property descrnipborc

Defines the Registy Subkey. exSattwarei Ny aurCamparnysbbdykey.

Property value:
HEEY_CURREMNT_USER\Software

tap o Sear Dutput

< Back I Meut = I Cancel

7. Type the Value Name if you will check the value or NULL if you will not.
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x
L]
CiTRIX
I

Define Properly toVenly

The zcan checks the client device for the property settings you configure
below. The settings listed here depend on the scan package vou are using.

Enter a string walue for this property.

Scan package:
E stentrixB eqistivkenScan

Property descripbonc

Defines the Mame of the Yalue [MULL if pou are just scanning for a key).

Properhy value:
MLILL

Iap e 5 earn Dutput

¢ Back I Mest » I Cancel

8. Choose the Type of the data from the list:
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x
.
CITRIX
I ——
Define Property to Yenly

The zzan checks the client device for the property settings you configure
below. The zettings lizted here depend on the gcan package vou are using.

Select a walue for this property.

Scan package:
EstentrizR egistrpk.eyScan

Property descripbor:

Defines the Type of the Walue [MULL if wou are just zcanning for a key).

Property value:

NOLL
REG_DWORD
REG SZ

¢ Back I HEnt = I Cancel

9. Type the data of the value: if the data is binary or dword it should be written as
hexadecimal without space ex: 05f47e.
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L]
CIiTRIX

Define Property to Yenly
The scan checks the client device for the property settings you configure

below, The zettingz listed here depend on the zcan package you are using.

Scans Included

X

Enter a ztring walue for this property.

Scan packaoe:
E stentrizReaqistik.eysScan

Property dezcripborc

Defines the Data of the Yalue. [ex"Firsthame" if string, ex."0fec4s"
Hexadecimal ar MULL if you are just scanning for a key).

Property value:

0547 e

Hap ta Sean Dutput

¢ Back I Firizh I

Cancel

And if the data type is string then you can use wild char.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a ztring walue for this property.

Scan package:
E stentrixF egiztvkeyScan

Property dezcnphon

Defines the Data of the Yalue, [ex."Firsthame' if string, ex.''Ofecds"
Hewradecimal ar MULL if pau are just zcanning far a key).

Broperty walue:
extentrs_Co®

Map to Scan Qutput

< Back Einizh Cancel

10. When you are done, click Finish.
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3. EXTENTRIX SCREEN SAVER SCAN

SCAN DESCRIPTION

Scan Name: Extentrix Screen Saver.

Description: IT administrators may require that the clients accessing their resources have screen saver on
their machines for security purposes. This scan allows the admins to scan the client's machine and check
for the presence of the Screen Saver and whether it is password protected or not.

Parameter:

0 Check both Conditions: True value to detect the presence of the screen saver and if it is password
protected, and False value to detect the presence of the screen saver only.

Scan Output:

0 Allow Access - a Boolean output which indicates whether the Screen Saver exists and whether it
is password protected or not.

TRUE -indicates that all conditions are satisfied on the client's machine.

FALSE —indicates that at least one condition is not satisfied on the client's machine.
0 License Status- a String output which indicates whether the scan is licensed or not.

TRIAL LICENSE —indicates that the scan has a trial license.

INVALID LICENSE - indicates that the scan hasn’t a license.

VALID LICENSE —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
‘ will be false. Installation and configuration
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Scans Included

IMPORTING SCAN PACKAGES

To install a custom end point analysis scan package follow the following steps:

1.

Endpoint Analysis node.

2.
package from the drop d

P Citrix Access Management Console

own menu list.

File  Action Wew Help

After opening Citrix Access Management Console, in the console tree select the

Right click any of the displayed scan packages categories and select Import scan

=100

&= | BE RS E @ E

@ Citrix Access Management Console

{E Alerts

-] Search Results

& B B.

@ My Views
D Licensing

|£| Diagnostic Facility
=5 @ Citrix Resources
{5 Configuration Tools
i Access Gateway
CikrizAdC
{5 Resources
Policies
@. Lagaon Painks
B4 Servers
; E Gateway Appliances

Change display
Create scan group
Edit available conditio

Manage data sets
Run discovery

Import language pack

Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Fun discovery

ks
N endpoint analysis

ns list

FOIS
ledge Center 05

All Tasks

tetmial application

-

Yiew

Copy
Refresh

Help

< |

CiTRIX'

Home My_\u'iews Search EndPOInt AnaIYSIS
[ Owverview
Common Tasks
Change display 3

1 Scan packages allow you to create scans verifving specific properties
of client devices connecting to vour network, such as the installed
version of an antivirus software product.

M

Scans define the properies verified on the client device and the

conditions underwhich the scan is run.

(3%

Rules contain sets of conditions defining when to run the scan and

which property values to verify. Multiple rules can applyto a zingle

FCan.

4 Scan outputs contain information detected from the client device or
Boaolean expressions indicating a true orfalze scan result. Some scan
outputs can be used as conditions in other rules.

o

Fuolicies can uze Boolean scan outputs as filters, allowing you to grant

|Im|30rt a new scan package. Each package analyzes client devices For specific properties.

Also you can choose to insert the scan package to any scan category listed in the tree as

shown in the following picture:
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f"_l Citrix Access Management Console

File  Action Wiew Help

Scans Included

=101 ]

= [BE e 3| @

-@ Citrix Access Management Console
Alerts
[ search Results
@ Iy Views
I:] Licensing
\-f#] Diagnostic Facilicy
E@ Citrix Resources
{2 Configuration Tools
i Access Gateway
CikrixAAC
B Resources
Policies
@ Lagon Paints
B89 Servers
E Gateway Appliances
E@ Endpaint Analysis
@ Antivirus Scans
{2l Browser Scans
FEN -

Change display
Save in My Views

Impart scan package

ETETETED

All Tasks
Wiew

Copy
Rename
Refresh

Help

&

Home:

My Yiews  Search

Custom Scans

CITRIX'

Common Tasks

Change display ]
Save in My Yiews

Import scan package

Other Tasks

Customize display ]

Delete scan group

Related Tools

Citrix Knowledge Center 02

5 Launches extermal application

CiTRIX'

[ Contents

-

\i,)There are no items to display,

0 items

Import & new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.
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Scans Included

Select Scan Package File llil

Look in: IE Extentrix Ezzentials Scan Package j P I-:jg v

“; ExtentrixComputerMapCheck. cab
“; ExtentrixConnectionTypeScan.cab
"; ExtentrixC3AC5can. cab

“; ExtentrixFileScan. cab

“; ExtentrixFiles'Datesscan.cab

“; ExtentrixFiles'SizesScan. cab

“; ExtentrizProcessMameCheck. cab
“; ExtentrlxReglstr';.-'Ke';.-'Scan cab

“; ExtentrleerwcesCheckﬂrScan cab
“;Extentr|xSmartBru:uwserScan ForlE.cab
“; ExtentrizSubnetDetectionScan. cab
“; ExtentrixZoneslarmCheckerscan.cab

File name: IEHtentri:-:S creenSaverScan.cab

Files of tupe: IPackage filez [* cahb]

=
=~

QDpen I
Cancel |
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Scans Included

The package will be displayed in the console as shown in the following picture:

!"_l Citrix Access Management Console
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R

Home Iy Wiews  Search
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Common Tasks

& Contents

Change display
Save in My Views

Create scan

Other Tasks

» i
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0 items

CiTRIX'
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INSTALLING THE SCAN PACKAGE
Please follow the steps below to create scans and rules for the Extentrix Screen Saver Scan.

1. Select ExtentrixScreenSaverScan to create scan for it, right click the icon and choose

Create Scan.

Pl citrix Access Management Console =10l x|

File Action ‘iew Help
e~ |@mEe B @

m Citrix Access Management Console ] e "
T alerts @ |—5 5-} < 1 CITRIX
1 ot o T TeTEes Gead ExtentrixScreenSaver... -

AL My views M Contents

I;l Ll.censmg. - Common Tasks

: |£| D!agnostlc Facility Change display N -
@ Citrix Resources i i

2 Configuration Tools Saue in My Wiews 1) There are no items ko display.
Ey Create scan

Coess Gateway

4 Citrixaac

B Resources
{[Z] Policies

@. Logon Points
B Servers Uninstall scan package
E Gateway Appliances
E@ Endpaint Analysis
@ Antivirus Scans

Other Tasks
Customize display »

Related Tools
Citrix Knowledge Center 02

@ Browser Scans Kl
EI@ Custom Scans a
: @ Firenall Scans Change display b L ertemal application 0 ikems
ezl Machine Identifica ave Lhens
Create sca
{2l Miscellaneous an
@ Operating System  a Tasks »
Wiew 3
Copy
Refresh
Help

CITRIX'

Create a scan using the selected package. Each package analyzes client devices For specific propetties,

2. Type a name for the scan:
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Create Scan

CITRIX'

Define S5can Mame

Provide a name for this scan. Maming scans can help pou to identify the
gcan outputs you want to use az filters when vou create policies.

3. Set the scan conditions:
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ﬂ
.
CITRIX
|
Select Condbons

Select the conditions pou want to configure to determing when the zcan
launches. You configure the settings for each condition later in thiz wizard.

The conditionz listed here depend on the scan package you are using.

Available conditions:

[] Chent Device Regional Locale
™2k Logon Foint

Use Another Scan's Output as a Condition |

< Back I Mext » I Cancel

4. Type rule name and set rule conditions:
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x
.
CITRIX
|
Define Rule

Fulez are a combined zet of conditions under which a gcan iz run,

For example, your rule might be to uge Scan ¥ when the client device iz running
Operating System % and Browser Yersion 2.

You can create multiple rules for any scan.

Fiule name:
FI ule 1

< Back I Meut = I Cancel
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x
CiTRIX
_____________________________________________________________________|

Configure Condtions

The zzan nz if the clent device meets any of the condiion values pau
zelect below, Select all acceptable values for the condition.

The zettings lizted here depend on the szan package you are using,

Operating System

Condition:

[l indowes 2000
[l windowes 2003
[l "Windows 98
[ *Windows ME
[ *Windows MT4
[l *windows Yizta
[l windows =P

Select Mone |

< Back Mext » Cancel
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x

»

CITRIX

]
Configure Condtons

The zcan wng if the client device meetz ary of the condition walues pou
zelect below, Select all acceptable walues for the condition.

Scans Included

The zettings lizted here depend on the scan package vou are wzing.

Logon Point

Condition:

O ther

Select Al Select None

< Back I Hewt > I Cancel

5. Choose the desired condition to take one of two scenarios:

e  First Scenario: Detects the presence of the screen saver and if it is password protected. You

should choose True option.

e Second Scenario: Detects the presence of the screen saver only. You should choose

© Copyright 2008-2009 Extentrix Systems.
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x
L]
CITRIX
|

Define Property toYenfy

The szan checks the client device far the property settings vou configure
below. The zettings lizted here depend on the scan package you are usging.

Select a value for this property.

Scan packape

ExtentrizScreens avers can

Property descripbion

True: Check both if Exists and Pazzword Protected
Falze: Check anly if Exists

Property value:

< Back Einzhy Cancel

Scans Included

6. When you are done, click Finish.
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x
CiTRIX
1

D efine Property to Yesify

The zcan checks the client device for the property settings wou configure
below. The zettings listed here depend on the scan package you are using.

Select a value for this property.

Scanpackaoe

E stentrixScreens averScan

FProperty description

True: Check both if Exists and Password Protected
Falze: Check anly if Exists

FEroperty walue:
B

tap e Sean Dutput |

{ Back I Einish I Cancel
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4. EXTENTRIX SERVICES CHECKER SCAN

SCAN DESCRIPTION

Scan Name: Extentrix Services Checker.

Description: This scan enables administrators to scan the client's machine and verify that the windows
services specified by the administrator exist and running on the client’s machine. For example, suppose
that the administrator wants the windows service W32Time which stands for Windows Time Service to be

running on the client machine. The user will be denied the access to XenApp if the scan result indicates
that W32Time is not running.

Parameter:

0 List of Services: Dataset type includes all of Services names to be checked if they exist and
running.

Scan Output:

0 Allow Access - a Boolean output which indicates whether all of the Services exist and running or
not.

TRUE - indicates that all Services are running on the client's machine.

FALSE — indicates that at least one Service is not exist or is not running on the client's machine.
0 License Status- a String output which indicates whether the scan is licensed or not.

TRIAL LICENSE —indicates that the scan has a trial license.

INVALID LICENSE — indicates that the scan hasn’t a license.

VALID LICENSE —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
| will be false.
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Scans Included

INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES

To install a custom end point analysis scan package follow the following steps:

1.
Endpoint Analysis node.

2.
package from the drop down menu list.

PACitrix Access Management Console

File  Action Wiew Help

After opening Citrix Access Management Console, in the console tree select the

Right click any of the displayed scan packages categories and select Import scan

=100 %]

= | BEB2e R @
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! {E Alerts
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Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Run discovery

Change display 3 ks . .
Create scan group n endpoint analysis

4
Edit available conditions list a

Import language pack.
Import scan pe ]

Ilzols
ledge Center 02

Manage data sets
Run discovery

All Tasks » tetmial application
Wiew 3

Copy

Refresh

Help

- — CITRIX'

& Overview

M

75

o

Scan packages allow wou to create scans verifving specific properties
of client devices connecting to your network, such as the installed
vergion of an antiviruz software product.

Scans define the properies verified on the client device and the
conditions underwhich the scan is run.

Rules contain etz of conditions defining when to run the scan and
which property values to verify. Multiple rules can applyto a zingle

FCan.

Scan outputs contain information detected from the client device or
Boolean expreszzions indicating a true arfalse zcan result. Some scan
autputs can be used as conditions in other rules.

Fuolicies can uze Boolean scan outputs as filters, allowing you to grant

|Imp0rt a news scan package. Each package analyzes client devices For specific properties.

Also you can choose to insert the scan package to any scan category listed in the tree as

shown in the following picture:
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f"_l Citrix Access Management Console

File  Action Wiew Help

Scans Included

=101 ]

= [BE e 3| @

-@ Citrix Access Management Console
Alerts
[ search Results
@ Iy Views
I:] Licensing
\-f#] Diagnostic Facilicy
E@ Citrix Resources
{2 Configuration Tools
i Access Gateway
CikrixAAC
B Resources
Policies
@ Lagon Paints
B89 Servers
E Gateway Appliances
E@ Endpaint Analysis
@ Antivirus Scans
{2l Browser Scans
FEN -

Change display
Save in My Views

Impart scan package

ETETETED

All Tasks
Wiew

Copy
Rename
Refresh

Help

&

Home:

My Yiews  Search

Custom Scans

CITRIX'

Common Tasks

Change display ]
Save in My Yiews

Import scan package

Other Tasks

Customize display ]

Delete scan group

Related Tools

Citrix Knowledge Center 02

5 Launches extermal application

CiTRIX'

[ Contents

-

\i,)There are no items to display,

0 items

Import & new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.
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Select Scan Package File

Look if: I@ Extentrix E szentials Scan Package j = |‘=_°F Ef-

Scans Included

2

H ExtentrixComputerMapCheck. cab

I-_';} ExtentrixConnectionTyvpeScan.cab
l’j ExtentrixCSACScan.cab

@ ExtentrixFileScan, cab

I-_';} ExtentrixFiles'DakesScan. cab

l’j ExtentrixFiles'SizesScan.cab

@ ExtentrixProcessMame’heck, cab

I-_';} ExtentrixReqgistrykevacan.cab

l’j ExtentrixScreensaverScan.cab

E ! .cab
I-_';} ExtentrixSmartBrowserscan-ForlE.cab
l’j Extentrix3ubnetDetectionscan.cab
@ ExtentrixZonedlarmCheckerScan.cab

File name:; IEHtentli:-:SewicesEheckerScan.cah j DOpen
Files of type: IF'ackage files [*.cab) | Cancel /l
4
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The package will be displayed in the console as shown in the following picture:

P citrix Access Management Console =10l x|
File Action Wew Help

¢ |BmE e R 2|

itriz Access Management Cansale e i 2 a
i & @ D . : : CITRIX
s B (ot Soo ExtentrixServicesC... .

My Views F Contents
;] tieensing Common Tasks
ﬂ Diagnostic Facility Change display » s 7

3 Citrix Resources i )
% Configuration Taols Save in My Yiews

j-,)There are no ikems ko display.

B Access Gateway Create scan
=l CitriAAC
- Resources
Other Tasks
@ Policies
E1-4E Lagon Paints Customize display »

: @ SampleLogonPaint (Default) Uninstall scan package
[-59 Servers
E Gateway Appliances
B[ Endpoint Analysis pelabe ool

; & Antivirus Scans Citrix Knowledge Center 05
L2l Browser Scans
L2l custom Seans

0 items

Al

M Launches extemnal application
Change display
Save in My Views

I

All Tasks 3
Wiew 3
Copy
Refresh <
Ll Help CITR!X‘

|Create a scan using the selected package. Each package analyzes client devices for specific properties.
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Scans Included

INSTALLING THE SCAN PACKA

GE

Please follow the steps below to create scans and rules for the Extentrix Services Checker Scan.

1.
Create Scan.

Select ExtentrixServicesCheckerScan to create scan for it, right click the icon and choose

PACitrix Access Management Console

File  Action Wiew Help

=100 %]

= | BEB2e R @

{2 Configuration Tools

@ Logon Paints

5849 servers

E Gateway Appliances
E@ Endpoint Analysis
@ Antivirus Scans
@ Browser Scans
=z Custar Scans

Change display
Save in My Views

{2 Firewall Scar
{2 Machine Idel
Lzl Miscellaneou
@ Cperating 5

All Tasks
View

Capy
Refresh

Help

m Citrix Access Management Console = . N
AT Alerts @ |—5 d - i i cITRIx
) Soarch Rosuts L ExtentrixServicesChec... .
B my views M Contents
D Licensing Common Tasks
_ {1 Diagnostic Facility Changs display y P
E-{3] Citrix Resources

Save in My Yiews

Create scan

Other Tasks
Customize display 3

Uninstall scan package

Related Tools

-

Citrix Knowledge Center 02

b & &

é,)There are no ikems to display,

Launches external application 0 items

4 |

CiTRIX'

|Create a scan using the selected package. Each package analvzes client devices For specific properties.

2. Type a name for the scan:
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Create Scan

CITRIX'

Define Scan MName

Prowide a name for thiz scan. Maming scans can help pou to identify the
zcan outputs pou want to uge as filters when pou create policies.

3. Set the scan conditions:
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ﬂ
.
CITRIX
|
Select Condbons

Select the conditions pou want to configure to determing when the zcan
launches. You configure the settings for each condition later in thiz wizard.

The conditionz listed here depend on the scan package you are using.

Available conditions:

[] Chent Device Regional Locale
™2k Logon Foint

Use Another Scan's Output as a Condition |

< Back I Mext » I Cancel

4. Type rule name and set rule conditions:
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zl
0
CITRIX
|
Define Rule

Rulez are a combined set of conditions under which a scan iz n.

For example, vour rule might be to uze Scan # when the client device iz running
Operating Spstem Y and Browser Yersion 2.

Y'ou can create multiple rules far ang scan.

Rulz name:
Rule 1

< Back I Hest » I Cancel
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x
L]
CITRIX
]

Configure Conditions

The scan rung if the client device meets any of the condition values you
zelect below. Select all acceptable values for the condition.

The zettings listed here depend on the zcan package you are uzing.

Operating System

Condition:

[l Windows 2000
[l Windoz 2003
[w] Wwindows 98
[ Windows ME
] wéindomes MT 4
[ Windoez Vista
[ wiindoms #P

Select Mong |

< Back Hewt » Cancel
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x
L]
CIiTRIX
]

Configure Condtons

The zcan wng if the client device meetz ary of the condition walues pou
zelect below, Select all acceptable walues for the condition.

The zettings lizted here depend on the scan package vou are wzing.

Logon Point

Condition:

O ther

Select Al Select None

< Back I Hewt > I Cancel

5. Define a data set using a comma delimited .cvs file or choose New Data Set button. To
do that, click on New Data Set to import the file. The file will have a list of services
names to check if they are running or not. An example of service name is W32Time
which stands for Windows Time Service.
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x
L]
CiTRIX
I

Define Properly toVenly
The zcan checks the client device for the property settings you configure
below. The settings listed here depend on the scan package vou are using.

Select a data zet [zingle column] containing walues that are acceptable for this
properky.
Scan package:

ExtentrixServicesCheckerScan

Property descripbonc

Ligt of needed zervices to be exizted and run.

Properhy value:
O ~ |

Iap e 5 earn Dutput |

Mew Data Set |

¢ Back Eirizh Cancel

6. A dialog box named “New Data Set” will appear. Type a name for the new data set and
use Browse to enter the path of the .csv file.

MNew Data Set

Enter a name for the data set;
IList af Services

Enter the path to a .csv file to provide an initial set of data. Leave blank to create
an empty sindle-column data zet.
IE:"-.D:::::uments and Settingz“Administrator\DesktopiList of Services.cav

aF. Cancel
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7. When you are done, click Finish.

x
L]
CITRIX
1

Define Property to Yenly

The zcan checks the client device for the property settings you configure
below, The zettingz listed here depend on the scan package vou are uzing.

Select a data =et [zingle column] containing walues that are acceptable for this
properky.

Scan packaoe:

EstentrizServicesCheckerScan

Property descripborc

Lizt of needed zervices to be exizted and run.

Property walue:
Lizt of Services j

tap bo Sican Dutmut

Mew Data Set

¢ Back Finizh Cancel

Note: You can leave the path of the file empty to create an empty single-column data set.
You can edit the value later after you create the data set. To edit the data set:

=  Right click Endpoint Analysis in the console tree and select Manage Data Set from the
action menu.
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[

File  Action

rix Access Management Console

Wiews  Help

Scans Included

=10l x|

e | B Be R 2

Citrix Access Management Console

{7 alerts

@ -

Endpoint Analysis

CiTRIX'

@ Citriz Resources
fiE% Configuration Taols
Access Gateway

{5 Resources

1]'_@ Palicies

- @. Logon Poinks

Pk @. SampleLogonPoint {Default)
L

WY Servers

E Gateway Appliances

w  Change display
Create scan group

Import language pack
Import scan package

Run discovery

Edit available conditions list

All Tasks

Wiew

Copy
Refresh

{5 search Results My Wiews Search

@ My Views

l_“_—“l Li.censing. . Common Tasks

|£| Diagnostic Facility Change display y

Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Run discovery

Other Tasks

on endpaint analysis

Tools
owledge Center o

extemal application

Help

CiTRIX'

F Overview

1

M

[t

Scan packages allow you to create scans verifving
zpecific properies of client devices connecting to
your network, such as the installed version of an
antivirug zoftware product.

Scans define the properties verified on the client
device and the conditions under which the scan is
run.

Rules contain zetz of conditions defining when ta
run the scan and which prope_rtyvalues to verify.

hdiiltinla villas ~am annleta o sikala s;an

|Manage sets of data that you maintain for use in scans

editing then click Edit.
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A window named “Data Sets” will appear. Click the data set for which you want to make
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Data Seks

Lizted below are the data zets that contain property values available for you to use
in zcans. More..

Axailable data zets:

Ligt of Services

Delete |
Cloze |

= A window named “Edit Data Set” will appear.
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Edit Data Set

Current data zet values:

Scans Included

M ame |

w2 Time
LmHosztz
ALG

Ingert. . Edit Bemove |

| k. I Cancel

= Make the editing you want (whether inserting new values, Editing or removing existing

values). When you are done, click OK.
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5. EXTENTRIX FILES’ DATE SCAN

SCAN DESCRIPTION
Scan Name: Extentrix Files’ Dates. It’s included in Extentrix File Scan Combo.

Description: This scan is designed to scan the client's machine for a map (List) of files and check if they
exist and match the date specified by the administrator before allowing the Client to access the corporate
network. For example, the administrator may require that the client has a certain file created on
3/20/2007 (Month/Day/Year). The scan will check for that file date and grant access upon meeting that
condition.

Parameters:

0 Map (List) file: an excel .CSV file that contains two columns, one for file path and other for file
creation date in form (3/20/2007).

Scan Output:

0 Allow Access- a Boolean output which indicates whether the files in the map file exist and match
their dates or not.

TRUE - indicates that all Files in the map file exist and match their Dates.

FALSE — indicates that at least one of the files doesn’t exist or does not match its Date.
0 License Status- a String output which indicates whether the scan is licensed or not.

Trial License —indicates that the scan has a trial license.

Invalid License — indicates that the scan hasn’t a license.

Valid License —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
| will be false.
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INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES

To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the
Endpoint Analysis node.
2. Right click any of the displayed scan packages categories and select Import scan

package from the drop down menu list.

PACitrix Access Management Console

=10 ]

File  Action Wew Help

= T e

@ Citrix Access Management Console
{7 Alerts
-] search Results

&

Hame

D B -

My Views Search

Endpoint Analysis

@ Iy Wigws
J:] Licensing

M Owerview

Common Tasks

,i"] Diagnostic Facility
= Cikriz: Resources
> Configuration Tools
i Access Gateway
CikrixAsC
B‘ Resources
ij_m Palicies
@. Logon Painks
B34 Servers
E Gateway Appliances

Change display

Create scan group

Edit available conditions list

Import language pack.
Import scan package
Manage data sets

Run discovery

ks
n endpoint analysis

Change display
Creake scan group

Edit available conditions list
Import language pack.
Impark scan ps e
Manage data sets
Run discovery

Ilzols
ledge Center o2

Scan packages allow wou to create scans verifving speci

termal application

FCan.

Scan outputz contain information detected from the clie

outputs can be uzed as conditions in other rules.

(4]

. p— CITRIX

ific properties
of client devices connecting to your network, such as the installed

All Tasks 4 version of an antivirus software product.
Migw L 2 Scans define the properties verified on the client device and the
conditions underwhich the scan is run.
Copy
Refresh . " -
- 3 Rules contain sets of conditions defining when to run the scan and
Help which propery values to verife. Multiple rules can applyto a zingle

nt device or

Boolean expreszzions indicating a true arfalse zcan result. Some scan

Policies can use Boolean scan outputs as filters, allowing wou to grant

|Imp0rt a new scan package, Each package analyzes client devices For specific properties,

Also you can choose to insert the scan package to any scan category listed in the tree as
shown in the following picture:

© Copyright 2008-2009 Extentrix Systems. Page71




Extentrix Essentials Scan Package

f"_l Citrix Access Management Console

File  Action Wiew Help

Scans Included

=101 ]

= [BE e 3| @
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[ search Results
@ Iy Views
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{2 Configuration Tools
i Access Gateway
CikrixAAC
B Resources
Policies
@ Lagon Paints
B89 Servers
E Gateway Appliances
E@ Endpaint Analysis
@ Antivirus Scans
{2l Browser Scans
FEN -

Change display
Save in My Views

Impart scan package

ETETETED

All Tasks
Wiew

Copy
Rename
Refresh

Help

&

Home:

My Yiews  Search

Custom Scans

CITRIX'

Common Tasks

Change display ]
Save in My Yiews

Import scan package

Other Tasks

Customize display ]

Delete scan group

Related Tools

Citrix Knowledge Center 02

5 Launches extermal application

CiTRIX'

[ Contents

-

\i,)There are no items to display,

0 items

Import & new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.
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Select Scan Package File

Look in: IE Ezzentialz Cab Files

Scans Included

2

x| e ®&EerE-

| 0bj Files

by R

“; ExtentrixComputerMapCheck.cab
“J ExtentrixConnectionTypescan.cab

Docum “; ExtentrixCS&CScan.cab

xkentrix

ty Documents

. 8
(1

ky Camputer

File name:

Filez of type:

l‘; ExtentrizFileScan. cab

“j ExtentrixFiles'SizesScan, cab

“; ExtentrixProcessMameCheck. cab

“j ExtentrixReqgistrykeyScan.cab

“j ExtentrixScreenSaverScan.cab

l‘j ExtentrizServicesCheckerScan.cab

“j ExtentrizSmartBrowserScan-ForlE.cab
“j ExtentrixSubnetDetectionScan, cab

"j ExtentrixZoneslarmCheckerScan.cab

IE stentrisFiles'D atesScan.cab

L Lo

IF'au:kage files [*.cab]

Open

Cancel
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The package will be displayed in the console as shown in the following picture:

PACitrix Access Management Console ;lglll

File  Action Wiew Help

&~ BHE B R 2B

[ Citrix Access Management Console “:,-* - iTRIX'
] alerts @ —Sl @ < 1 i ' c
B o et e P A ) ExtentrixFiles'Da... I
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| Ll.censmg_ - Common Tasks
f‘i‘i D?agnostlc Faility Change displary ' - -,
@ Citrix Resources e i Py Wi
"B Configuration Taols Ve In Py VIews L) There are no items to display,
B access Gateway Create scan
- CitrixAnC
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: Other Task
m Falicies er las s
-6 Logon Points Customize display 4
- B%E Servers Uninstall scan package 0 ikems
B Gateway Appliances :
=-[f Endpoink Analysis cJ
[+-fae} Ankivirus Scans Related Tools
-faz), Browser Scans Citrix Knowledge Center 62
gl Custam Scans
[]__@ Firewal Scans [ Launches extemnal application
+-§z Machine Identification Sc.
-zl Miscellanenus
E]—-@ Operating Syskem Scans
1 L]
B o CITRIX
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INSTALLING THE SCAN PACKAGE
Please follow the steps below to create scans and rules for the Extentrix File’s Date Scan.

1. Select ExtentrixFile’sDatesScan to create scan for it, right click the icon and choose
Create Scan.

P Citrix Access Management Console - |Elli|

File Action Yiew Help

= B ke R @

Citrix Access Management Console e . N
{E Blerts @ |—.13] d - i i ' CITRIx
[ soarch Resuts Home M Viows Seench ExtentrixFiles'Da... H
-y s [ Contents
l;' Ll.censmg. N Common Tasks
-FE] D?agnostn: Facility Change dsplay ) P .
@ Cikriz: Resources i )

i Corfiguration Tools =ave in My Views LThere are no items to display,
=8 Access Gateway Create scan
5 Citrimac
R
1 e.sc.uurces Other Tasks
1]_@ Policies —
& Logon Points Customize display »
-ﬂ‘?ﬂ SErvErs Uninstall scan package O itermns
: E Gateway Appliances 4
EI@ Endpoint Analysis Related Tool a
#-Hezl Antivirus Scans elated Toals
ez Browser Scans Citrize Knowledge Center o5
@. Custam Scans
@ Fire Change display ~ # |Launches extemnal application
Save in My Views
o Ope g Tasks y
Wigw 3
Copy
Refresh =
LI Help L3

|Create a scan using the selected package, Each package analyzes client devices for specific properties,

2. Type a name for the scan:
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Create Scan

CITRIX'

Define Scan MName

Prowide a name for thiz scan. Maming scans can help pou to identify the
zcan outputs pou want to uge as filters when pou create policies.

3. Set the scan conditions:
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x
.
CIiTRIX
|
Select Condiions

Select the conditions pou want to configure to determing when the scan
launches. You configure the settings for each condition later in thiz wizard.

The conditionz listed here depend on the scan package you are uging.

Available conditions:

[] Client Device Regional Locale
[ | ogon Point

Use Anather Scan's Dutput as a Condition |

< Back I Mest » I Cancel

4. Type rule name and set rule conditions:
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Create Scan

CITRIX'

Define Rule
Rules are & combined et of conditions under which & zcan iz run.
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x
CiTRIX
_______________________________________________________________|

Configure Condbions

The zzan wing if the client device meets anw of the condition walues you
zelect below. Select all acceptable values for the condition.

The zettings lizted here depend on the zcan package you are uzing.

Operating System

Conditian:

[ Windows 2000
[l Windows 2003
[l *Windows 98
[ windows ME
[ windows MT4
[ Windowsz Vizta
[ "Windows #P

Select Mone |

< Back Meut » Cancel
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x
L]
CiTRIX
|

Configure Condbons

The zcan wnz if the client device meetz any of the condition values you
zelect below. Select all acceptable values for the condition.

The zeftings lizted here depend on the zcan package pou are uging.

Logon Point

Condition:

O ther

Select Al Select Mone

< Back I Hewut » I Cancel

© Copyright 2008-2009 Extentrix Systems. Page80



Extentrix Essentials Scan Package Scans Included

5. Define a data set (map) using a comma delimited .csv file. To do that, click on New Data
Set to import the file. The file will have a list of all the files’ dates to be scanned.

x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Select a mapping data zet [bwo columng] containing mapped values that are
acceptable for thiz property.

Scan package:

E stentrizFilez'D atezScan

Property dezcnphon

Filebdap containz a list of files with itz expected dates

Broperty walue:

tap ta Sean Hutput

Mew Data Set

< Back Eirzh Cancel

6. A dialog box named “New Data Set” will appear. Type a name for the new data set and
use Browse to enter the path of the .csv file.
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MNew Data Set

Enter a name for the data zet;

Scans Included

IList of Files' D ates

Enter the path to a .cav file to provide an initial set of data. Leave blank to create
an empty zingle-column data zet.

IE:'\D ocuments and SettingzAdministrator\DesktophFiles' Dates. cav

k. Cancel

© Copyright 2008-2009 Extentrix Systems.

Page82



Extentrix Essentials Scan Package Scans Included

7. When you are done, click Finish.

x
0

CITRIX

1
D efine Property to Yenfy

The zcan checks the client device for the property zettingz you configure
below. The settings listed here depend on the zcan package you are wzing.

Select a mapping data set [bwo columnz] containing mapped walues that are
acceptable for thiz property.

Scan package:

E=tentrixFiles'D atesScan

Property descripbon:

Filekap containg a lizt of filez with itz expected dates

Froperty value:
List of Files' D ates j

fap to Sear Hutput

Mew Data Set

¢ Back Firizh Cancel

Note: The path of the file in map should be less than 64 characters. You can leave the path
of the file empty to create an empty single-column data set. You can edit the value later
after you create the data set. To edit the data set:

= Right click Endpoint Analysis in the console tree and select Manage Data Set from the

action menu.
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@ My Views
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Import scan package
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Run discovery
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owledge Center o
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CiTRIX'

F Overview

1

M

[t

Scan packages allow you to create scans verifving
zpecific properies of client devices connecting to
your network, such as the installed version of an
antivirug zoftware product.

Scans define the properties verified on the client
device and the conditions under which the scan is
run.

Rules contain zetz of conditions defining when ta
run the scan and which prope_rtyvalues to verify.

hdiiltinla villas ~am annleta o sikala s;an

|Manage sets of data that you maintain for use in scans

editing then click Edit.
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Data Seks

Lizted below are the data zets that contain property values available for you to use
in zcans. More..

Axailable data zets:

Ligt af Files' Dates

Delete |
Cloze |

= A window named “Edit Data Set” will appear.
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Edit Data Set

Current data zet values:

Scans Included

M ame | Y alue |

C:ADocuments and Seth.. 1/13/2007
C:hDocuments and Seft... 3/ 007

CADocuments and Gett.. 571742007

Ingert. . Edit Bemove |

| k. I Cancel

=  Make the editing you want (whether inserting new values, Editing or removing existing

values). When you are done, click OK.
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6. EXTENTRIX FILES' SIZES SCAN

SCAN DESCRIPTION
Scan Name: Extentrix Files’ Size. It’s included in Extentrix File Scan Combo.

Description: This scan grants administrators a higher security over the resources accessed. It scans the
client's machine for a map (List) of files and checks if they exist and match the size determined by the

administrator before allowing the Client to access the corporate network.

Parameters:

0 Map (List) file: an excel .CSV file that contains two columns, one for file path and other for file

size.

Scan Output:

0 Allow Access- a Boolean output which indicates whether the files in the map file exist and match

their size or not.

TRUE - indicates that all Files in the map file exist and match their sizes.

FALSE —indicates that at least one of the files doesn’t exist or does not match its size.
0 License Status- a String output which indicates whether the scan is licensed or not.

Trial License —indicates that the scan has a trial license.

Invalid License — indicates that the scan hasn’t a license.

Valid License —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access

\ will be false.
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INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES

To install a custom end point analysis scan package follow the following steps:

1.
Endpoint Analysis node.

2.
package from the drop down menu list.

PACitrix Access Management Console

File  Action Wiew Help

After opening Citrix Access Management Console, in the console tree select the

Right click any of the displayed scan packages categories and select Import scan

=100 %]

= | BEB2e R @

m Citrix Access Management Console

@ @ D -

Endpoint Analysis

! {E Alerts
-] Search Results Home My Views Search
@ My Yiews
D Licensing Common Tasks
: {1 Diagnostic Facility Changs dislay ;

Citrix Resources
{2 Configuration Tools
o Access Gateway
CitrixAaC
B‘ Resources
[T Policies
@ Logon Paints
5849 servers
E Gateway Appliances

Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Run discovery

Change display 3 ks . .
Create scan group n endpoint analysis

4
Edit available conditions list a

Import language pack.
Import scan pe ]

Ilzols
ledge Center 02

Manage data sets
Run discovery

All Tasks » tetmial application
Wiew 3

Copy

Refresh

Help

- — CITRIX'

& Overview

M

75

o

Scan packages allow wou to create scans verifving specific properties
of client devices connecting to your network, such as the installed
vergion of an antiviruz software product.

Scans define the properies verified on the client device and the
conditions underwhich the scan is run.

Rules contain etz of conditions defining when to run the scan and
which property values to verify. Multiple rules can applyto a zingle

FCan.

Scan outputs contain information detected from the client device or
Boolean expreszzions indicating a true arfalse zcan result. Some scan
autputs can be used as conditions in other rules.

Fuolicies can uze Boolean scan outputs as filters, allowing you to grant

|Imp0rt a news scan package. Each package analyzes client devices For specific properties.

Also you can choose to insert the scan package to a specific scan package group as shown in

the following picture:
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f"_l Citrix Access Management Console

File  Action Wiew Help

Scans Included

=101 ]

= [BE e 3| @

-@ Citrix Access Management Console
Alerts
[ search Results
@ Iy Views
I:] Licensing
\-f#] Diagnostic Facilicy
E@ Citrix Resources
{2 Configuration Tools
i Access Gateway
CikrixAAC
B Resources
Policies
@ Lagon Paints
B89 Servers
E Gateway Appliances
E@ Endpaint Analysis
@ Antivirus Scans
{2l Browser Scans
FEN -

Change display
Save in My Views

Impart scan package

ETETETED

All Tasks
Wiew

Copy
Rename
Refresh

Help

&

Home:

My Yiews  Search

Custom Scans

CITRIX'

Common Tasks

Change display ]
Save in My Yiews

Import scan package

Other Tasks

Customize display ]

Delete scan group

Related Tools

Citrix Knowledge Center 02

5 Launches extermal application

CiTRIX'

[ Contents

-

\i,)There are no items to display,

0 items

Import & new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.
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Loak: i I |~ Essentialz Cab Files

My R
[:l (n]w

Select Scan Package File
j = £F E-

Scans Included

2=

1250k Files

[ﬂ ExtentrixComputerMapCheck,cab

[ﬂ ExtentrixConnectionTypescan.cab
[ﬂ ExtentrixCSACScan, cab

‘ﬂ ExtentrixFile5can.cab

t",! ExtentrixFiles'DatesScan. cab

. E:xtentrixFiles'SizesScan. cab

tﬂ ExtentrixProcessMameCheck. cab

[ﬂ ExtentrixReqgistrykeyscan. cab

[ﬂ ExtentrizScreen3averscan. cab

[ﬂ ExtentrixServicesCheckerScan. cab
[ﬂ ExtentrixSmartBrowserscan-ForIE, cab
‘ﬂ ExtentrixSubnetDetectionScan, cab
t",! ExtentrixZoneslarmCheckerScan, cab

File name: IEHtentriHFiles'SizesS cah.cab

Filez aof bype: IF'ackage files [*.cab]

=
=~

Open
Cancel |
F

The package will be displayed in the console as shown in the following picture:
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P Citrix Access Management Console

File  Ackion ‘Wiew Help

Scans Included

=101 ]

&= BERE D @@

| Citrix Access Management Console

-- Blerts

& O -

My Wiews Search

&

Harme

ExtentrixFile... CiTR!X'

m Search Resulks

ﬁ' Iy Wigws

J:] Licensing

@ Diagnoskic Facility

@ Citrix Resources

-[#> Configuration Tools

= B
A5 Resources
@ Paolicies
@. Logon Points
ﬂ‘?ﬂ Servers
..... B Gateway Appliances

E@ Endpaint Analysis
ezl Antivirus Scans
ezl Browser Scans

@. Cuskorn Scans
[, 2
{22 Firewall Scans
@. Machine Identification Sc.
@. Miscellaneous
-faz, Operating System Scans

Common Tasks

Change display ]
Save in My views

Create scan

Other Tasks

Custarize display ]

Uninskall scan package

Related Tools

Citrix Knowledge Center o5

[ Launches extemal application

CiTRIX

F Contents

. ™y

.i)There are no ikems to display.

0 ikerms
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INSTALLING THE SCAN PACKAGE

Please follow the steps below to create scans and rules for the Extentrix Files’ Sizes Scan.

1. Select Extentrix Files’ Sizes Scan to create scan for it, right click the icon and choose

Create Scan.

P citrix Access Management Console

Eile  Action  Wiew Help

=101 %]

= |Em B 6 @

Citrix Access Management Console

[T alerts

[ search Results

&

Home

@ P .

Iy Wiewss  Search

ExtentrixFile... CiTR!X’

@' My Views

I:] Licensing

%] Diagriostic Facility

@ Cikrix Resaurces
L{fF% Configuration Tools

El Access Gakeway

1-E3 Citrixasc

B‘ Resources

dﬁ Paolicies

@. Logaon Paints

B8 cervers

: E Gateway Appliances

E@ Endpoint Analysis

@. Ankivirus Scans
; @. Browser Scans
ezl Custom Seans

Change display

an

All Tasks
Wiew

Copy
Refresh

o Heb

Common Tasks

Zhange display 3
Sawe in My Wiews

Create scan

Other Tasks

Custaomize display ]

ninstall scan package

Related Tools

Sawve in My Views

Citrix Knowledge Center i

¥ |nches extemal application

[ Contents

-

é,)There are no ikems ko display.

0 items

CIiTRIX'

|Create a scan using the selected package. Each package analyzes client devices For specific propertie:

2. Type a name for the scan:
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Create Scan

CITRIX'

Define Scan Mame

Provide a name for this scan. Maming zcans can help pou to identify the
gcan outputs pou want to use as filters when you create policies.

3. Set the scan conditions:
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x
.
CITRIX
|
Select Conditions

Select the conditions wau want ta confiqure o determing when the scan
launches. You configure the zettings for each condition later in this wizard,

The conditions listed here depend on the scan package pou are uzing.

Awailable conditions:

[] Chent Device Regional Lozale
#3k Logon Foint

e dnother Scan's Jutput az a Condition |

< Back I Medt » I Cancel
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4. Type rule name and set rule conditions:

ﬂ
0

CITRIX

|
Define Rue

Rules are a combined set of conditions under which a scanis run,

Far example, vour rule might be to use Scan  when the client device iz running
Operating System %" and Browser Wersion 2.

“ou can create multiple rules for any scan.

Riule name:
Fiule 1

< Back I Mewt » I Cancel
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ﬂ
CITRIX
I —

Configure Condbions

The zzan runz if the client device meets amy of the condition values you
zelect below, Select all acceptable walues for the condition,

The settings izted here depend on the scan package you are using.

Dperating System

Condition:

[w] "Windows 2000
[w] "Windows 2003
[w] Windows 98
[w] Windows ME
[w] "Windows MT4
[w] "windows Vizta
[w] Windows <P

Select Mone |

< Back Mewut » Cancel
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x
L]
CiTRIX
|

Configure Condbons

The szan mns if the client device meetz any af the condition values you
zelect below, Select all acceptable values for the condition.

Scans Included

The zettingz lizted here depend on the scan package you are uzing.

Logon Point

Select Al Select Mone

< Back I Mext = I Cancel

5. Define a data set (map) using a comma delimited .csv file. To do that, click on New Data

Set to import the file. The file will have a list of files’ sizes to be scanned.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Select a mapping data zet [bwo columng] containing mapped values that are
acceptable for thiz property.

Scan package:

E stentrisFiles'SizezScan

Property dezcnphon

Filebdap containz a list of files with itz expected zize

Broperty walue:
0 —

tap ta Sean Hutput |

Mew Data Set |

< Back Eirzh Cancel

6. Adialog box named “New Data Set” will appear. Type a name for the new data set and
use Browse to enter the path of the .csv file.

MNew Data Set

Enter a name for the data set;
|List of Files' Gizes

Erter the path to a .csv file to provide an initial sst of data, Leave blank to create
an empty sindle-column data zet.

IE:"-.D:::::uments and Settingz“AdministratorDeskiopiFiles' Sizes.cav

aF. Cancel

7. When you are done, click Finish.
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x
.
CITRIX
I ——
Define Property to Yenly

The scan checks the client device for the property settings you configure
below, The zettingz listed here depend on the zcan package you are using.

Select a mapping data zet [bwo columnz] containing mapped walues that are
acceptable for thiz property.

Scan packaoe:

EstentrisFiles'SizezS can

Property dezcripborc

Filebd ap containg a list of fles with itz expected size

Property value:
List of Files' Sizes =]

Hap ta Sean Dutput

Mew Data Set

¢ Back Firizh Cancel

Note: You can leave the path of the file empty to create an empty single-column data set.
You can edit the value later after you create the data set. To edit the data set:

= Right click Endpoint Analysis in the console tree and select Manage Data Set from the
action menu.
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[

File  Action

rix Access Management Console

Wiews  Help

Scans Included

=10l x|

e | B Be R 2

Citrix Access Management Console

{7 alerts

@ -

Endpoint Analysis

CiTRIX'

@ Citriz Resources
fiE% Configuration Taols
Access Gateway

{5 Resources

1]'_@ Palicies

- @. Logon Poinks

Pk @. SampleLogonPoint {Default)
L

WY Servers

E Gateway Appliances

w  Change display
Create scan group

Import language pack
Import scan package

Run discovery

Edit available conditions list

All Tasks

Wiew

Copy
Refresh

{5 search Results My Wiews Search

@ My Views

l_“_—“l Li.censing. . Common Tasks

|£| Diagnostic Facility Change display y

Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Run discovery

Other Tasks

on endpaint analysis

Tools
owledge Center o

extemal application

Help

CiTRIX'

F Overview

1

M

[t

Scan packages allow you to create scans verifving
zpecific properies of client devices connecting to
your network, such as the installed version of an
antivirug zoftware product.

Scans define the properties verified on the client
device and the conditions under which the scan is
run.

Rules contain zetz of conditions defining when ta
run the scan and which prope_rtyvalues to verify.

hdiiltinla villas ~am annleta o sikala s;an

|Manage sets of data that you maintain for use in scans

editing then click Edit.
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Data Seks

Lizted below are the data zets that contain property values available for you to use
in zcans. More..

Axailable data zets:

Ligt af Files

Delete |
Cloze |

= A window named “Edit Data Set” will appear.
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Edit Data Set

Current data zet values:

Scans Included

M ame | Y alue |

C:5Documents and Sett..
C:ADocuments and Sefti.. 39161
C:hDocuments and Setti.. 87396

Ingert. . Edit Bemove |

| k. I Cancel

=  Make the editing you want (whether inserting new values, Editing or removing existing

values). When you are done, click OK.
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7. EXTENTRIX FILE SCAN

SCAN DESCRIPTION
Scan Name: Extentrix File. It’s included in Extentrix File Scan Combo.

Description: Scans the client’s machine for a certain file name, size, and creation date. As an example, IT

administrators may want to make sure that the client machine accessing XenApp has a file existed in the

path C:\Documents and Settings\Administrator\Desktop\Example.doc with the size of 6450 bytes created
on 10/20/2007. This scan performs the check for all these conditions and grant access if they are all met

and deny the access if not.

Parameters:
0 File path: a string describes the path of the file you want.
0 File size: a string describes file size.

0 File creation date (Month, Day, and Year): three integers describe the creation date of the file
you want.

Scan Output:

0 Allow Access- a Boolean output which indicates whether the file you specify matches the client
environment.

TRUE -—indicates that File path, File creation date, and file size match client machine.

FALSE - indicates that at least one of the last parameter does not match client machine.
0 License Status- a String output which indicates whether the scan is licensed or not.

Trial License — indicates that the scan has a trial license.

Invalid License — indicates that the scan hasn’t a license.

Valid License —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
| will be false.
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INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES

To install a custom end point analysis scan package follow the following steps:

1.
Endpoint Analysis node.

2.
package from the drop down menu list.

PACitrix Access Management Console

File  Action Wiew Help

After opening Citrix Access Management Console, in the console tree select the

Right click any of the displayed scan packages categories and select Import scan

=100 %]

= | BEB2e R @

m Citrix Access Management Console

@ @ D -

Endpoint Analysis

! {E Alerts
-] Search Results Home My Views Search
@ My Yiews
D Licensing Common Tasks
: {1 Diagnostic Facility Changs dislay ;

Citrix Resources
{2 Configuration Tools
o Access Gateway
CitrixAaC
B‘ Resources
[T Policies
@ Logon Paints
5849 servers
E Gateway Appliances

Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Run discovery

Change display 3 ks . .
Create scan group n endpoint analysis

4
Edit available conditions list a

Import language pack.
Import scan pe ]

Ilzols
ledge Center 02

Manage data sets
Run discovery

All Tasks » tetmial application
Wiew 3

Copy

Refresh

Help

- — CITRIX'

& Overview

M

75

o

Scan packages allow wou to create scans verifving specific properties
of client devices connecting to your network, such as the installed
vergion of an antiviruz software product.

Scans define the properies verified on the client device and the
conditions underwhich the scan is run.

Rules contain etz of conditions defining when to run the scan and
which property values to verify. Multiple rules can applyto a zingle

FCan.

Scan outputs contain information detected from the client device or
Boolean expreszzions indicating a true arfalse zcan result. Some scan
autputs can be used as conditions in other rules.

Fuolicies can uze Boolean scan outputs as filters, allowing you to grant

|Imp0rt a news scan package. Each package analyzes client devices For specific properties.

Also you can choose to insert the scan package to a specific scan package group as shown in

the following picture:
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PACitrin Access Management Console

File Action Wiew Help

=10 ]

= | BE E=e | @

-@ Citrix Access Management Console
Alerks
m Search Resulks
@ My Views
I:] Licensing
--f#] Diagnostic Facilicy
E@ Citriz Resources
[ Configuration Tools
i Access Gateway
CikrixAAC
B Resources
{[Z] Policies
Logon Poinks
B Servers
E Gateway Appliances
E@ Endpaint Analysis
@ Antivirus Scans
@ Browser Scans
SN

Change display
Sawve in My Yiews

Impart scan package

ETETETED

All Tasks
Wieww

Copy
Rename
Refresh

Help

R

Home My Yiews Search

Custom Scans

CiTRIX'

Common Tasks

Change display »
Save in My Views
Import scan package

Other Tasks

Customize display »
Delete scan group

Related Tools

Citrix Knowledge Center 02

[ Launches extemal application

F Contents

-

\i,)There are no items to display,

aaal

0 items

CiTRIX'

Import a new scan package. Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.
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Select Scan Package File llil

Look in: IE Ezzentialz Cab Files

x| «&EexE-

anb] Files

“; ExtentrixComputerMapCheck.cab
“J ExtentrixConnectionTypescan.cab
“; ExtentrixCSACScan. cab

. ExtentrixFileScan, cab
“; ExtentrizFiles'DatesScan.cab

“; ExtentrixFiles'SizesScan. cab

“; ExtentrixProcessMameCheck. cab

“J ExtentrixReqgistrykeyScan.cab

“; ExtentrixScreenSaverScan.cab

l‘; ExtentrizServicesCheckerScan.cab

- “;Extentr|xSmartBru:uwserScan ForIE.cab
1'-.'_-_[ “;ExtentrleuhnetDetectanScan cab
- “; ExtentrixZonedlarmCheckerscan, cab

iy Documents

tdy Computer

File name: IEHtentri:-:FiIeScan.cal:u

=

Files of tupe: IF'au:kage filez [*.cab]

=~

Open I
Cahcel |
e

The package will be displayed in the console as shown in the following picture:
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P Citrix Access Management Console

O] x|

File Action Yiew Help

¢~ | AmEe R 2E
J Citrix Access Management Console - H a
o &S O 0 - cFi CITRIX
e ok B T SR ExtentrixFileScan .
] My Yiews F Contents
7 Licensing Common Tasks
-f4] Diagnostic Facility Change display N - ~
@ Citrix Resources - )

; @ Configuration Tools Save in My Yiews \i,)There are no ikems to display.

f Access Gateway Create scan

R

B elsolurces Other Tasks

@ Policies —

@ Lagon Paints Cuskomize display 3
Uninstall scan package

. |Qitems

E-@ Endpoint Analysis
+]-fazl Antivirus Scans

Zaal

Related Tools
Citriz Knowledge Center o2

- [ Launches external application
{2 Firewall Scans PP

ezl Machine Identificatic
Ll Miscellansous

L2l operating System 5

o (oml CITRIX'
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INSTALLING THE SCAN PACKAGE

Please follow the steps below to create scans and rules for the Extentrix File Scan.

1. Select Extentrix File Scan to create scan for it, right click the icon and choose Create
scan.
A Citrix Access Management Console ;lglﬁl

File  Action Wiew Help
e = EHEBke R @

Citrix Access Management Console o - "
-] Alerts @ |—_£ﬂ d - i i CITRIX
R osis e Myrons setch ExtentrixFileScan .
-5 htlv \-'ie.ws & Contents
r.;l Ll.censmg_ - Common Tasks
-] D?agnostlc Farility Change display N s ™
@ Citrix Resources - i My Vi

@ Configuration Tools ave Iy Views 1/ There are na items ta display.
o-Ed ress Gateway Create scan
[ Cikrixad
E Re.so.urces Other Tasks
* 1[Z] Policies ——
148 Logon Poinks Customize display 4
7834 Servers Uninstall scan package
LB cateway Appliances 0 items
= Endpoint anakysis ::
. Related Tools 4
a2l Ankivirus Scans
@ Browser Scans Citrix Knowledge Center o5
@. Custam Scans
% Fir Change display ¥ |ches extemnal application
@ Mae Save in My Views
grefuy  create scan
ELdOF gy ragks 8
Wiew 3
Copy
Refresh
Help ¥ D
4] s Tl CITRIX

|Create a scan using kthe selected package. Each package analvzes client devices for specific propetties.

2. Type a name for the scan:
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Create Scan

CITRIX'

Define Scan Mame

Provide a name for this scan. Maming zcans can help pou to identify the
gcan outputs pou want to use as filters when you create policies.

3. Set the scan conditions:
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x
.
CITRIX
|
Select Conditions

Select the conditions wau want ta confiqure o determing when the scan
launches. You configure the zettings for each condition later in this wizard,

The conditions listed here depend on the scan package pou are uzing.

Awailable conditions:

[] Chent Device Regional Lozale
#3k Logon Foint

e dnother Scan's Jutput az a Condition |

< Back I Medt » I Cancel
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4. Type rule name and set rule conditions:

ﬂ
0

CITRIX

|
Define Rue

Rules are a combined set of conditions under which a scanis run,

Far example, vour rule might be to use Scan  when the client device iz running
Operating System %" and Browser Wersion 2.

“ou can create multiple rules for any scan.

Riule name:
Fiule 1

< Back I Mewt » I Cancel
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ﬂ
CITRIX
I —

Configure Condbions

The zzan runz if the client device meets amy of the condition values you
zelect below, Select all acceptable walues for the condition,

The settings izted here depend on the scan package you are using.

Dperating System

Condition:

[w] "Windows 2000
[w] "Windows 2003
[w] Windows 98
[w] Windows ME
[w] "Windows MT4
[w] "windows Vizta
[w] Windows <P

Select Mone |

< Back Mewut » Cancel
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x
L]
CiTRIX
|

Configure Condbons

The szan mns if the client device meetz any af the condition values you
zelect below, Select all acceptable values for the condition.

The zettingz lizted here depend on the scan package you are uzing.

Logon Point

Select Al Select Mone

< Back I Mext = I Cancel

5. Type the creation Day of the file you want as integer value.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a whale number for this property.

Scan package:

E stentrisFileScan

Property dezcnphon

Defines creation day of a file

Broperty walue:
20

tap ta Sean Hutput

< Back Hewt > Cancel

6. Type the creation Month of the file you want as integer value.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a whale number for this property.

Scan package:

E stentrisFileScan

Property dezcnphon

Defines the creation month of a given file

Broperty walue:
10

tap ta Sean Hutput

< Back Hewt > Cancel

7. Type the creation Year of the file you want as integer value.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a whale number for this property.

Scan package:

E stentrisFileScan

Property dezcnphon

Defines the creation year of a given file.

Broperty walue:
2007

tap ta Sean Hutput

< Back Hewt > Cancel

8. Type file path of the file you want as simple string.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a ztring walue for this property.

Scan package:

E stentrisFileScan

Property dezcnphon

Defines the Path of a given file. exC:A\ M yCompanyhstest tut

Broperty walue:
C:ADocuments and SettingshAdminiztratarsD eskiophE xample. doc

tap ta Sean Hutput

< Back Hewt > Cancel

9. Type file size of the file you want as long integer.
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x
.
CITRIX
|
Define Property to Yeslfy

The zcan checks the client device for the property settings pou configure
below. The settings listed here depend on the scan package vou are using.

Enter a string walue for this property.

Scan packapge:

E =tentrisFileScan

Property descripbon

Defines Size of a file in bytes

Property walue:
E450

tap to Seat Hutput

< Back I Eirizh I Cancel

10. When you are done, click Finish.
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8. EXTENTRIX EXTENDED REGISTRY KEY SCAN

SCAN DESCRIPTION

Scan Name: Extentrix Extended Registry Key.

Description: It allows IT administrators to create a list of data for the key registry value and check if any of

the client’s machines have one of these values. For example, IT administrators can create scan to verify

whether the client's machine name (stored in the registry) match any of its allowed list machine names.

This will reduce the need to create a scan for each machine name.

Parameters:
O Base Registry Key: specifies the base registry key.
0 Sub Key: specifies the sub key ex: Software\Extentrix.
0 Value Name: specifies the name of the value.
0 Value Type: specifies the type of the value.
0 Value Data list: specifies the data of the value, it’s a comma separator file contains data depend

on search type; it could be, REG_SZ - String, REG_BINARY - Binary, REG_DWORD - Double
Word.

Note: If the data is binary or dword, it should be written as hexadecimal
without space ex:05f47e.

Note: If the data is string, then the WILD CHARACTER (?,*) is supported as
well as the exact string.

Scan Output:

(0]

Allow Access - a Boolean output which indicates whether the key or the value is registered on the
client's machine or not.

TRUE -indicates that a given key/value is registered on the client's machine.

FALSE — indicates that a given key/value is not registered on the client's machine or contains

wrong information.
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0 License Status- a String output which indicates whether the scan is licensed or not.
TRIAL LICENSE - indicates that the scan has a trial license.
INVALID LICENSE —indicates that the scan hasn’t a license.

VALID LICENSE —indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access

will be false.
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INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES
To install a custom end point analysis scan package follow the following steps:

1. After opening Citrix Access Management Console, in the console tree select the
Endpoint Analysis node.

2. Right click any of the displayed scan packages categories and select Import scan
package from the drop down menu list.

PACitrix Access Management Console

=100 %]

File  Action Wiew Help

= | BEB2e R @

m Citrix Access Management Console

] alerts

{a Search Resulks

& 0o

Home My Yiews

B .

Search

Endpoint Analysis

& Overview

Common Tasks

Change display 3
Create scan group
Edit available conditions list

Import language pack.

Import scan package

Manage data sets
@ Logon Paints

5849 servers
E Gateway Appliances

Run discovery

4

Change display 3 ks—
Create scan group n endpoint analysis
4
Edit available conditions list a
Import language pack. ols
I| dge Center (2
Manage data sets eage Lenter
Run discovery 1 Scan packages allow you to create scans verifving specific properties
el application of client devices connecting to your network, such as the installed
All Tasks PP verzion of an antivirug software product.
i 2 Scans define the properties verified on the client device and the
e conditions underwhich the scan is run.
Refresh . . .
- 3 Rules contain zets of conditions defining when ta run the scan and
Help which property values to verify. Multiple rules can applyto a zingle

|

CiTRIX'

o

FCan.

Scan outputs contain information detected from the client device or
Boolean expreszzions indicating a true arfalse zcan result. Some scan
autputs can be used as conditions in other rules.

Fuolicies can uze Boolean scan outputs as filters, allowing you to grant

|Imp0rt a news scan package. Each package analyzes client devices For specific properties.

Also you can choose to insert the scan package to any scan category listed in the tree as
shown in the following picture:
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PACitrin Access Management Console

(ol |
File Action Wiew Help
= |@m e B @

-@ Cittix Access Management Console e o H a
Alerks @ lle ['gj - clTRlx
m Search Results Harne: My Views  Search CUStom scans L

] My Views [ Contents
% Licensing Common Tasks
- Diagnostic Facility - -
: Change displa » (
E@ Citrix Resources g D_ ¥
-2 Configuration Tools 3ave in by Views

\i,)There are no items to display,
i Access Gateway

Import scan package

CitrixAaC
[
4 e.so.urces Other Tasks
@ Policies
@. Logon Painks Customize display »

B Servers
; E Gateway Appliances
- Endpoint Analysis
I Ence o y Related Tools
@ Antivirus Scans
Lzl Browser Scans Citrix Knowledge Center 2
N

Delete scan group

Change display .
Sawve in My Views [T Launches extemal application 0 itemns

s
d/w  Import scan package
w

(3]
=
e

All Tasks 3
Wieww 4

Copy
Rename
Refresh

Help

CiTRIX'

Import a new scan package. Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.
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Select Scan Package File

Scans Included

2=

Laak ir: I |9 Extentrix E zzentialz Scan Package

- e ®ckE-

lﬂ ExtentrixComputerMapCheck,cab
lﬂ ExtentrixConnectionTypescan.cab
lﬂ ExtentrixCSACScan, cab

u ExtentrixFileScan. cab

u ExtentrixFiles'DatesScan. cab

lﬂ ExtentrixFiles'SizesScan. cab

H ExtentrixProcesshameCheck. cab
. ExtentrixExtendedregis
lﬂ Exkentrix3creen3awver scan. cab

lﬂ ExtentrixServicesCheckerScan. cab
lﬂExtentnxSmartBerserScan ForIE.cab
u ExtentrixSubnetDetectionScan, cab
u ExtentrixZoneslarmCheckerScan, cab

File name: IEHtEhtriHH eqgiztiykeyrScan.cab

Open

Files af type: I Package files [*.cab)

[
=

Cancel

It

The package will be displayed in the console as shown in the following picture:
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Scans Included

P Citrix Access Management Console

File Action Wiew Help

=10l x|

¢ | AEEkE B2

Cikrix Access Management Console
Alerts

m Search Results

@ My Wiews

l:] Licensing

@] Diagnoskic Facility

=] a Citriz: Resources

5 Configuration Tools

B Access Gateway

B Resources
@ Policies

@. Logaon Points

E Gateway Appliances
E--@ Endpoint Analysis
@. Antivirus Scans
@. Browser Scans
@. Custom Scans
Ll ritr
-2 Firewall Scans
-2l Machine Identification Scans
vz, Miscellaneous
@. Operating System Scans

& o

Home [y Wigws

Seatch

L ]
ExtentrixRegistryKeysS... C|TR!X

Common Tasks

Change display
Save in My Views
Create scan

Other Tasks

Customize display

Uninstall scan package

Related Tools

Citrix: Knowledge Center 05

[ Launches extemal application

rewy,

CiTRIX'

[ Contents

-

\i,)There are no items to display,

Oitems
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INSTALLING THE SCAN PACKAGE

Please follow the steps below to create scans and rules for the Extentrix Extended Registry Key Scan.

1. Select ExtentrixExtendedRegistryKeyScan to create scan for it, right click the icon and

choose Create Scan.

B citrix Access Management Console =1olx|

File Action View Help
&= | Bmke R @
m Citrix Access Management Console = . R
i s @ o 9. ixRegi CITRIX
] search Results Miie  (wlams She ExtentrixRegistryKeysS... 1
L 1y views & Contents
I;l Ll.censmg. " Common Tasks
; |£| D!agnostlc Facility Change display N - -
@ Citrix Resources i i
2 Configur ation Tools Saue in by Wigws :i‘l,)There are no items ko display.
' roess Gateway Create scan
B Citrikanc
[
14 ESOUTEES Other Tasks
{[Z] Policies —
5 Lagon Paints Customize display 4
B4 Servers Uninskall scan package
E Gateway Appliances
=35 Endpaint Analysis
@ ° o y Related Tools
@ Antivirus Scans
L2l Browser Scans Citrix Knowledge Center "
change display  » | | cFLaunches extemal application 0 items
Save in My Yiews
| an
¢ Al Tasks 3
Wiew 3
Copy
Refresh
Help
i "
CITRIX

Create a scan using the selected package. Each package analyzes client devices For specific properties,

2. Type a name for the scan:
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Creakte Scan

CITRIX

Define Scan Name

Provide a name for this zcan. Maming scans can help youw ta identify the
zcan outputs you want to uge az filkers when pou create policies.

3. Set the scan conditions:
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x
0
CITRIX
|
Select Condiions

Select the conditiohs pou want to configure to determing when the scan
launches. You configure the settings for each condition later in this wizard,

The conditionz lizted here depend on the scan package pou are using.

Awailable conditions:

[[] Client Device Regional Locale
2 | ogon Foint

Use Another Scan's Output = a Condition |

< Back I Mest » I Cancel

4. Type rule name and set rule conditions:
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zl
0
CITRIX
|
Define Rule

Rulez are a combined set of conditions under which a scan iz n.

For example, vour rule might be to uze Scan # when the client device iz running
Operating Spstem Y and Browser Yersion 2.

Y'ou can create multiple rules far ang scan.

Rulz name:
Rule 1

< Back I Hest » I Cancel
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x
CITRIX'
. ________________________________________________________________________|]

Configure Condtions

The zzan iuns if the client device meetz any of the condition wvalues vou
select below. Select all acceptable values for the condition.

The settings lizted here depend on the scan package you are using.

Dperating System

Conditian:

] Windioas 2000
[ *windoves 2003
] Windows 98
[l *windows ME
] Windows MT4
[ *windowes Yista
[ Windows XP

Select Hone |

< Back Mext = Cancel
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x
CiTRIX
_______________________________________________________________|

Configure Condbions

The zcan wing if the client device meets anw of the condition walues wou
zelect below. Select all acceptable values for the condition,

The settings listed here depend on the scan package you are uzing.

Logon Point

Conditior:

[ Other

Select Al Select Mone

< Back I Meut » I Cancel

5. Choose a base registry key from the list:
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L]
CIiTRIX

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Scans Included

x|

Select a walue for this propert,.

Scan package:
E stentrixE stendedR egistipkevScan

Property dezcnphon

Defines the Baze Registry Key.

Broperty walue:

HEEY USERS
‘HKEY CLURRENT LISER
HEEY_LOCAL MACHINE
HKEY CLASSES_ROOT

< Back et =

Cancel

6. Type the sub key to be checked.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a ztring walue for this property.

Scan package:
E stentrixE stendedR egistipkevScan

Property dezcnphon

Defines the Regstry Subkey. exSoftwarehr'ourCompanyhhduk ey,

Broperty walue:
S5 TEM\Caontral5et001 \Contral\ComputerM amehdctiveComputert ame

Map to Scan Qutput

< Back Hewt > Cancel

7. Type the Value Name if you will check the value or NULL if you will not.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a ztring walue for this property.

Scan package:
E stentrixE stendedR egistipkevScan

Property dezcnphon

Defines the Hame of the Y alue.

Broperty walue:
ComputerM amé

Map to Scan Qutput |

< Back Hewt > Cancel

8. Choose the Type of the data from the list:
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Select a walue for this propert,.

Scan package:
E stentrixE stendedR egistipkevScan

Property dezcnphon

Defines the Type of the Walue.

Broperty walue:

[

REG _DnwORD
REG_BIMARY

< Back et = Cancel

9. Define a data set using a comma delimited .csv file. To do that, click on New Data Set to
import the file. The file will have a list of valid value for the key “String or Binary or
Dword”.
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x
CiTRIX'
|

D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Select a data zet [zingle column] containing walues that are acceptable for this
property.

Scan package:
E stentrixE stendedR egistipkevScan

Property dezcnphon

Defines the Data Set of the Value. [ex."Firstlame" if string, ex.''Ofec45"
Hewradecimal |.

Broperty walue:
0 —

tap ta Sean Hutput |

Mew Data Set |

< Back Eirzh Cancel

10. A dialog box titled “New Data Set” will appear. Type a name for the new data set in
the first field then use Browse Button to locate the .csv file.

MNew Data Set

Enter a name for the data set;
IEDmputerN ameSet

Erter the path to & .csv file to provide an initial sst of data, Leave blank to create
an empty sindle-column data zet.

IE:"-.D ocuments and SettingssAdministratortiDesklophoustome ew. cav

Browsze... |

| aF. I Cancel
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11. After defining the data set, click Next.

x
-
CITRIX
|
D efine Property to Yenly

The zcan checks the client device for the property settings vou configure
below. The zettings listed here depend on the scan packade you are uzing.

Select a data set [zingle column] containing values that are acceptable for this
property.

Scan package:
EstentnzExtendedR egistykenScan

Property descripbon

Defines the Data Set of the Value. [ex"Firzthlame" if string, ex.''Ofecds"
Hewradecimal |.

tap to Sear Dutput |

MHew Data Set |

< Back Einizh Cancel

12.When you are done, click Finish.

Editing Extentrix Key Register Scan Data Set

You can edit the value of the set later after creating the data set to change values or
remove or add options. The following steps demonstrate how you can do that:

1. Right click Endpoint Analysis in the management console tree and select

Manage Data Set from the action menu.
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Pl Citrix Access Management Console o ] [

-

Ele Action Wiew Help

&= | A BEeR 2
Citrix Access Management Console = . N
(B At @ O 5. Endpoint Analysis CITR!X

{_a Search Results Home My Views  Search
& i Viaws F Overview
G s Common Tasks

{1 Diagnostic Facility

@ Citrix Resources

> Configuration Tools
) Access Gateway Edit available conditions list
CikrixAAC Import language pack
- Resources Irnport scan package
El% E:gs:sPoints Manage data sets

. @ SampleLogonPoint (Cefault)
7534 Sepvers
: E Gateway Appliances Other Tasks 4|

=¥ 4
E @ Mge display ¥ b on endpoint analysis

™ Create scan group = "
" Edit available conditions list L ] ﬁ
Tools > f}’

Change display 3
Create scan group

Run discovery

Import language pack

Impart scan package oviledge Center 2

Ma'—'a'ﬁ data sets 1 Scan packages allow you to create scans verifying
Ll Misce  Rum discovery specific propertias of client devices connecting to

extemnal application

.. ; your network, such as the installed version of an
&g oper: All Tasks 4 antiviruz software product.

. 2 Scanz define the properties verified on the client

=y ! device and the conditions under which the zcan iz
- run.

Refresh < 3 Rules contain sets of conditions defining when to

CITRIX' run the zean and which property values to verify.

H [ e T 1 P el i ot D T o R e

|« __ Hep

|Manage sets of data that vou maintain for use in scans |

2. A window titled “Data Sets” will appear. Select the data set you want to edit then
click Edit button.
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Dakta Seks

Lizted below are the data sets that contain property walues available for pou to uze

it 2canz:. Moaore..

Available data sets:

Scans Included

ALL &
AL gt
Certifizate

Computer ameSet
Fwfshdap
IEQphions
Lizkehal
MHEWTest

M el AW T ast?
Processes List
TestM ewllzerddS
|1&N custonmer

M ew

Edit... Delete

Certificatesid aE

Cloze |

3. A window titled “Edit Data Set” will appear.
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Edit Data Set

Current data zet values:

M ame |
EXTENTRI="
(EPAYScan’
Test?Reg
ExtendedR egistruk.ey

Ingert. . Edit Bemowve |

| k. I Cancel

Note: You can use string with wild character (?,*) as well as exact string .

4. In this dialog box, you can insert a new value, edit an existing value or remove

unwanted value, then click OK.
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9. EXTENTRIX WORKING HOURS SCAN

SCAN DESCRIPTION
Scan Name: Extentrix Working Hours Scan.

Description: Extentrix Working Hours Scan by Extentrix Systems will empower administrators with the
ability to allow users an access to company resources at predefined Working Hours, so Administrator can
predefine working hour (12:15 — 23:55) if user connects to company during this time then the access will
be accepted, but if he/she tries to connect in any invalid time then a warning message appears and the
access will be denied.

Parameters:
0 Working Hours Start at: Defines the start time in 24 formats (HH:MM).
0 Working Hours Finish at: Defines the finish time in 24 formats (HH:MM).

0 Warning Message: A string value represents a warning message that will be displayed if user had
accessed the company’s web site outside predefined working hours.

Scan Output:

0 Allow Access- a Boolean output which indicates whether the file you specified matches the client
environment or not.

TRUE - indicates that user connected to company at predefine working hours.
FALSE — indicates that user connected to company at invalid time.
0 License Status- a string output which indicates whether the scan is licensed or not.
Trial License — indicates that the scan has a trial license.
Invalid License — indicates that the scan hasn’t a license.

Valid License —indicates that the scan is licensed.

Note: If the license status has an invalid license value, the allow access
| will be false.
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Scans Included

INSTALLATION AND CONFIGURATION

IMPORTING SCAN PACKAGES

To install a custom end point analysis scan package follow the following steps:

1.
Endpoint Analysis node.

2.
package from the drop down menu list.

PACitrix Access Management Console

File  Action Wiew Help

After opening Citrix Access Management Console, in the console tree select the

Right click any of the displayed scan packages categories and select Import scan

=100 %]

= | BEB2e R @

m Citrix Access Management Console

@ @ D -

Endpoint Analysis

! {E Alerts
-] Search Results Home My Views Search
@ My Yiews
D Licensing Common Tasks
: {1 Diagnostic Facility Changs dislay ;

Citrix Resources
{2 Configuration Tools
o Access Gateway
CitrixAaC
B‘ Resources
[T Policies
@ Logon Paints
5849 servers
E Gateway Appliances

Create scan group

Edit available conditions list
Import language pack.
Import scan package
Manage data sets

Run discovery

Change display 3 ks . .
Create scan group n endpoint analysis

4
Edit available conditions list a

Import language pack.
Import scan pe ]

Ilzols
ledge Center 02

Manage data sets
Run discovery

All Tasks » tetmial application
Wiew 3

Copy

Refresh

Help

- — CITRIX'

& Overview

M

75

o

Scan packages allow wou to create scans verifving specific properties
of client devices connecting to your network, such as the installed
vergion of an antiviruz software product.

Scans define the properies verified on the client device and the
conditions underwhich the scan is run.

Rules contain etz of conditions defining when to run the scan and
which property values to verify. Multiple rules can applyto a zingle

FCan.

Scan outputs contain information detected from the client device or
Boolean expreszzions indicating a true arfalse zcan result. Some scan
autputs can be used as conditions in other rules.

Fuolicies can uze Boolean scan outputs as filters, allowing you to grant

|Imp0rt a news scan package. Each package analyzes client devices For specific properties.

Also you can choose?? to insert the scan package to a specific scan package group as shown

in the following picture:
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Scans Included

PACitrin Access Management Console

File Action Wiew Help

=10 ]

= | BE E=e | @

-@ Citrix Access Management Console
Alerks
m Search Resulks
@ My Views
I:] Licensing
--f#] Diagnostic Facilicy
E@ Citriz Resources
[ Configuration Tools
i Access Gateway
CikrixAAC
B Resources
{[Z] Policies
Logon Poinks
B Servers
E Gateway Appliances
E@ Endpaint Analysis
@ Antivirus Scans
@ Browser Scans
SN

Change display
Sawve in My Yiews

Impart scan package

ETETETED

All Tasks
Wieww

Copy
Rename
Refresh

Help

R

Home My Yiews Search

Custom Scans

CiTRIX'

Common Tasks

Change display »
Save in My Views
Import scan package

Other Tasks

Customize display »
Delete scan group

Related Tools

Citrix Knowledge Center 02

[ Launches extemal application

F Contents

-

\i,)There are no items to display,

aaal

0 items

CiTRIX'

Import a new scan package. Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Double click on the (.cab)

file which contains the Scan.
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Select Scan Package File

Scans Included

7] ]

Laak ir: I |1 Estentrix E zzentials Scan Package_s

-] e ®ckE-

@ ExtentrixComputerMapCheck,cab
@ ExtentrixConnectionTypescan.cab
ﬁ ExtentrixCSACScan, cab

@ ExtentrixExtendedRegistrykevscan.cab
@ ExtentrixFileScan.cab

@ ExtentrixFiles'DatesScan. cab

@ ExtentrixFiles'Sizesscan. cab

@ ExtentrixIPAddressScan, cab

@ ExtentrixMaCaddressscan. cab

@ ExtentrixProcessMameCheck.cab
ﬁ ExtentrixReqistrykey3can.cab

@ ExtentrixScreenSaverscan.cab

E; @ ExtentrixServicesCheckerScan. cab

Mo Computer @ ExtentrixSubnetDetectionScan, cab
WL OMmpLUie
' : . Exkentr

My Documents

orkingHoursScan. cab

@ ExtentrixZonedlarmCheckerScan. cab

File name: IE:-ctentri:-:Wu:urkingH-:uursSu:an.-:aI:- j Open
Filez of type: IF'aI:kage files [* cab) j Cancel |
P

o

The package will be displayed in the console as shown in the following picture:
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[CETx]

Access

File Action ‘iew Help

= S =

@ »C}Fcess Gateway d 2 : = ) .
CHIRAAC ¢ B 3. ExtentrixWorkingHoursScan CITR!X

) Resources Home My.\fiews Search
{Z] palicies [ Contents
G EUH Puints Common Tasks
i New "
Change displa 3
{8 SampleLogonPoint (Default) 5 clspa

Savain My Views yThErE are no items to display.

i Servers
&= cateway Appliances Create scan
E"& Endpoint Analysis
@ Antivirus Scans
{22 Browser Scans
@ Custom Scans
-t} ExtenrixClientRegistrationscan Urinstall scan package
@ ExtentrizAYScan

g ExtentrixClientCertificateScan

@ ExtentrixComputerMapCheck.

@ ExtentrixConnectionTypeScan

{2 ExtentrixCSACScan

@ ExtentrizExtendadRegistrykeyscan
[g) ExtentrixFileSean

L) ExtentrixFilesDatesScan

[} ExtentrixFiles'Sizes5ean

@ ExtentrixFWscan 0 items
g ExtentrixIPaddressscan

@ ExtentrizMACAddressScan

[} ExtentrixProcesshameCheck.

@ ExtentrixRegistrykeyocan

Lol ExtentrixsafetyScan

@ ExtentrixSereenSaverScan

Ll ExtentrixServicesCheckerScan
@ ExtentrixSmartBrowser Scan-For[E
@ ExtentrixSubnetDetectionscan
@ ExtentrixUserCptionAvScan

@ ExtentrizUserOptionFWScan

Other Tasks

Customize display ]

Related Tools

Citrix knowledge Center o2

[ Launches extemal application

s

@ ExtentrixZonedlarmCheckerScan
{2 Firewall Scans
{22} Machine Identification Scans e

E Miscellangous ﬂ

CiTRIX'

© Copyright 2008-2009 Extentrix Systems. Pagel44



Extentrix Essentials Scan Package

Scans Included

INSTALLING THE SCAN PACKAGE

Please follow the steps below to create scans and rules for the Extentrix Working Hours Scan.

1.

Eile

Select Extentrix Working Hours Scan to create scan for it, right click the icon and choose

Create scan.

Acces:

nagement Console

Action  Wiew  Help

[C[51x]

5 amEBe B 2E

Access Gateway

CikrizAac

(} Resources

= {[L] Policies

=)/ Logon Paints

Mew

SampleLogonPoint {Default)
5" Servers

E Gateway Appliances

E-{f} Endpoint Analysis

[#-fag} Antivirus Scans

[-faz) Browser Scans

L Custom Scans

[]--@ ExtenrizClisntRegistrationscan
-y ExtentrixdiScan

-2 ExtentrixClientCertificateSean

[+ @ ExtentrixComputerMapCheck
[]--@ ExtentrixConnectionTypeScan
-l ExtentrixCSACScan

-2 ExtentrixExtendedRegistryKeyScan
[+ @ ExtentrixFileScan

[]--@ ExtentrixFiles'Datesscan

(-l ExtentrixFiles'SizesSean

1142 ExbentrizFiWSean
[E
£
£
£
[E
£
£
£
[E
£
£

3} @ ExtentrixIPAddressscan
it ExctertriMACAddresssean

+]- 8 ExtentrixProcesshameCheck
]--@ ExtentrixReqgistrykeyScan

] @ Extentrixsafetyscan

]--@ ExtentrixScreensaverscan
+]-fh ExtentrixServicesCheckerScan
+- (52 ExbentrizSmartBrowserScar
) @ ExtentrixsubnetDetectionS:
]--@ ExtentrixUserOptionayScar
H- 2 ExtentrixUserCptionFiSca

2.

All Tasks
-l ExctentrivZonedlarmChecke! View
(#-faz Firewall Scans ~
[#-faz} Machine Identification Scan SAPY:
-zl Miscellaneous Refresh
B — . _ -

Help

Type a name for the scan:

© Copyright 2008-2009 Extentrix Systems.
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Home My.\diaws Search

ExtentrixWorkingHoursScan

CiTRIX'

Common Tasks

Change display 3
Save in My Yiews
Create scan

Other Tasks

Custamize display ¥

Uninstall scan package

Related Tools

Citriz Knowledge Center 2

[ Launches external application

Change display  »
Save in My Views

[3

Eaa

CiTRIX'

F Contents

yThere are no jtems to display.

0 items

Pagel45




Extentrix Essentials Scan Package Scans Included

Create Scan

CITRIX'

Define Scan Mame

Provide a name for this scan. Maming zcans can help pou to identify the
gcan outputs pou want to use as filters when you create policies.

3. Set the scan conditions:
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x
.
CITRIX
|
Select Conditions

Select the conditions wau want ta confiqure o determing when the scan
launches. You configure the zettings for each condition later in this wizard,

The conditions listed here depend on the scan package pou are uzing.

Awailable conditions:

[] Chent Device Regional Lozale
#3k Logon Foint

e dnother Scan's Jutput az a Condition |

< Back I Medt » I Cancel
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4. Type rule name and set rule conditions:

ﬂ
0

CITRIX

|
Define Rue

Rules are a combined set of conditions under which a scanis run,

Far example, vour rule might be to use Scan  when the client device iz running
Operating System %" and Browser Wersion 2.

“ou can create multiple rules for any scan.

Riule name:
Fiule 1

< Back I Mewt » I Cancel
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ﬂ
CITRIX
I —

Configure Condbions

The zzan runz if the client device meets amy of the condition values you
zelect below, Select all acceptable walues for the condition,

The settings izted here depend on the scan package you are using.

Dperating System

Condition:

[w] "Windows 2000
[w] "Windows 2003
[w] Windows 98
[w] Windows ME
[w] "Windows MT4
[w] "windows Vizta
[w] Windows <P

Select Mone |

< Back Mewut » Cancel
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x
L]
CiTRIX
|

Configure Condbons

The szan mns if the client device meetz any af the condition values you
zelect below, Select all acceptable values for the condition.

The zettingz lizted here depend on the scan package you are uzing.

Logon Point

Select Al Select Mone

< Back I Mext = I Cancel

5. Type the Working Hours Start at (in 24 Format HH:MM).
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Creakte Scan |

.

CiTRIX

T
D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a ztring walue for this property.

Scan package:

E stentrigtwforkingHoursScan

Property dezcnphon

Defines the Start time in 24 format [HH: k]

Broperty walue:
[12:34

Map to Scan Qutput

< Back Hewt » Cancel

6. Type the Working Hours Finish at (in 24 Format HH:MM).
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Creakte Scan |

.

CiTRIX

T
D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a ztring walue for this property.

Scan package:

E stentrigtwforkingHoursScan

Property dezcnphon

Defines the Finizh time in 24 format [HH: k]

Broperty walue:
| 1258

Map to Scan Qutput

< Back Hewt » Cancel

7. Type Warning Message.
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Creakte Scan |

.

CiTRIX

T
D efine Property to Venfy

The scan checks the client device for the property settings vau configure
below. The settings lizted here depend on the scan package you are wzing.

Enter a ztring walue for this property.

Scan package:

E stentrigtwforkingHoursScan

Property dezcnphon

& shing walue represents a waming meszage that wil be displayed if user had
accezzed the company’s web site outzide predefined warking baurs.

Broperty walue:
"You access the company resource at wiong time; please try again at wwalid timel

Map to Scan Qutput

< Back Einizh Cancel
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SUPPORT

Support for Extentrix Essentials Scan Package is available at Extentrix Forum

For any support issues, please email your questions or problems to: support@extentrix.com
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Extentrix Essentials Scan Package Glossary

GLOSSARY

Endpoint analysis A process that scans a client device and detects
information such as the presence and version level of operating
system, antivirus, firewall, or browser software. Endpoint analysis can
verify that the client device meets your requirements before allowing
it to connect. This information can be included as a filter within a
policy to determine the appropriate level of access to corporate
resources.

Endpoint Analysis Client An ActiveX control or a browser plug-in used
to discover information about a device’s configuration (such as the
operating system, antivirus pattern, and so on).
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Endpoint analysis, 158

Endpoint Analysis Client, 158
Extentrix File Scan, 104

Extentrix Files’ Dates Scan, 70
Extentrix Files’ Size Scan, 87
Extentrix Process Name Check, 6
Extentrix Registry Key Scan, 24, 121
Extentrix Screen Saver Scan, 41

Extentrix Services Checker Scan, 54

Importing scan packages, 7, 26, 42, 55, 71, 88, 105, 123, 143
Installing the scan package, 12, 30, 46, 59, 75, 93, 110, 127, 148

Introduction, 5
Parameters, 6, 24, 41, 54, 70, 87, 104, 121, 142

Scan Output, 6, 24, 41, 54, 70, 87, 104, 121, 142

support, 157
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ABOUT EXTENTRIX

Founded in 2006, Extentrix Systems is a leading software development company specializing in
virtualization and developing custom software solutions for Microsoft and Citrix customers. Established by
former software engineers at Citrix, Extentrix have developed access solutions that simplify and speed
users’ access to Terminal Services and Citrix platforms.

Extentrix Systems is privately held with company headquarters in RAK, UAE. For more information, please
visit the company’s Web site at www.extentrix.com or call +971-4-208-8496.

For additional support in writing new scan packages or customizing the current one, please contact
Extentrix at info@extentrix.com or by visiting the company’s home page at http://www.extentrix.com/.

© Copyright 2008-2009 Extentrix Systems. Pagel57


http://www.extentrix.com/
http://email.accountsupport.com/horde/services/go.php?url=http%3A%2F%2Fwww.extentrix.com%2F

	NOTICE
	TABLE OF CONTENTS
	INTRODUCTION
	SCANS INCLUDED INSIDE EXTENTRIX ESSENTIALS SCAN PACKAGE 
	1. EXTENTRIX PROCESS NAME CHECK SCAN 
	SCAN DESCRIPTION
	INSTALLATION AND CONFIGURATION
	IMPORTING SCAN PACKAGES
	INSTALLING THE SCAN PACKAGE


	2. EXTENTRIX REGISTRY KEY SCAN 
	SCAN DESCRIPTION
	INSTALLATION AND CONFIGURATION
	IMPORTING SCAN PACKAGES
	INSTALLING THE SCAN PACKAGE


	3. EXTENTRIX SCREEN SAVER SCAN
	SCAN DESCRIPTION
	IMPORTING SCAN PACKAGES
	INSTALLING THE SCAN PACKAGE


	4. EXTENTRIX SERVICES CHECKER SCAN
	SCAN DESCRIPTION
	INSTALLATION AND CONFIGURATION
	IMPORTING SCAN PACKAGES
	INSTALLING THE SCAN PACKAGE


	5. EXTENTRIX FILES’ DATE SCAN
	SCAN DESCRIPTION
	 INSTALLATION AND CONFIGURATION
	IMPORTING SCAN PACKAGES
	INSTALLING THE SCAN PACKAGE


	6. EXTENTRIX FILES' SIZES SCAN 
	SCAN DESCRIPTION
	INSTALLATION AND CONFIGURATION
	IMPORTING SCAN PACKAGES
	INSTALLING THE SCAN PACKAGE


	7. EXTENTRIX FILE SCAN  
	SCAN DESCRIPTION
	INSTALLATION AND CONFIGURATION
	IMPORTING SCAN PACKAGES
	INSTALLING THE SCAN PACKAGE


	8.    EXTENTRIX EXTENDED REGISTRY KEY SCAN 
	SCAN DESCRIPTION
	INSTALLATION AND CONFIGURATION
	IMPORTING SCAN PACKAGES
	INSTALLING THE SCAN PACKAGE


	9.  EXTENTRIX WORKING HOURS SCAN
	 SCAN DESCRIPTION
	INSTALLATION AND CONFIGURATION
	IMPORTING SCAN PACKAGES
	INSTALLING THE SCAN PACKAGE



	SUPPORT
	GLOSSARY 
	INDEX

