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Extentrix Client Verification Scan Package Introduction

INTRODUCTION

Extentrix Client Verification Scan Package extends your ability as an administrator to verify the identity of
the user and the client’s machine. It consists of the following files and scan packages:

1. Distributed File:
=  EPAClient.exe

= Append.txt

2.Scan Packages:

= Extentrix Client Certificate Scan

= Extentrix Client Registration Scan
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SCANS INCLUDED INSIDE EXTENTRIX CLIENT VERIFICATION SCAN PACKAGE

Extentrix Client Verification Scan Package contains two Scans inside it. We are going to explain in more
details a description about each scan package; detailed description of the parameters required when
creating scans out of each scan package, how to install scan package using Citrix Access Management
Console and how to create scans and specifies rules for each created scan by using the parameters
available.

1. EXTENTRIX CLIENT CERTIFICATE SCAN

SCAN DESCRIPTION
Scan Name: Extentrix Client Certificate Scan.

Description: Scans the client machine and checks if a list of certificates were installed on the machine or
not.

Parameters:

0 Certificates map: Double-columned data set; the first column has a search text string that
represents the text to be searched for, the second column has a store string that represents the
path where the certificate was stored in. The file might contain more than one set of data.

0 Searching Method: Defines the Method which will be used to check for the certificate. There are
two methods:

» Searching by Issuer.
» Searching by Subject.

Scan Output:

0 Allow Access: A Boolean output which indicates whether the list of certificates are installed or
not.

True: Indicates that all certificates in the list are installed on the client’s machine.
False: Indicates that at least one certificate is not installed on the client’s machine.
0 License Status: A string output which indicates whether the scan is licensed or not.

Trial License: Indicates that the scan has a trial license.
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Invalid License: Indicates that the scan is expired or it doesn’t have a license.

Valid License: Indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
will be false.
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Scans Included

INSTALLATION AND CONFIGURATION

IMPORTING EXTENTRIX CLIENT CERTIFICATE SCAN

To install a custom end point analysis scan package follow the steps below:

1.
Analysis no

2.

P citrix Access Management Console

File  Action %iew Help

de.

Start Citrix Access Management Console. In the console tree select the Endpoint

Right click and then select Import scan package from the pop-up menu that shows up.

=101 x|

&= |EHEEBEE @@ m

@ Cittix Access Management Consale

: {E Alerts

[ Search Results

& B 0.

@ My Views
D Licensing

li"] Diagniostic Facility
= @ Citrix Resources
{7 Configuration Tools
o Access Gakeway
CitrizABC
{4 Resources
{[Z] Palicies
@. Logon Paints
B4 Servers
E Gateway Appliances

Change display
Create scan group
Edit awailable conditio

Import scan ps
Manage data sets
Run discowvery

Je

Import language pack

Create scan group

Edit available conditions lisk
Import language pack.
Import scan package
Manage data sets

Fun discovery

ks
N endpoint analysis
ns list

Fl ols

edge Center o5

temnal application

All Tasks 3
View 3
Copy

Refresh

Help

| |

L]

CITRIX'

N,

M

(3%

o

Home My_\u'iews Search Endpo"'t AnaIYSIS
[ Overview
Common Tasks
Change display ]

Scan packages allow you to create zcans verifving specific properies
of client devices connecting to vour network, such as the installed
wergion of an antivirus software product.

Scansz define the properies verified on the client device and the
conditiohs underwhich the scan is run.

Rules contain setz of conditions defining when to run the scan and
which property values to verify. Multiple rules can applyto a zingle
scan.

Scan outputs contain information detected from the client device or
Boalean expresszions indicating a true orfalze scan result. Some scan
outputs can be used as conditions in other rules.

Folicies can use Boolean scan outputs as filters, allowing you to grant

|Im|30rt a new scan package. Each package analyzes client devices for specific properties.
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Scans Included

Note: You have the choice to insert the scan package in a specific scan package group; first select the
desired group, then right click and select Import scan package from the pop-up menu that
shows up as shown in the following screen shot.

P Citrix Access Management Console
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Other Tasks

Customize display ]

Delete scan group
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Citrix Knowledge Center i
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CiTRIX'

F Contents

-

:i},)There are no items to display,
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Impart a new scan package. Each package analyzes client devices for specific properties.

3. Adialog box titled “Select Scan Package File” will appear. Select the (.cab) file which
contains the Extentrix Client Certificate Scan.
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Look in: Iﬁ E stentrix Verification Scan Package j L £k Ef-
u ExtenrizClientReqgistrationScan. cab
. E> i
File hare: IE:-:tentri:-:EIientEertificateS cah.cab j Open
Files of type: IF'ackage files [*.cab] | Cancel /l
4

After selecting the ExtentrixClientCertificateScan.cab, it will appear in the console pan as
shown in the following screen shot.
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P4 Citrix Access Management Console

File  Action Wiew Help
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CREATING SCANS

To create a new scan using ExtentrixClientCertificateScan package, follow the steps below:

1. Select ExtentrixClientCertificateScan item to highlight, right click and then choose
Create Scan from the pop-up menu that shows up.
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View 3
Copy
Refresh
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Help CITRIX
—

Create a scan using the selected package. Each package analyzes client devices for specific properties,

2. You have to provide a name for the created scan to refer to it later. So, in the next
dialogue box define scan name- for example let us name it Scan- then click next to
select conditions upon which the scan will launch.
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ﬂ
.
CITRIX
|
Define Scan Hame

Pravide a name for thiz scan. Naming scans can help you to identify the
zcan outputs you want to uge as filkers when pou create policies.

Scan name:

Heut » I Cancel

3. Select scan conditions that apply to your scan and click Next.
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1I
0
CiTRIX
|
Select Condibions

Select the conditionz you want to configure to determine when the scan
launches, You configure the zettingz for each condition later in thiz wizard,

The conditionz lizted here depend on the scan package you are wsing.

Awailable conditions:
[] Client Device Regional Locale
™k Logon Point

Usze dnother Scan's Dutput az a Condition |

< Back I Mewt = I Cancel

4. Now, we have to define the set of conditions under which the scan will run. These set of
conditions are called rule. We have to provide a name for the rule to refer to it, let us
say Rule 1. Then click Next.
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x|
CiTRIX
|

D efine Rule
Fiules are a combined set of conditions under which a scan iz run.

For example, wour rule might be to uze Scan = when the client device iz running
Operating System Y and Browser Yersion 2.

You can create multiple rules for any scan.

Rule narne:
Fule 1

< Back I Mext > I Cancel

5. The first condition to configure is the type of the Operating System(s) in which the scan
will be used for, let us say Windows XP.
Then click Next.
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x|
L]
CITRIX
|

Configure Cornditions

The zcan runz if the client device meets any of the condition walues you
zelect below. Select all acceptable walues for the condition.

The settings listed here depend on the scan package you are using.

Operating System

Candition:
] "Windows 2000
] “Windows 2003
] “Windows 98

] "Windows ME

] Windowes MT4
] Windows Wista

Select Al Select Mohe

< Back I Mext > I Cancel

6. The second condition to configure is to select the logon point.
Then click Next.
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ﬂ
.
CITRIX
|
Configure Conditions

The zzan runz if the client desvice meets any of the condition walues you
zelect below, Select all acceptable values for the condition,

The zettings listed here depend on the scan package you are using.

Logon Point

[] Other

Select all Select Mong

< Back I Hemt » I Cancel

7. At this point, we are going to define the properties that are used by the scan. The first
property is to define a data set (map); this data set contains a set of records, in which
each record has two fields of data which are: Search text and Store, these data specify
the certificate that we would search for in the client. The data set will be provided from
a CSV file that was prepared before in advance. To load data set, click on New Data Set.
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X
-
CITRIX
|

D efine Property to Venfy
The scan checks the client device for the property settings you configure
below. The settings listed here depend on the scan package you are using.

Select a mapping data et [two columns] containing mapped values that are
acceptable for this property.

Scan package:

EztentrisClientCertificateScan

Property descripbon

Double-columned data set, each one of its records has a Search text and Store
pair

Property value:
T~ |
e to Scan Dutput |

Mew Data Set |

< Back I et I Cancel

8. Adialog box titled “New Data Set” will appear. Type a name for the new data set in the
first field and use Browse Button to locate the CSV file and then click OK.

Mew Data Set

Enter a name for the data set;
IEertificate

Enter the path to a .cav file to provide an initial set of data. Leave blank to create
an empty zingle-column data zet.
C:ADocuments and SettingshadministratorhDesktophCertificatebAP. cev

k. Cancel
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9. After defining the data set, click Next.

x
0
CITRIX
|
Define Property to Yenly

The zcan checks the client device for the property settings vou configure
below. The settings listed here depend on the scan package you are wzing.

Select a mapping data set [two columng] containing mapped values that are
acceptable for thiz property.

Scan package:

E stentrizClientCertificateScan

Property descripbon

Double-calumned data set, each one of its records has a Search text and Stare
pair

Froperty walue;

tap to Sear M utmut |

Mew D ata Set |

< Back Hest » Cancel

© Copyright 2008-2009 Extentrix Systems. Page 18



Extentrix Client Verification Scan Package Scans Included

10. For the Search Text, you can specify the search method to use. Select one from the two
values: search by Subject or search by Issuer.

x
L]
CITRIX
|

D efine Property to Yenfy

The zcan checks the client device for the property settings vou configure
below, The settings listed here depend on the scan package you are uzsing.

Select a value for thiz property.

Scan package:

ExtentrisClientCertificateScan

Property descripbornc

Defines the Method will be uzed to check for the certificate.

Eroperty value:

|ssuer
Subject

< Back Einizh Cancel

11. When you are done, click Finish. Now you are ready to use IE browser scan.
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EDITING EXTENTRIX CLIENT CERTIFICATE SCAN DATA SET

You can edit, delete or insert a value to data set. The following steps demonstrate how you can do that:

1. Right click Endpoint Analysis in the console tree and select Manage Data Set from the
pop-up menu that shows up.

PA citrix Access Management Console ;Iglll

File  Action Yiew Help

=] = A e
Citrix Access Management Console Py H .
{E] dlerts @ O . Endpoint Analysis CITR!X

{5 search Results Home My Views Search
& Ve [ Overview
l:l Licensing Common Tasks

4] Diagnostic Facilicy

Change displa 4
@ Citriz Resources i pay

Create scan group
Edit available conditions list

Import language pack
B‘ Resources
{[T] Policies
E@. Logon Paoints

[ @ SampleLogonPoint (Default)

Import scan package
Manage data sets
Run discovery

m,j‘-' Servers 7
E Gateway Appliances Other Tasks 4|
- TS —
M Change display ¥ b on endpoint analysis
i Create scan group
Edit available conditions list
Import language pack Tools
Import scan package owledge Center &
Manage dat 1 Scan packages allow you to create scans verifving

Run discovery specific properties of client devices connecting to

extemal application

[-Haz) Oper: your netwark, such as the installed version of an
“ Al Tasks 4 antivirus software product.
i N 2 Scans define the properties verified on the client
Hew device and the conditions underwhich the scan is
Gy run.
Refresh 3 Rules contain sets of conditions defining when to

- . .
’ run the zcan and which property values to verify.
CITRIX .

hdiiltinla vilas ~am annbete 2 cinala cman

o Heb

|Manage sets of data that you maintain for use in scans |

2. Awindow titled “Data Sets” will appear. Select the data set you want to edit then click
Edit button.
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Data Sets

Lizted below are the data sets that contain property walues available for you to uze
in zeans. More.

Avalable data sets:

Mew... Edit... Delete

Cloze |

3. Awindow titled “Edit Data Set” will appear.

Edit Data set

Current data zet values:

Mame | Walue |
CH=Genernic Roaot Trust ... ROOT

Inzert... Edit Eemowve

Cancel |

4. In this dialog box, you can insert a new value, edit an existing value or remove unwanted
value, then click OK.
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HOW TO USE SEARCHING METHODS BY EXTENTRIX CLIENT CERTIFICATE SCAN

You should provide 3 items:
® Search Criteria.
® Search String.

® Store Name.

Searching Criteria
You have the ability to check for a certificate using two search methods:

1) By Issuer:

e Issuer exact string: You must provide the exact issuer string (see Important Notes).

e Issuer substring: You can provide a substring from issuer string and put (*) at the
end of substring (see Important Notes).

2) By Subject:

e  Subject Exact string: You must provide the exact subject string (see Important
Notes).

e Subject substring: You can provide a substring from subject string and put (*) at the
end of substring (see Important Notes).

The data set might contain more than one set of data (Rows). Each row of data represents the search
criteria for a certificate which the client searches for. The data contained in each row are: The first data is
the search string which might be certificate issuer or certificate subject, the second data is the store name
where the certificate is located in the client. Example on that is illustrated below:
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1) Search String, which can be:
e  Complete Exact String ex (C=GB, O=ViaCode, OU=CA Data, OU=CA1).

e  Substring ex (Microsoft*).

2) Store Name, which can be (CA, MY, ROOT, SPC)
° Each user has a MY certificate store which contains his/her personal certificates.
e  The ROOT store contains certificates of the most trusted certification authorities.
e The CA store contains less frequently used certification authorities.
e  The SPC stands for Software Publisher Certificate.

. The Address Book store contains other people's certificates.
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Important Notes:

1) If you choose to search by exact matching either for Issuer or Subject;

e You have to insert string in a format exactly like this:

C=GB, O=ViaCode, OU=CA Data, OU=CA 1

Note: Make sure that there are no spaces around the equal sign. Add a space after the
comma.

e  Parts of the exact string are inserted from bottom up:

Ex: if the original string in a certificate is:

OU=CA1

OU=CA Data

O=ViaCode

C=GB

You should insert it like this:

C=GB, O=ViaCode, OU=CA Data, OU=CA 1

2) If you choose to search by Substring matching either for Issuer or Subject:

e You have to put a (*) just after the substring.
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BUILDING THE MAP FILE FOR EXTENTRIX CLIENT CERTIFICATE SCAN

The map file is a .csv file format. We use Microsoft Excel to build up map files due to its simplicity.

We will demonstrate building the map by examples. The figure below shows a screen shot of an area from
an excel sheet where we have entered three values for the map file.

-
E3 Microsoft Excel - Certificates Map.xls

@_1 File Edit ‘iew Insert  Formak  Tools Daka  Window  Help
NESHR @B B9z -0 /i
A1 - # Microsoft Root™
A BE | ¢ | D | B

1 IMicrosoft Root® _RDDT

2 |Ch=Generic Root Trust CA  ROOT

3 |%eriSign Commercial® ROOT

4

":I

To do the same, follow the steps below:
1. Start Microsoft Excel.
2. Incolumn Arow 1 type the search text you want to check for.

3. Incolumn B row 1 type the root of the certificate to be checked for. Repeat the same steps
for other values.

4. After typing all of your certificates select File -> Save

5. Inthe Save dialog box, type a name for the map file in File Name field and in Save as Type
field make sure it is in the format CSV (comma delimited).

6. Now you are ready to use the map file in Extentrix Client Certificate Scan.

© Copyright 2008-2009 Extentrix Systems. Page 25



Extentrix Client Verification Scan Package Scans Included

Note 1: Building a map file can be done by using other softwares like Note Pad. If you want to use the
Note Pad, make sure that the values are comma delimited and the extension of the file is .csv as

shown below.

[ Certificates Map.csv - Notepad
File Edit Format “iew Help

Microsoft Rootw, ROOT
CM=Generic RoOOT Trust CA,ROOT
wWerisign Commercial®, ROOT
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2. EXTENTRIX CLIENT REGISTRATION SCAN

SCAN DESCRIPTION

Scan Name: Extentrix Client Registration Scan.

Description: This scan is used to grant user access if he agrees on a nondisclosure agreement. After that

he will be allowed to access the corporate resources for a certain number of days. This period of time can

be renewed as the administrator determined. For example, the administer can allow a user to try an
application for 2 days and after that his access will be denied.

Parameters:

(0]

Agreement Message: a String of characters makes the text of the agreement, which the
Administrator wants the end user to accept before granting him access to the company
resources.

Hidden Value: a String value which is specific to each user used to save the acceptance status of
the user. This value is hidden from the user and saved internally by Extentrix scan to ensure that
the user has accepted the company’s agreement.

Agreement Maximum Allowed Days: an integer value holds the maximum numbers of days in
which the client is allowed to access corporate resources starting from the acceptance day of the
agreement.

Allow Renew: a Boolean value when it is true, it means that the user is allowed to register again
and use the corporate resources for another period of time.

Renew Times: an integer value represents how many times the user is allowed to renew the
registration.

Renew Days: an integer value represents how many times the user will be registered after
renewing action.

Expire Warning Message: a text represents a warning message that will be displayed to alert the
user when his access is about to expire.

Expire Warning Message Allowed Days: an integer value determines after how many days from
granting access, the user will receive the warning message.
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0 Expired Message: a String value represents the message text that will be displayed after the
user’s registration is expired.

Scan Output:

0 Allow Access: a Boolean output which indicates whether the user has a valid registration or not.

True: Indicates that the client has a valid Client Registration.
False: Indicates that the client does not have a valid Client Registration.

0 License Status: a String output which indicates whether the scan is licensed or not.
Trial License: Indicates that the scan has a trial license.

Invalid License: Indicates that the scan does not have a valid license.
Valid License: Indicates that the scan is licensed.

Note: If the License Status has an Invalid License value, the Allow Access
‘ will return false.
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INSTALLATION AND CONFIGURATION

INSTALLING SCAN PACKAGE

To install a custom end point analysis scan package, follow the steps below:

1.

2.

Start Citrix Access Management Console. In the console tree select the Endpoint

Analysis node.

Right click any of the displayed scan packages categories and select Import scan

package from the pop-up menu list that appears.

B citrix Access Management Console

File  Action

Yigw  Help

=10l x|

& = |[Em| e

LANERE Y c:

{E Alerts

{_a Search Results
E‘ My Yiews

l:] Licensing

f#] Diagnostic Facility
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All Tasks
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temnal application

Wiew

Copy
Refresh

Help
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& Overview

5

1 Scan packages allow you to create scans verifving specific properties
of client devices connecting to yvour network, zuch as the installed
wergion of an antivirus software product.

M

Scansz define the properies verified on the client device and the

conditions underwhich the scan is run.

75

Rules contain setz of conditions defining when to run the scan and

which property values to verify. Multiple rules can applyto a single

Fcan.

Scan outputs contain information detected from the client device or

Boolean expressions indicating a true orfalze scan rezult. Some zcan
outputs can be uzed as conditions in other rules.

o

Folicies can use Boolean scan outputs as filters, allowing you to grant

|Imp0rt a new scan package. Each package analyzes client devices for specific properties.

Note: You can choose to insert the scan package to a specific scan package group; first select desired

group,then right click and select Import scan package from the pop-up menu that shows up as

shown in the following screen shot.
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Import & new scan package, Each package analyzes client devices for specific properties.

3. Adialog box named “Select Scan Package File” will appear. Select the (.cab) file which
contains the Extentrix Client Registration Scan.

© Copyright 2008-2009 Extentrix Systems.

Page 30




Extentrix Client Verification Scan Package Scans Included

Select Scan Package File ilil

Look, jn: I@ Extentriv W erfization Scan Package j = I'j{ v

u ExtentrixClientCertificateScan, cab

File name: IEHtenri:-:I:IientH egistrationScan.cab j Qpen
Files of vpe: IPackage files [*.cab) j Cancel |
E

After selecting the ExtentrixClientRegisterationScan.cab, it will appear in the console pan as
shown in the following screen shot.
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CREATING SCANS

Please follow the steps below to create new scan and rules for Extentrix Client Registration scan

1. To create a new scan, select ExtentrixClientRegistration item then right click and choose

Create Scan from the pop-up menu that shows up.

l,‘_l Citrix Access Management Console ;lglil

File Action ‘ew Help
5 | BOEB2e R 28
@ Citrix Access Management Console @

]
% e e - ExtentrixComputerMa... C|TR!X
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Home My Views  Search
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B Ra.so.urces Other Tasks
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ﬂ-r,_f‘-' Servers Urinstall scan package
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E--@ Endpoaint Analysis
@ Antivirus Scans
@ Browser Scans
E| 2 Custom Scans b

Customize display 3

Related Tools
Citriz Knowledge Center 05

Qitems

Change display  » | ®Launches extemal spplication

w1l Firewall . i
-l Machine S Ty 3
G Miscellar Bkt U—
-l Operatic 4 Tasks L
Wigw L
Copy
Refresh
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0 o
) ) CiTRIX

|Create a scan using the selected package. Each package analyzes client devices for specific properties.

2. Type a name for the new scan then click next.
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Creakte Scan
-
CITRIX'

D efine Scan Name

Frovide a name for thiz scan, Maming scans can help you to identify the
zcan outputs you want to use as filkers when pou create policies.
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3. Select the appropriate scan conditions and click next.

x
0
CITRIX
|
Select Condiions

Select the conditions you want to configure to determineg when the scan
launches. You configure the settings for each condition later in thiz wizard.

The conditions ligted here depend on the scan package you are uzing.

Awailable conditions:

[] Client Dievice Regional Locale
[®F Logon Foint

Usze dnother Scan's Output az a Condition |

¢ Back I Mest = I Cancel

4. Type rule name, for example type rule 1, then click next to configure rule conditions.
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x
0
CITRIX
|
Define Rue

Fiules are a combined zet of conditions under which a scan iz un.

For example, your e might be o use Scan ¥ when the client device iz mwnning
Operating System " and Browser Wersion 2.

“ou can create multiple rules for any scan.

Fiule name:
Rule 1

¢ Back I Meut » I Cancel
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5. The first condition to configure is the type of the Operating System(s) in which the scan
will be used for, let us say Windows XP.
Then click Next.

I
-
CITRIX
|
Configure Condiions

The zcan runz if the client device meets any of the condition values wou
zelect below. Select all acceptable walues for the condition.

The zettingz listed here depend on the zcan package you are uzing.

Operating System

Condition:

[ “Windows 2000
[ Wwindows 2003
] “Windowws 38
] “Windowes ME
] “Windowws NT4
[ “Windows Wista

Select All Select Mone

< Back I Mewut » I Cancel

6. The second condition to configure is to select the logon point.
Then click Next.
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x
L]
CiTRIX
|

Configure Condiions

The zcan wns if the client device meetz any of the condition values you
zelect below, Select all acceptable values for the condition.

The zettingz listed here depend on the scan package you are using.

Logon Point

Select All Select Mone

< Back I Meut » I Cancel

7. At this point we are going to define the properties that are used by the scan. The first
property is used to let administrator type the desired Agreement in which he requires
the user to accept before granting him access.
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Edit Property

Enter a zting walue for this property.

Scan package:

EstennxClientReqgistrationScan

Property descripbon

a string walue holds the agreement the Administrator wants the end uzer ta
accept before allowing him access to comparny internal rezources.

Eroperty walue:
ing | Agree’ buttan, wou agree to restrict access to vour login and password s0 nd perzon

Mapta Sean Dutput

] I Cancel

8. The next property is to enter the name of the Hidden variable. This variable is used to
store the acceptance status of the user who is trying to access the system resources.
This variable is the scan related, and it should be hidden from the user.
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Edit Property

Enter a string walue for this property.

Scan packaoge:

E sternixClhentR eqistrationScan

Property descripbon

a sting walue uzed internally by Extentriz scan to ensure the user has
accepted the company agreement and should be hidden from the client.

Property value:
IInternaI

tap ta & wan Mtk

k. I Cancel

9. The following property value is used to enter the period of time in the days in which the
user is allowed to access the corporate resources.

x
CITRIX'
___________________________________________________________________________|]

D efine Property to Yerify

The zcan checks the client device for the property settings you configure
below. The settings listed here depend on the scan package you are uzing.

Enter a whole number for this property.

Scanpackage

EstennixClientRegiztrationS can
Property descripton

an integer walue holds the maximum numbers of days the client allowed to
access corporate resources starting fram the acceptance day of the
agreement.

PBroperty walue:

E

ap to Scan Dutput |

< Back I Mext » I Cancel
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10. Now, at this point, the administrator can determine if the user is allowed to renew his
registration for one more time. True, means yes he is allowed. False means no, he is not
allowed to renew.

x
.
CiTRIX
|
Define Property to Venly

The scan checks the client device for the property gettings vou configure
below. The settings listed here depend on the can package you are wsing.

Select a walue for thiz property.

Scanpackage:

E stermnixClientReqiztrationScan

Property descriphon

a Boolean walue which will be used to allow the client to register agan when
hiz watermark, iz about to expire or not [tue, falze].

Property value:
2

Iap to Sean Dutput |

¢ Back Mewt » Cancel

11. In this property value you can determine how many times the user is allowed to renew
his registration. The entered value should be an integer.
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x
L]
CITRIX
|

Define Properly to Yenly

The zan checks the client device for the property zettings vou configure
below. The settings listed here depend on the scan package you are using.

Enter a whale nurmber for this property.

Scan package:

E stenrizClientR eqiztrationScan

Property descripbon:

an integer value represents how many times the client will be allowed to renew
the regiztration.

PBroperty walue:

E]

Iap to Scam Hutpt |

< Back I Mest » I Cancel

12. The following property value is used to determine how many days the user is allowed to
access the corporate resources after his renewal. Enter here an integer value.
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x
L]
CIiTRIX
|

Define Property to Yerily

The zzan checks the client device for the property settings pou configure
below. The settings listed here depend on the scan package you are uzing.

Enter a whole nurber for thiz property.

Scan package:

EstennixClientR egishiationScan

Property descriphon:

Howe many days to register the client after the renew action.

Property value:
10

& b Seat D utput

< Back I Mest > I Cancel

13. Use this property to type the message that will show up to alert the user that his access
is about to expire. This is a string value. Example of such a message is shown in the
following screen shot.
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a
.

CiTRIX

|
Define Property to Venly

The zzan checks the client device for the property settingz you configure
below, The settings listed here depend on the zcan package you are uzing.

Enter a string walue for this property.

Scan package:

E sternisClientR eqistrationS can

Property descripbon

a stnng walue reprezentz a warning meszage that will be displayed to alert the
uzer of hiz access to the company’s zite is about to expire.

Property walue:

IYDur Reqiztration 1z about to expire.

tap to Sean Dutput

< Back MHewt > Cancel

14. This property value is used to enter an integer value that represents the number of days
after which the warning message should start to show up.
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| T
.
CITRIX
|
D efine Properly o Venly

The zcan checks the client device for the property zettingz you configure
below. The settings listed here depend an the zcan package pou are using.

Enter a whale number far this property.

Scan package:

EstennixClientR egiztrationScan

Property descripbon:

an integer walue reprezents the numbers of davs before YWarming Meszage wil
be dizplayed to end user.

Froperty value:

5

tap to Scar Dutput

< Back I Mexst = I Cancel

15. Now when the user tries to access the corporate resources after his period is timed out.
An expiration message should show up telling him that his access is expired and no
longer valid. The message you required to show it up is entered in this property value.
This is a string value as shown in the following screen shot.
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5
CiTRIX'
|

D efine Property to Yenfy

The szan checks the client device for the property settings vou configure
below. The settings listed here depend on the zcan package you are uzsing.

Enter a sting walue for thiz property.

Scan package:

EstennxClientReqiztrationScan

Property descripbon

a string walue reprezents the meszage will be displayed to the client when hiz
registration expired.

Eroperty wal.e:
"i'our Reqigtration has Ewxpired.

Mapta 5carn Hutput

< Back Einish Cancel

© Copyright 2008-2009 Extentrix Systems. Page 46



Extentrix Client Verification Scan Package Support

SUPPORT

Support for Extentrix Client Verification Scan Package is available at Extentrix Forum

For any support issues, please email your questions or problems to: support@extentrix.com
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GLOSSARY

Endpoint analysis: A process that scans a client device and detects
information such as the presence and version level of operating
system, antivirus, firewall, or browser software. Endpoint analysis can
verify that the client device meets your requirements before allowing
it to connect. This information can be included as a filter within a
policy to determine the appropriate level of access to corporate
resources.

Endpoint Analysis Client An ActiveX control or a browser plug-in used
to discover information about a device’s configuration (such as the
operating system, antivirus pattern, and so on).
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ABOUT EXTENTRIX

Founded in 2006, Extentrix Systems is a leading software development company specializing in
virtualization and developing custom software solutions for Microsoft and Citrix customers. Established by
former software engineers at Citrix, Extentrix have developed access solutions that simplify and speed
users’ access to Terminal Services and Citrix platforms.

Extentrix Systems is privately held with company headquarters in RAK, UAE. For more information, please
visit the company’s Web site at www.extentrix.com or call +971-4-208-8496.

For additional support in writing new scan packages or customizing the current one, please contact
Extentrix at info@extentrix.com or by visiting the company’s home page at http://www.extentrix.com/.

© Copyright 2008-2009 Extentrix Systems. Page 50


http://www.extentrix.com/
http://www.extentrix.com/

	NOTICE
	TABLE OF CONTENTS
	INTRODUCTION
	SCANS INCLUDED INSIDE EXTENTRIX CLIENT VERIFICATION SCAN PACKAGE
	1. EXTENTRIX CLIENT CERTIFICATE SCAN
	SCAN DESCRIPTION
	INSTALLATION AND CONFIGURATION
	IMPORTING EXTENTRIX CLIENT CERTIFICATE SCAN
	CREATING SCANS

	EDITING EXTENTRIX CLIENT CERTIFICATE SCAN DATA SET
	HOW TO USE SEARCHING METHODS BY EXTENTRIX CLIENT CERTIFICATE SCAN
	BUILDING THE MAP FILE FOR EXTENTRIX CLIENT CERTIFICATE SCAN

	2. EXTENTRIX CLIENT REGISTRATION SCAN
	SCAN DESCRIPTION
	INSTALLATION AND CONFIGURATION
	INSTALLING SCAN PACKAGE
	CREATING SCANS



	SUPPORT
	GLOSSARY 
	INDEX
	ABOUT EXTENTRIX

